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CompactLogix 5380 and Compact GuardLogix 5380 Controllers User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may
lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or
economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

el >

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may
be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach
dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a mator control center, to alert people to potential Arc
Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements
for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

Summa ry of (hanges This manual contains new and updated information as indicated in the
following table.
Topic Page
Added CompactLogix™ 5380 Process controllers. Throughout
Updated safety signature definition. 53
Added Simple Network Management Protocol (SNMP). 129
Added Automatic Diagnostics. 275
Added Considerations for Communication Loss Diagnostics. 276
Updated the Disable Controller Web Pages procedure. 320
Cata|og Numbers This publication is applicable to these controllers:

CompactLogix 5380 Standard Catalog Numbers:

J Compactlogix 5380 Process Catalog Numbers:

Compact GuardLogix® 5380 SIL 2 Catalog Numbers:

Compact GuardLogix 5380 SIL 3 Catalog Numbers:

5069-L306ER, 5069-L306ERM, 5069-L310ER, 5069-L310ERM,
5069-L310ER-NSE, 5069-L320ER, 5069-L320ERM, 5069-L320ERMK,
5069-L330ER, 5069-L330ERM, 5069-L330ERMK, 5069-L340ER, 5069-L340ERM,
5069-L350ERM, 5069-L350ERMK; 5069-L380ERM, 5069-L3100ERM

5069-L320ERP, 5069-L340ERP

5069-L306ERS2, 5069-L306ERMS2, 5069-L310ERS2, 5069-L310ERMS2,
5069-L320ERS2, 5069-L320ERS2K, 5069-L320ERMS2, 5069-L320ERMS2K,
5069-L330ERS2, 5069-L330ERS2K, 5069-L330ERMS2, 5069-L330ERMS2K,
5069-L340ERS2, 5069-L340ERMS2, 5069-L350ERS2, 5069-L350ERS2K,
5069-L350ERMS2, 5069-L350ERMS2K, 5069-L380ERS2, 5069-L380ERMS2,
5069-L3100ERS2, 5069-L3100ERMS2

5069-L306ERMS3, 5069-L310ERMS3, 5069-L320ERMS3, 5069-L320ERMS3K,
5069-L330ERMS3, 5069-L330ERMS3K, 5069-L340ERMS3, 5069-L350ERMS3,
5069-L350ERMS3K, 5069-L380ERMS3, 5069-L3100ERMS3

Overview This manual provides information on how to design a system, operate a
CompactLogix or Compact GuardLogix-based controllers system, and develop
applications.

You must be trained and experienced in the creation, operation, and
maintenance of safety systems.

For information on Safety Integrity Level (SIL) and Performance Level (PL)
requirements and safety application requirements, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.
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Notes:
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Chapter 1

Minimum Requirements

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

CompactLogix 5380 and Compact
GuardLogix 5380 Systems and Controllers

This chapter describes features and functions that are associated with the
CompactLogix™ 5380 and Compact GuardLogix" 5380 controllers.

Topic Page
Minimum Requirements 13
CompactLogix 5380 System 15
Compact GuardLogix 5380 System 17
Design the System 20
Controller Features 22
Power the System 26

The controllers have minimum requirements.

e CompactLogix 5380 and Compact GuardLogix 5380 controllers have

minimum hardware requirements. For more information on the

hardware requirements, see Table 1 on page 20.

¢ The controller firmware revision must be compatible with the software

version that you use. For more information, see Controller Firmware

and Logix Designer Application Compatibility on page 64.

° Programming SOftWQ.l‘C

System (at. No. Studio 5000 Logix
Designer® Application
CompactLogix 5069-L320ER, 5069-L340ERM Version 28.00.00 or later
CompactLogix 5069-L306ER, 5069-L306ERM, 5069-L310ER, Version 29.00.00 or later
5069-L310ER-NSE, 5069-L310ERM, 5069-L320ERM,
5069-L330ER, 5069-L330ERM, 5069-L340ER
CompactLogix 5069-L350ERM, 5069-L380ERM, 5069-L3100ERM Version 30.00.00 or later
Compact GuardLogix 5069-L306ERS2, 5069-L306ERMS2, 5069-L310ERS2, Version 31.00.00 or later
SIL 2 Controllers!” 5069-L310ERMS2, 5069-L320ERS2, 5069-L320ERS2K,

5069-L320ERMS2, 5069-L320ERMS2K, 5069-L330ERS2,
5069-L330ERS2K, 5069-L330ERMS2, 5069-L330ERMS2K,
5069-L340ERS2, 5069-L340ERMS2, 5069-L350ERS2,
5069-L350ERS2K, 5069-L350ERMS2, 5069-L350ERMS2K,
5069-L380ERS2, 5069-L380ERMS2, 5069-L3100ERS2,
5069-L3100ERMS2

Compact GuardLogix
SIL 3 Controllers!!

5069-L306ERMS3, 5069-L310ERMS3, 5069-L320ERMS3,
5069-L320ERMS3K, 5069-L330ERMS3,
5069-L330ERMS3K, 5069-L340ERMS3, 5069-L350ERMS3,
5069-L350ERMS3K, 5069-L380ERMS3, 5069-L3100ERMS3

Version 32.00.00 or later

CompactLogix
Process Controllers

5069-L320ERP, 5069-L340ERP

Version 33.00.00 or later

(1) For more information on safety ratings, see Safety Concept of Compact GuardLogix 5380 Controllers on page 51.

(2)  For compatible Linx-based communication software and ControlFLASH™ software, see the Product Compatibility and Download

Center (PCDC).

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020
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Chapter1  CompactLogix 5380 and Compact GuardLogix 5380 Systems and Controllers

IMPORTANT  If safety connections or safety logic are required for your application, then
you must use a Compact GuardLogix controller.

IMPORTANT  This equipment is supplied as open-type equipment for indoor use. It must
be mounted within an enclosure that is suitably designed for those specific
environmental conditions that are present and appropriately designed to
prevent personal injury resulting from accessibility to live parts.

The enclosure must have suitable flame-retardant properties to prevent or
minimize the spread of flame, complying with a flame spread rating of 5VA
or be approved for the application if nonmetallic. The interior of the
enclosure must be accessible only by the use of a tool.

For more information regarding specific enclosure type ratings that are

required to comply with certain product safety certifications, see the

« Compact GuardLogix 5380 SIL 2 Controllers Installation Instructions,
publication 5069-IN014.

« Compact GuardLogix 5380 SIL 3 Controllers Installation Instructions,
publication 5069-IN023.

Waste Electrical and Electronic Equipment (WEEE)

At the end of its life, this equipment should be collected separately from any
unsorted municipal waste.
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CompactLogix 5380 and Compact GuardLogix 5380 Systems and Controllers  Chapter 1

CompactLogix 5380 System

CompactLogix 5380 control systems are DIN rail-mounted systems that can
operate in various applications.

One of the simplest controller configurations is a standalone controller with
I/0O assembled in one chassis, as shown in Figure 1.

Figure 1- CompactLogix 5380 Controller in a Standalone System
CompactLogix 5380 Controller Compact 5000™ /0 Analog and Digital Modules
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The controllers can also operate in more complex systems with devices that are
connected to the controller via an EtherNet/IP™ network, as shown in

Figure 2.

Figure 2 - CompactLogix 5380 Controller in a More Complex System

CompactLogix 5380 Controller
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CompactLogix 5380 and Compact GuardLogix 5380 Systems and Controllers

16

5069-L310ER-NSE No Stored Energy (NSE) Controller

The NSE controller is intended for use in applications that require the installed
controller to deplete its residual stored energy to specific levels before
transporting it into or out of your application.

The residual stored energy of the NSE controller depletes to 400yJ or less in 40
seconds.

WARNING: If your application requires the NSE controller to deplete its
residual stored energy to 400 pJ or less before you transport it into or out of
the application, complete these steps before you remove the controller.
1. Turn off power to the chassis.
After you turn off power, the controller’s OK status indicator transitions
from Green to Solid Red to OFF.
2. Wait at least 40 seconds for the residual stored energy to decrease to
400 pJ or less before you remove the controller.

There is no visual indication of when the 40 seconds has expired. You must
track that time period.

IMPORTANT  The Real Time Clock (RTC) does not retain its time and date when the power
is off.

Some applications require that the installed controller to deplete its residual
stored energy to specific levels before transporting it into or out of your
application. This requirement can include other devices that also require a wait
time before removing them. See the documentation of those products for more

information.

CompactLogix 5380 Process controllers

CompactLogix 5380 Process controllers (5069-L320ERP, 5069-L340ERP) are
extensions of the Logix 5000 controller family that focus on plantwide process
control, and support motion.

The process controllers come configured with a default process tasking model
and dedicated PlantPAx® process instructions that are optimized for process
applications, and that improve design and deployment efforts.

The process controllers are conformal coated to add a layer of protection when
exposed to harsh, corrosive environments.
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Compact Guard I.Ogix 5380 Compact GuardLogix 5380 SIL 2 and SIL 3 controllers are programmable
System automation controllers with integrated safety.

For SIL 3/PLe safety applications, the Compact GuardLogix 5380 SIL 3
controller system consists of a primary controller with an internal safety
partner, that function together in a 1002 architecture.
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For more information on safety ratings, see Safety Concept of Compact

GuardLogix 5380 Controllers on page 51.

The Compact GuardLogix system can communicate with safety I/O devices
via CIP Safety™ over an EtherNet/IP™ network (Guard I/O™ modules,
integrated safety drives, integrated safety components).

With a Compact GuardLogix controller, you can interface to standard I/O via
standard tasks while you interface with safety I/O via the safety task.

IMPORTANT  For the safety task, Compact GuardLogix 5380 controllers support Ladder
Diagram only.

For standard tasks, Compact GuardLogix 5380 controllers support:
« Ladder Diagram (LD)

«  Structured Text (ST)

«  Function Block Diagram (FBD)

+ Sequential Function Chart (SFC)
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The controllers can operate in various applications that range from standalone
systems that contain local I/O modules, as shown in Figure 3.
Figure 3 - Compact GuardLogix 5380 Controller in a Standalone System

Compact GuardLogix 5380 Controller Compact 5000 I/0 Safety Digital, Standard Analog, and
Standard Digital Modules
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The controllers can also operate in more complex systems with devices that are
connected to the controller via an EtherNet/IP network, as shown in Figure 4.

Figure 4 - Compact GuardLogix 5380 Controller on an EtherNet/IP DLR Network

Compact GuardLogix 5380 SIL 2 or SIL 3 Controller : -
Compact 5000 1/0 Safety, Analog, and Digital )
Modules

Compact 5000 1/0 EtherNet/IP Adapter
Compact 5000 I/0 Analog, Digital, and
Safety Modules

1734 POINT 1/0 Adapter
1734 POINT I/0 Modules
1734 POINT Guard 1/0™ Modules

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 I/0 Analog, Digital, and
Safety Modules

Kinetix® 5500 Drives

(with Safe Torque P ® i
A 1732ES ArmorBlock® Guard 1/0™ owerFlex® 527 Drive
0ff functionality) Module (CIP Safety enabled)
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Compact GuardLogix 5380 controllers can communicate with safety devices
on a DeviceNet” network via a 1788-EN2DN linking device, as shown in

Figure 5

Figure 5 - Compact GuardLogix 5380 Controller Connected to Devices on a DeviceNet Network

Compact GuardLogix 5380 SIL 2 or SIL 3 Controller g °
Compact 5000 1/0 Safety, Analog, and Digital Modules ~ ——

1788 EtherNet-to-DeviceNet
Linking Device

DeviceNet Network

1791DS CompactBlock™ 1791DS CompactBlock
Guard 1/0™ Module Guard 1/0 Module

1732DS ArmorBlock 1732DS ArmorBlock
Guard 1/0 Module Guard 1/0 Module
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CompactLogix 5380 and Compact GuardLogix 5380 Systems and Controllers

Design the System

When you design a system, you must decide what system components your

Applies to these controllers:

application needs. Table 1 describes components that are commonly used in

CompactLogix 5380 and Compact GuardLogix 5380 control systems.

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Table 1 - System Components

Component Purpose Required For More Information
DIN rail Mounting system Yes « CompactLogix 5380 Controllers
Installation | ti licati
End cap (5069-ECR) The end cap covers the exposed interconnections | Yes Sngég_ﬁ'\}g)]r; nstructions, publication
IMPORTANT: The end cap ships with | on the last module in the system. ¢ + GuardLodix 5380 SIL 2
the controller. If you do not install the end cap before powering : (omtpalcl l;art I(I)gtl'x Instructi
the system, equipment damage or injury from O?)I.m tgrs 236&‘9 TNI(())?4nS ructions,
electric shock can result. publication 7
IMPORTANT: You install the end cap after the + Compact GuardLogix 5380 SIL 3
last module s installed on the DIN rail. This Controllers Installation Instructions,
design helps to prevent the end cap from going publication 5069-IN023
beyond the locked position.
If you push the end cap beyond the locked
position or insert it from the backwards direction,
you can damage the MOD power bus and SA
power bus connector.
Removable terminal blocks (RTBs) Connect these power types to the controller: Yes
+ MOD power
- SA power
External power supply(” Provides Module (MOD) Power to the system Yes

External power supply(”

Provides Sensor/Actuator (SA) Power to the
system

Yes - Only if the system requires
SA power.

If the system does not require SA
power, the external power supply
is not needed.

Power the System on page 26

Studio 5000 Logix Designer application | Configure the project that is used to define Yes + Minimum Requirements on page 13
controller activity during system operation - (Create a Logix Designer Application
Project on page 75
Linx-based communication software Used as follows: Yes « For compatible Linx-based
« Assign the controller an IP address communication software and, see the
«  Maintain communication over the EtherNet/IP Product Compatibility and Download
network Center (PCDC).
« Connect to the Controller on page 57
ControlFLASH software Update controller firmware Yes « For compatible ControlFLASH software,
see the
Product Compatibility and Download
Center (PCDQ).
«Update Controller Firmware on page 63
USB programming port Complete tasks that only require a temporary — Connect a USB Cable on page 59
connection to the controller, for example, when
you download a project or update firmware
Ethernet port A1 Connects to these network types: — Chapter 9, Use EtherNet/IP Modes on
« Enterprise-level network page 135
« Device-level network
Ethernet port A2 Connect to device-level networks —

Secure Digital (SD) card

IMPORTANT: The 1784-SD2 card ships
with the controller.

Store data, such as the controller project and
diagnostics that are required by technical support
to obtain information if non-recoverable
controller faults occur.

We recommend that you leave the
SD card installed, so if a fault
occurs, diagnostic data is
automatically written to the card.

Use the Secure Digital Card on page 107
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CompactLogix 5380 and Compact GuardLogix 5380 Systems and Controllers

Chapter 1

Table 1 - System Components (Continued)

Component

Purpose

Required

For More Information

Ethernet cables

Used as follows:

« Access the controller from the workstation
over an EtherNet/IP network to set IP address,
update firmware, download, and upload
projects

- Connect controller to an EtherNet/IP network
and perform tasks that are required for normal
operations

Yes.

Connect an Ethernet Cable on page 58

USB cable

Access the controller directly from the
workstation to set IP address, update firmware,
download, and upload projects.

The USB port is intended for temporary local
programming purposes only and not intended for
permanent connection.

Yes - Only if you perform tasks
that are listed in the previous
column via the USB port.

You can also perform the tasks via
the controller Ethernet ports.

Connect a USB Cable on page 59

Integrated Safety I/0 devices on an
EtherNet/IP network

Connected to safety input and output devices, for
example, Compact 5000 I/0 safety modules or
Guardmaster® Multifunctional Access Box.
IMPORTANT: CompactLogix 5380 controllers
cannot use safety devices.

Yes for Compact GuardLogix 5380
controllers.

Safety /0 Devices on page 191

Compact 5000 I/0 modules Used as follows: Yes « Standard 1/0 Modules on page 169
« Local standard I/0 modules that are installed .
in the CompactLogix 5380 system Safety I/0 Devices on page 191
+ Remote standard /0 modules that are
accessible via the EtherNet/IP network
« Local safety I/0 modules that are installed in
the CompactLogix 5380 system
+ Remote safety I/0 modules that are accessible
via the EtherNet/IP network
Devices that are installed on an Dependent upon device type. Examples include: | Yes. - Standard 1/0 Modules on page 169

EtherNet/IP network

+Remote standard I/0 modules

+ Remote safety I/0 modules

« Ethernet switches

- Motion control devices, such as drives
« HMI devices

« Safety 1/0 Devices on page 191

« Develop Motion Applications on page 269

(1) We strongly recommend that you use separate external power supplies for MOD power and SA power, respectively.
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Controller Features Table lists features available on the controllers. The features are described in

detail in the rest of this manual.

CompactLogix 5380 and Compact GuardLogix 5380 Controller Features

Feature CompactLogix 5380 Controllers Compact GuardLogix 5380 Controllers
User memory 5069-L306ER, 5069-L306ERM 0.6 MB 5069-L306ERS2, 5069-L306ERMS2, 0.6 MB
5069-L306ERMS3
5069-L310ER, 5069-L310ER-NSE, 5069- 1MB 5069-L310ERS2, 5069-L310ERMS2, 1MB
L310ERM 5069-L310ERMS3
5069-L320ER, 5069-L320ERM, 5069-L320ERP | 2 MB 5069-L320ERS2, 5069-L320ERS2K, 2MB

5069-L320ERMS2, 5069-L320ERMS2K,
5069-1320ERMS3, 5069-L320ERMS3K

5069-L330ER, 5069-L330ERM 3MB 5069-L330ERS2, 5069-L330ERS2K, 3MB
5069-L330ERMS2, 5069-L330ERMS2K,
5069-L330ERMS3, 5069-L330ERMS3K

5069-L340ER, 5069-L340ERM, 5069-L340ERP | 4 MB 5069-L340ERS2, 5069-L340ERMS2, 4MB
5069-L340ERMS3
5069-L350ERM 5MB 5069-L350ERS2, 5069-L350ERS2K, 5MB

5069-L350ERMS2, 5069-L350ERMS2K,
5069-L350ERMS3, 5069-L350ERMS3K

5069-L380ERM 8 MB 5069-L380ERS2, 5069-L380ERMS2, 8 MB
5069-L380ERMS3
5069-L3100ERM 10MB 5069-L3100ERS2, 5069-L3100ERMS2, 10MB
5069-L3100ERMS3
Safety memory — | 5069-L306ERS2, 5069-L306ERMS2, 0.3MB
5069-L306ERMS3
— | 5069-L310ERS2, 0.5MB

5069-L310ERMS2,
5069-L310ERMS3

— | 5069-L320ERS2, 5069-L320ERS2K, 1MB
5069-L320ERMS2, 5069-L320ERMS2K,
5069-L320ERMS3, 5069-L320ERMS3K

— | 5069-L330ERS2, 5069-L330ERS2K, 1.5MB
5069-L330ERMS2, 5069-L330ERMS2K,
5069-L330ERMS3, 5069-L330ERMS3K

— | 5069-L340ERS2, 5069-L340ERMS2, 2MB
5069-L340ERMS3
— | 5069-L350ERS2, 5069-L350ERS2K, 2.5MB

5069-L350ERMS2, 5069-L350ERMS2K,
5069-L350ERMS3, 5069-L350ERMS3K

— | 5069-L380ERS2, 5069-L380ERMS2, 4MB
5069-L380ERMS3
— | 5069-L3100ERS2, 5069-L3100ERMS2, 5MB
5069-L3100ERMS3
Controller tasks + 32tasks + 32tasks
+ 1000 programs/task 31 standard tasks
- Eventtasks; all event triggers 1 safety task
+ 1000 programs/task
- Event tasks; all event triggers
Communication ports « 1-USB port, 2.0 full-speed, Type B
+ 2-Embedded Ethernet ports, 10 Mbps, 100 Mbps, 1 Gbps
EtherNet/IP network topologies « Device Level Ring (DLR)
supported . Star
+ Linear
EtherNet/IP modes « Linear/DLR mode

+  Dual-IP mode - Available with the Logix Designer application, version 29.00.00 or later.
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CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (Continued)
Feature CompactLogix 5380 Controllers Compact GuardLogix 5380 Controllers
EtherNet/IP nodes supported, max" 5069-L306ER, 5069-L306ERM 16 nodes 5069-L306ERS2, 5069-L306ERMS2, 16 nodes
5069-L306ERMS3
5069-L310ER, 5069-L310ER-NSE, 24 nodes 5069-L310ERS2, 5069-L310ERMS2, 24 nodes
5069-L310ERM 5069-L310ERMS3
[ | 5069-L320ER, 5069-L320ERM, 5069-L320ERP | 40 nodes 5069-L320ERS2, 5069-L320ERS2K, 40 nodes
5069-L320ERMS2, 5069-L320ERMS2K
5069-L320ERMS3, 5069-L320ERMS3K
5069-L330ER, 5069-L330ERM 60 nodes 5069-L330ERS2, 5069-L330ERS2K, 60 nodes
5069-L330ERMS2, 5069-L330ERMS2K,
5069-L330ERMS3, 5069-L330ERMS3K
[ | 5069-L340ER, 5069-L340ERM, 5069-L340ERP | 90 nodes 5069-L340ERS2, 5069-L340ERMS2, 90 nodes
5069-L340ERMS3
5069-L350ERM 120 nodes 5069-L350ERS2, 5069-L350ERS2K, 120 nodes
5069-L350ERMS2, 5069-L350ERMS2K,
5069-L350ERMS3, 5069-L350ERMS3K
5069-L380ERM 150 nodes 5069-L380ERS2, 5069-L380ERMS2, 150 nodes
5069-L380ERMS3
5069-L3100ERM 180 nodes 5069-L3100ERS2, 5069-L3100ERMS2, 180 nodes
5069-L3100ERMS3
Integrated motion axes supported 5069-L306ERM 2 axes 5069-L306ERMS2, 5069-L306ERMS3 2 axes
Only controllers with an "W or P'in the - "oy 330gR 4ares 5069-L310ERMS2, 5069-L310ERMS3 4aves
catalog number support motion.
[ | 5069-L320ERM, 5069-L320ERP 8 axes 5069-L320ERMS2, 5069-L320ERMS2K, 8 axes
5069-L320ERMS3, 5069-L320ERMS3K,
5069-L330ERM 16 axes 5069-L330ERMS2, 5069-L330ERMS2K, 16 axes
5069-L330ERMS3, 5069-L330ERMS3K
[ | 5069-L340ERM, 5069-L340ERP 20 axes 5069-L340ERMS2, 5069-L340ERMS3 20 axes
5069-L350ERM 24 axes 5069-L350ERMS2, 5069-L350ERMS2K, 24 axes
5069-L350ERMS3, 5069-L350ERMS3K
5069-L380ERM 28 axes 5069-L380ERMS2, 5069-L380ERMS3 28 axes
5069-L3100ERM 32 axes 5069-L3100ERMS2, 5069-L3100ERMS3 32 axes
Local I/0 modules, max 5069-L306ER, 5069-L306ERM, 5069-L310ER, | 8 modules 5069-L306ERS2, 5069-L306ERMS2, 8 modules
5069-L310ER-NSE, 5069-L310ERM 5069-L306ERMS3, 5069-L310ERS2,
5069-L310ERMS2, 5069-L310ERMS3
[ | 5069-L320ER, 5069-L320ERM, 5069-L320ERP | 16 modules 5069-L320ERS2, 5069-L320ERS2K, 16 modules
5069-L320ERMS2, 5069-L320ERMS2K,
5069-L320ERMS3, 5069-L320ERMS3K
5069-L330ER", 5069-L330ERM?, 31 modules 5069-L330ERS2, 5069-L330ERS2K, 31 modules
[ | 5069-L340ER, 5069-L340ERM, 5069-L340ERP, 5069-L330ERMS2, 5069-L330ERMS2K,

5069-L350ERM, 5069-L380ERM,
5069-L3100ERM

5069-L330ERMS3, 5069-L330ERMS3K,
5069-1340ERS2, 5069-L340ERMS2,
5069-L340ERMS3, 5069-L350ERS2,
5069-L350ERS2K,5069-L350ERMS2,
5069-L350ERMS2K, 5069-L350ERMS3,
5069-L350ERMS3K, 5069-L380ERS2,
5069-L380ERMS2, 5069-L380ERMS3,
5069-L3100ERS2, 5069-L3100ERMS2,
5069-L3100ERMS3

Programming languages

« Ladder Diagram (LD)

« Structured Text (ST)

« Function Block Diagram (FBD)
«Sequential Function Chart (SFC)

« For the safety task, Compact GuardLogix controllers support

Ladder Diagram only.

« Forstandard tasks, Compact GuardLogix controllers support:

— Ladder Diagram (LD)

— Structured Text (ST)

— Function Block Diagram (FBD)
— Sequential Function Chart (SFC)
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CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (Continued)

Feature CompactLogix 5380 Controllers Compact GuardLogix 5380 Controllers
Supported Controller Features - Data access control - Data access control
- Firmware Supervisor » Firmware Supervisor
« Secure Digital (SD) card « Secure Digital (SD) card
- Standard Connections - Standard Connections
- Safety Connections

(1) Anode is an EtherNet/IP device that you add directly to the I/0 configuration, and counts toward the node limits of the controller. For more information on EtherNet/IP nodes, see page 121.

(2)  When you use this controller with the Logix Designer application, version 29.00.00, the application limits the number of local I/0 modules in the project to 16. For more information, see
Knowledgebase Article 5380 CompactLogix controllers limited to 16 local Compact 5000 [/0 modules in V29 of Studio 5000.°
With the Logix Designer application, version 30.00.00 or later, the controller supports as many as 31 local 1/0 modules.

IMPORTANT  When you use a CompactLogix 5380 or Compact GuardLogix 5380 controller,
you do not need to configure a System Overhead Time Slice value.
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Features Supported by Compact GuardLogix 5380 Controllers Via
the Safety Task

You can use the Compact GuardLogix 5380 controllers in safety applications
via the Safety task in the Logix Designer application.

In the Logix Designer application, the Safety task supports a subset of features
that are supported in the standard task as listed in this table.

Feature Studio 5000 Lt.)gix Designer I(\Bplication,
Version 31 or Later

Safety Task Standard Task
Add-On Instructions X X
Instruction-hased alarms and events — X
Tag-based alarms — X
Controller logging X X
Event tasks!" — X
Function Block Diagrams (FBD) — X
Integrated motion x®) X
Drive Safety Instructions X —
Ladder Diagram (LD) X X
Language switching X X
License-based source protection — X
Import program components — X
Export program components X X
Sequential Function Chart (SFC) routines — X
Structured Text (ST) — X

(1) While the safety task cannot be an Event task, standard Event tasks can be triggered with the use of the Event instruction in the
safety task.

(2) Compact GuardLogix 5380 SIL 2 controllers are compatible with Studio 5000 Logix Designer Application, version 31 or later.
Compact GuardLogix 5380 SIL 3 controllers are compatible with Studio 5000 Logix Designer Application, Version 32 or later

(3) Limited to the use of Drive Safety Instructions with Kinetix 5700 ERS4 drives.

IMPORTANT Safety Consideration

Compact GuardLogix 5380 controllers can produce standard tags as unicast or multicast, but they can only
produce safety tags as unicast. The controllers can consume safety tags as either unicast or multicast.

When you configure a produced safety tag, you are only allowed to configure unicast connection options.
Logix Designer does not allow you to configure multicast connection options.
When you configure a consumed tag, you must consider the capabilities of the producer:

«  Ifthe producer in the I/0 tree of this controller is a GuardLogix 5580 or Compact GuardLogix 5380
controller, and you are consuming a safety tag, you must configure the consumed tag to use unicast.

« Ifthe producer in the I/0 tree of this controller is a GuardLogix 5570 or GuardLogix 5560 controller, or a
Compact GuardLogix 5370 controller, the safety consumed tag can be configured as either unicast or
multicast. A GuardLogix 5560 controller requires Studio 5000 Logix Designer application version
19.00.00 or later for unicast produce/consume safety tags.
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Power the System The controller provides power to the system as follows:
Applies to these controllers: e MOD Power - System-side power that powers the system and lets
CompactLogix 5380 modules transfer data and execute logic.

Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

System-side power is provided through the MOD Power RTB.

e SA Power - Field-side power that powers some Compact 5000 I/O
modules and field-side devices that are connected to them.

Field-side power is provided through the SA Power RTB.
There are specific considerations and restrictions that you must be aware of
before you connect MOD power and SA power to a CompactLogix 5380

system or to a Compact GuardLogix 5380 system.

For more information on how to connect MOD power and SA power to the
different systems, see the following:

e How to Power CompactLogix 5380 Controllers - Chapter 2 on page 27

¢ How to Power Compact GuardLogix 5380 Controllers - Chapter 3 on
page 37
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Chapter 2

How to Power CompactLogix 5380 Controllers

Topic Page
Two Types of Power 27
MOD Power 29
SA Power 30

This chapter explains how to power standard CompactLogix™ 5380
controllers.

For information on how to power Compact GuardLogix® 5380 controllers, see
Chapter 3, How to Power Compact GuardLogix 5380 Controllers on page 37.

The CompactLogix 5380 controllers provide power to the system as follows:
Wwo lypes ot Fower P g P p Yy
Applies to these controllers: e MOD Power - System-side power that powers the system and lets
CompactLogix 5380 modules transfer data and execute logic.

System-side power is provided through the MOD Power RTB.

e SA Power - Field-side power that powers some Compact 5000™ I/O
modules and field-side devices that are connected to them.

Field-side power is provided through the SA Power RTB.
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Connect external power supplies to the RTBs to provide MOD power and
SA power. Figure 6 shows the RTBs on a CompactLogix 5380 controller.

Figure 6 - MOD Power and SA Power RTBs on a CompactLogix 5380 Controller

H i EtherNe

SA Power

- — MOD Power

Connection

}4— SA Power
Connection

Power begins at the controller and passes across the Compact 5000 I/O
module internal circuitry via power buses.

MOD power passes across a MOD power bus, and SA power passes across a SA
power bus. The MOD power bus and SA power bus are isolated from each

other.

IMPORTANT  We recommend that you use separate external power supplies for MOD
power and SA power, respectively. This practice can help prevent unintended
consequences that can result if you use one supply.

If you use separate external power supplies, the loss of power from one
external power supply does not affect the availability of power from the
other supply. For example, if separate MOD and SA external power supplies
are used and SA power is lost, MOD power remains available for the
CompactLogix 5380 controller and Compact 5000 I/0 modules. As such, data
transfer continues in the system.

For more information on how to connect MOD power and SA power, see the
CompactLogix 5380 Controllers Installation Instructions, publication

5069-IN013
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MOD Power MOD power is a DC power source that is required to operate a
CompactLogix 5380 system.

Applies to these controllers:
CompactLogix 5380 IMPORTANT  You can only use DC power on the MOD power bus. Do not connect AC power
to the MOD power bus.

Remember the following:

¢ Every module in the CompactLogix 5380 system draws current from the
MOD power bus and passes the remaining current to the next module.

e MOD power lets Compact 5000 I/O modules transfer data and the
controller execute logic.

o A CompactLogix 5380 system uses only one MOD power bus.

¢ The total continuous current draw across the MOD power bus must not

be more than 10 A, max, at 18...32V DC.

e We recommend that you use an external power supply that is adequately
sized for the total MOD power bus current draw in the system.

You must consider inrush current requirements when you calculate the
total MOD power bus current draw in the system.

Figure 7 - External Power Supply Provides MOD Power
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When the MOD power source is turned on, the following occurs.

1. The CompactLogix 5380 controller draws current from the MOD
power bus and passes the remaining current through to the next module.

2. The next module draws MOD power bus current and passes the
remaining current through to the next module.

3. The process continues until MOD power bus current needs are met for
all modules in the system.

For more information on the current that the Compact 5000 I/O modules

draw from the MOD power bus, see the Compact 5000 I/O Modules
Specifications Technical Data, publication 5069-TD001.
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SA Power

Applies to these controllers:

CompactLogix 5380

SA power provides power to devices that are connected to some of the
Compact 5000 I/O modules in the CompactLogix 5380 system. SA power is
connected to the controller via an SA power RTB.

Remember the following:

e Some Compact 5000 I/O modules draw current from the SA power bus

and pass the remaining current to the next module.

Some Compact 5000 I/O modules only pass current along the SA
power bus to the next module.

A CompactLogix 5380 system can have multiple SA power buses. The
first SA power bus starts at the controller and passes across the I/O
modules that are installed to the right of the controller.

You use a 5069-FPD field potential distributor to establish a new SA
power bus. The new SA power bus is isolated from the SA power bus to
its left in the system.

For more information on how to use a 5069-FPD field potential

distributor in a CompactLogix 5380 system, see page 34.

If the SA power source uses DC voltage, the total continuous current
draw across the SA power bus must not be more than to 10 A, max at

18...32V DC.

We recommend that you use an external power supply that is adequately
sized for the total SA power bus current draw on an individual bus.

You must consider inrush current requirements when you calculate the
total SA power bus current draw in the system.
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o Connections to an SA power bus use a shared common. All inputs that
draw current from an SA power bus to power field-side devices have a
return through circuitry to the SA - terminal on the SA power
connector.

IMPORTANT  Each SA power bus has a shared common unique to that bus
because SA power buses are completely isolated from each other.

That is, the SA power bus that the CompactLogix 5380 controller
establishes has a shared common. If you use a 5069-FPD field
potential distributor to establish a new SA power bus in the system,
that second bus has its own shared common for modules that draw
current fromit.

Figure 8 - External Power Supply Provides SA Power
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When the SA power source is turned on, the following occurs.

1. The CompactLogix 5380 controller draws current from the SA power
bus and passes the remaining current through to the next module.

IMPORTANT  The level of current that the CompactLogix 5380 controller draws
from the SA power bus is negligible.
[t draws 10 mA (DC Power), 25 mA (AC power).

2. The next module completes one of these tasks.

- If the module uses SA power, the module draws current from the SA
power bus and passes the remaining current through to the next
module.

- If the module does not use SA power bus current, the module passes
the remaining current through to the next module.

3. The process continues until all SA power bus current needs are met for
the modules on the SA power bus.
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If your system includes AC and DC modules that require SA power, you must
use a2 5069-FPD field potential distributor to establish a separate SA power bus
and separate the module types on the isolated SA power buses.

For more information on the current that the Compact 5000 I/O modules
draw from the SA power bus, see the Compact 5000 I/O Modules
Specifications Technical Data, publication 5069-TD001.

Track SA Power Bus Current Draw

We recommend that you track the SA power bus current draw, max, per
module, and collectively for the CompactLogix 5380 system.

You must make sure that the Compact 5000 I/O modules that are installed on
an SA power bus do not consume more than 10 A. If so, you must establish
another SA power bus.

Consider the following with this example:

o The values in this example represent a worst-case calculation. That is, all
modules that draw SA power bus current, draw the maximum available
on the module.

e Not all modules that are shown in Figure 9 use SA power bus current.
For example, the 5069-ARM and 5069-OW4I modules only pass SA

power bus current to the next module.

Other modules that do not use SA power bus current, but are not shown
in the graphic, include the 5069-OB16, 5069-OB16F, 5069-OX4I, and
5069-SERIAL modules.
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o System SA power bus current, max, is calculated as each module draws
SA power bus current. The calculation begins with the controller. The
controller SA power bus current draw used for the calculation is 10 mA

for DC power

In Figure 9, after the 5069-IB16 module in slot 1 draws SA power bus

current, the system SA power bus current, max, is 210 mA.

After the 5069-IB16 module in slot 2 draws SA power bus current, the
system SA power bus current draw is 410 mA. This process continues
until the system SA power bus current, max, is 7.160 A.

Figure 9 - CompactLogix 5380 System - Calculate SA Power Bus Current Draw
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Use a 5069-FPD Field Potential Distributor to Create a New SA
Power Bus

You can use a 5069-FPD field potential distributor to establish a new SA power
bus in a CompactLogix 5380 system.

The field potential distributor blocks the current that passes across the SA
power bus to its left. At that point, the field potential distributor establishes a
new SA power bus for modules to the right. The new SA power bus is isolated
from the SA power bus to its left in the system.

You can connect either a 24V DC or 120/240V AC external power supply to a
5069-FPD field potential distributor in a CompactLogix 5380 system.

Figure 10 shows a CompactLogix 5380 system that uses a 5069-FPD field

potential distributor to create a second SA power bus.

Figure 10 - CompactLogix 5380 System - Create a New SA Power Bus
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You can install multiple 5069-FPD field potential distributors in the same
system, if necessary.
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SA Power - Additional Notes

e Other examples of system configurations that use multiple SA power
buses include:

— The modules in the system collectively draw more than 10 A of SA
power. That is, the maximum current that one SA power bus
can provide.

— The modules in the system must be isolated according to module

types, such as digital I/O and analog I/O modules.

— The modules in the system are isolated according to the type of
field-side device to which they are connected.

For example, you can separate modules that are connected to field-
side devices that use DC voltage from modules that are connected to

field-side devices that require AC voltage.

e The actual current in CompactLogix 5380 system changes based on the
operating conditions at a given time.

For example, the SA power bus current draw on some modules is
different if all channels power field devices or half of the channels power

field devices.

e Some Compact 5000 I/O modules use field-side power but do not draw
it from a SA power bus. The modules receive field-side power from an
external power supply that is connected directly to the I/O module.

For example, the 5069-OB16 and 5069-OB16F modules use Local
Actuator (LA) terminals on the module RTB, that is, LA+ and LA-
terminals for all module channels.

In this case, you can use the same external power supply that is
connected to the SA power RTB on the controller to the LA+ and LA-
terminals.

IMPORTANT  You must consider the current limit of an external power supply if
you use it to provide power to the SA power RTB on the controller
and the LA+ and LA- terminals on a 5069-0B16 or 5069-0B16F
module.
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Notes:
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This chapter explains how to power Compact GuardLogix® 5380 controllers.

For information on how to power standard CompactLogix™ 5380 controllers,
see Chapter 2, How to Power CompactLogix 5380 Controllers on page 27.

Two Types of Power The Compact GuardLogix 5380 controllers provide power to the system

as follows:

Applies to these controllers:

Compact GuardLogix 5380 SIL 2 e MOD Power - System-side power that powers the system and lets
modules transfer data and execute logic.

Compact GuardLogix 5380 SIL 3

System-side power is provided through the MOD Power RTB.

o SA Power - Field-side power that powers some Compact 5000™ I/O
modules and field-side devices that are connected to them.

Field-side power is provided through the SA Power RTB.

IMPORTANT  Both the MOD and SA Power must be DC power on the controller side.
DC power for the Compact GuardLogix controllers must come from an
SELV/PELV-rated power source.

If you use an AC voltage for local 1/0 modules, then you must connect
through a 5069-FPD field potential distributor module. An ACvoltage cannot
be terminated on the controller.
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Connect external power supplies to the RTBs to provide MOD power and
SA power. Figure 11 shows the RTBs on a Compact GuardLogix 5380

controller.

Figure 11 - MOD and SA Power RTBs on Compact GuardLogix 5380 SIL2 and SIL 3 Controllers
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Power begins at the controller and passes across the Compact 5000 I/O
module internal circuitry via power buses.

MOD power passes across a MOD power bus, and SA power passes across a SA
power bus. The MOD power bus and SA power bus are isolated from each

other.

IMPORTANT

We recommend that you use separate external power supplies for MOD
power and SA power, respectively. This practice can help prevent unintended
consequences that can result if you use one supply.

If you use separate external power supplies, the loss of power from one
external power supply does not affect the availability of power from the
other supply. For example, if separate MOD and SA external power supplies
are used and SA power is lost, MOD power remains available for the Compact
GuardLogix 5380 controller and Compact 5000 1/0 modules. As such, data

transfer continues in the system.

For more information on how to connect MOD power and SA power, see

these publications:

e Compact GuardLogix 5380 SIL2 Controllers Installation Instructions,

publication 5069-IN014.

¢ Compact GuardLogix 5380 SIL3 Controllers Installation Instructions,

publication 5069-IN023.
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MOD Power

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

MOD power is a DC power source that is required to operate a Compact
GuardLogix 5380 system. Remember the following:

You must use SELV or PELV power supplies to provide MOD power to
Compact GuardLogix 5380 controllers.

Every module in the Compact GuardLogix 5380 system draws current
from the MOD power bus and passes the remaining current to the next

module.

e MOD power lets Compact 5000 I/O modules transfer data and the
controller execute logic.

e A Compact GuardLogix 5380 system uses only one MOD power bus.

e You must limit the MOD power source to 5 A, max, at 18..32V DC.

e We recommend that you use an external SELV/PELV rated power
supply that is adequately sized for the total MOD power bus current
draw in the system. You must consider current inrush requirements
when you calculate the total MOD power bus current draw in the

system.

Figure 12 - External Power Supply Provides MOD Power

Compact GuardLogix™ 5380
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MOD Power Bus

When the MOD power source is turned on, the following occurs.

1. The Compact GuardLogix 5380 controller draws current from the
MOD power bus and passes the remaining current through to the next
module.

2. The next module draws MOD power bus current and passes the
remaining current through to the next module.

3. The process continues until MOD power bus current needs are met for

all modules in the system.

For more information on the current that the Compact 5000 I/O modules
draw from the MOD power bus, see the Compact 5000 I/O Modules
Specifications Technical Data, publication 5069-TD001.
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SA Power

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

SA power provides power to devices that are connected to some of the
Compact 5000 I/O modules in the Compact GuardLogix 5380 system. SA
power is connected to the controller via an SA power RTB.

Remember the following:

IMPORTANT  More specific restrictions apply when you connect SA power to a
Compact GuardLogix 5380 controller or 5069-FPD field potential distributor.

For more information, see page 46.

e You must use SELV or PELV power supplies to provide SA power to
Compact GuardLogix 5380 controllers.

o Ifthe SA power source uses DC voltage, you must limit the SA power
source to 10 A, max at 18...32V DC.

¢ Some Compact 5000 I/O modules draw current from the SA power bus
and pass the remaining current to the next module.

e Some Compact 5000 I/O modules only pass current along the SA
power bus to the next module.

e Ifthe SA power source is an AC power supply, or non-SELV/PELV DC
source, then you must terminate from an FPD before consuming the
power on the SA power bus.

e A Compact GuardLogix 5380 system can have multiple SA power buses.
The first SA power bus starts at the controller and passes across the I/O
modules that are installed to the right of the controller.

You can use a 5069-FPD field potential distributor to establish a new SA
power bus. The new SA power bus is isolated from the SA power bus to
its left in the system.

For more information on how to use a 5069-FPD field potential

distributor in a CompactLogix 5380 system, see page 45.

e We recommend that you use an external power supply that is adequately
sized for the total SA power bus current draw on an individual bus. You
must consider current inrush requirements when you calculate the
total SA power bus current draw on a specific bus.
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o Connections to an SA power bus use a shared common. All inputs that
draw current from an SA power bus to power field-side devices have a
return through circuitry to the SA - terminal on the SA power
connector.

IMPORTANT  Each SA power bus has a shared common unique to that bus
because SA power buses are completely isolated from each other.

That is, the SA power bus that the controller establishes has a
shared common. If you use a 5069-FPD field potential distributor to
establish a new SA power bus in the system, that second bus has its
own shared common for modules that draw current from it.

Figure 13 - External Power Supply Provides SA Power
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When the SA power source is turned on, the following occurs.

1. The controller draws current from the SA power bus and passes the
remaining current through to the next module.

IMPORTANT  The level of current that the Compact GuardLogix 5380 controller
draws from the SA power bus is negligible. It draws 10 mA.

2. The next module completes one of these tasks.

- If the module uses SA power, the module draws current from the SA
power bus and passes the remaining current through to the next
module.

- If the module does not use SA power bus current, the module passes

the remaining current through to the next module.

3. The process continues until all SA power bus current needs are met for
the modules on the SA power bus.

For more information on the current that the Compact 5000 I/O modules
draw from the SA power bus, see the Compact 5000 I/O Modules and
EtherNet/IP Adapters Technical Data, publication 5069-TD001.
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Track SA Power Bus Current Draw

We recommend that you track the SA power bus current draw, max, per
module, and collectively for the Compact GuardLogix 5380 system. You must
make sure that the Compact 5000 I/O modules that are installed on an SA
power bus do not consume more than 10 A. If so, you must establish another
SA power bus.

Consider the following with this example:

o The values in this example represent a worst-case calculation. That is, all
modules that draw SA power bus current, draw the maximum available
on the module.

¢ Not all modules that are shown in Figure 14 on page 44 use SA power
bus current. For example, the 5069-OBVSS, 5069-ARM and
5069-OB16 modules only pass SA power bus current to the next
module. Other modules that do not use SA power bus current, but are
not shown in the graphic, include the 5069-OB16F and 5069-OX41

modules.

¢ System SA power bus current, max, is calculated as each module draws
SA power bus current. The calculation begins with the controller. The
controller SA power bus current draw used for the calculation is
10 mA for DC power

In Figure 14, after the 5069-IB8S module in slot 1 draws SA power bus

current, the system SA power bus current, max, is 90 mA.

After the 5069-IB8S module in slot 2 draws SA power bus current, the
system SA power bus current draw is 170 mA. This process continues
until the system SA power bus current, max, is 1.27 A.

Figure 14 - Compact GuardLogix 5380 System - Calculate SA Power Bus Current Draw(”
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(1) Although a Compact GuardLogix 5380 SIL2 controller is shown, this example also applies to Compact GuardLogix 5380 SIL 3
controllers.
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Use a 5069-FPD Field Potential Distributor to Create a New SA
Power Bus

IMPORTANT  Ifyou use local Compact 5000 I/0 relay modules, or an AC voltage for local
Compact 5000 I/0 modules, then you must connect through a 5069-FPD
field potential distributor module. An AC voltage cannot be terminated on

the controller.

You can use a 5069-FPD field potential distributor to establish a new SA power
bus in a Compact GuardLogix 5380 system.

The field potential distributor blocks the current that passes across the SA
power bus to its left. At that point, the field potential distributor establishes a
new SA power bus for modules to the right. The new SA power bus is isolated
from the SA power bus to its left in the system.

You can connect either a 24V DC or 120/240V AC external power supply to a
5069-FPD field potential distributor in a Compact GuardLogix 5380 system.

IMPORTANT  Some restrictions apply when you connect SA power to a 5069-FPD field
potential distributor. For more information, see page 46.

Figure 15 shows a Compact GuardLogix 5380 system that uses a 5069-FPD
field potential distributor to create a second SA power bus.

Figure 15 - Compact GuardLogix 5380 System - Create a New SA Power Bus™”
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You can install multiple 5069-FPD field potential distributors in the same
system, if necessary.

(1) Although a Compact GuardLogix 5380 SIL2 controller is shown, this example also applies to Compact GuardLogix 5380 SIL 3
controllers.
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Restrictions When You Connect SA Power to a Compact
GuardLogix 5380 System

Remember these restrictions in Table 2 when you connect SA power to a
Compact GuardLogix 5380 system.

Table 2 - SA Power Restrictions - Compact GuardLogix 5380 System

Component to Which SA Power | Restrictions
Is Connected

Compact GuardLogix 5380 SIL2or | « You must use SELV/PELV-listed power supplies to provide SA power to Compact GuardLogix 5380 controllers.
SIL 3 Controller «You can only connect a 24V DC SELV/PELV-listed power supply.
« The total continuous current draw across the SA power bus must not be more than 10 A, max at 0...32V DC.

Example Compact GuardLogix System
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Table 2 - SA Power Restrictions - Compact GuardLogix 5380 System

Component to Which SA Power | Restrictions

Is Connected

5069-FPD Field Potential Distributor In addition to the restrictions on page 46, these restrictions also apply:

With Compact 5000 1/0 Standard You can use non-SELV or PELV power supplies if only Compact 5000 I/0 standard modules are installed to the right of the 5069-FPD field
Modules Only potential distributor.

+ You can connect a 24V DC or 120/240V AC power supply. The example uses a 120/240V AC power supply.
— If the SA power that is connected to the 5069-FPD field potential distributor is DC voltage, the total continuous current draw across
the SA power bus must not be more than 10 A, max at 0...32V DC.
- Ifa Compact GuardLogix 5380 system includes Compact 5000 1/0 relay modules (5069-0W4I, 5069-0X41, 5069-0W16), or
1/0 modules that require SA power that is AC voltage, you must install these modules to the right of a 5069-FPD field potential
distributor, as shown.
IMPORTANT: This requirement applies even if it means that you must install the 5069-FPD field potential distributor immediately to
the right of the Compact GuardLogix 5380 controller.
- IfaCompact GuardLogix 5380 system includes Compact 5000 1/0 standard modules that use SA power that is provided by a power
supply that is not SELV/PELV-listed, the 1/0 modules must be installed to the right of a 5069-FPD field potential distributor.

IMPORTANT: The SA power bus that the 5069-FPD field potential distributor establishes cannot include any Compact 5000 1/0 safety

modules.
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*Although a Compact GuardLogix 5380 SIL2 controller is shown, this
example also applies to Compact GuardLogix 5380 SIL 3 controllers.
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Table 2 - SA Power Restrictions - Compact GuardLogix 5380 System

Component to Which SA Power | Restrictions
Is Connected

5069-FPD Field Potential Distributor | In addition to the restrictions on page 46 and page 47, this restriction also applies:
With Compact 5000 1/0 Safetyand | * You must use SELV or PELV power supplies to provide SA power to Compact 5000 1/0 safety modules that are installed to the right of the
Standard Modules 5069-FPD field potential distributor.

Example Compact GuardLogix 5380 System
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*Although a Compact GuardLogix 5380 SIL2 controller is shown, this
example also applies to Compact GuardLogix 5380 SIL 3 controllers.
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SA Power - Additional Notes

e Other examples of system configurations that use multiple SA power
buses include:

— The modules in the system collectively draw more than 10 A of SA
power. That is, the maximum current that one SA power bus
can provide.

— The modules in the system must be isolated according to module
types, such as digital I/O and analog I/O modules.

— The modules in the system are isolated according to the type of
field-side device to which they are connected.

For example, you can separate modules that are connected to field-
side devices that use DC voltage from modules that are connected to
field-side devices that require AC voltage.

e The actual current in a Compact GuardLogix 5380 system changes
based on the operating conditions at a given time.

For example, the SA power bus current draw on some modules is
different if all channels power field devices or half of the channels power

field devices.

e Some Compact 5000 I/O modules use field-side power but do not draw
it from a SA power bus. The modules receive field-side power from an
external power supply that is connected directly to the I/O module.

For example, the 5069-OB16, 5069-OB16F, and 5069-OBV8S
modules use Local Actuator (LA) terminals on the module RTB, that is,
LA+ and LA~ terminals for all module channels.

In this case, you can use the same external power supply that is
connected to the SA power RTB on the controller to the LA+ and LA-
terminals.

IMPORTANT  You must consider the current limit of an external power supply if
you use it to provide power to the SA power RTB on the controller
and the LA+ and LA- terminals on a 5069-0B16, 5069-0B16F, or
5069-0BV8S module. The 5069-0BV8S module requires a
SELV/PELV-rated power supply.
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Notes:
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Safety Concept of Compact GuardLogix 5380
Controllers

Topic Page
Functional Safety Capability 51
Safety Network Number 52
Safety Signature 53
Distinguish Between Standard and Safety Components 53
Controller Data-flow Capabilities 54
Safety Terminology 55

Functional Safety Capability The Compact GuardLogix" 5380 controller systems are certified for use in
safety applications up to and including SIL 2/PLd and SIL 3/PLe where the

Applies to these controllers: de-energized state is the safe state.

Compact GuardLogix 5380 SIL 2

Controller System IEC61508 1EC 62061 1S0 13849-1

Compact GuardLogix 5380 SIL 3

Type-approved and | Suitable for use in Suitable for use in safety

certified for use in safety applications up | applications up to and including:
safety applications | to and including:
up to and including:

Compact GuardLogix 5380 SIL2 SILCL2 Performance Level PLd (Cat. 3)
SIL 2 controller systems a
Compact GuardLogix 5380 | SIL3 SILCL3 Performance Level PLe (Cat. 4)

SIL 3 controller systems(z)G)

(1)  Compact GuardLogix 5380 SIL 2 controller catalog numbers have a ‘2" at the end, for example, 5069-L3xxxxxS2, and are for use
in safety applications up to and including SIL 2.

(2) Compact GuardLogix 5380 SIL 3 controller catalog numbers have a ‘3’ at the end, for example, 5069-L3xxxxxS3, and are for use
in safety applications up to and including SIL 3.

(3) ForSIL3/PLe safety applications, the Compact GuardLogix® 5380 SIL 3 controller system consists of a primary controller with an
internal safety partner, that function together in a 1002 architecture.

Compact GuardLogix 5380 controller-based safety applications require a
safety signature be used.

For SIL 2/PLd and SIL 3/PLe safety system requirements, including
functional validation test intervals, system reaction time, and

PFD/PFH calculations, see to the GuardLogix 5580 and Compact
GuardLogix 5380 Controller Systems Safety Reference Manual, publication
1756-RM012.

You must read, understand, and fulfill these requirements before you operate a
Compact GuardLogix safety system.
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Safety Network Number

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

52

The safety network number (SNN) uniquely identifies CIP Safety™ subnets
within a routable safety network. The combination of SNN + Node Address
uniquely identifies each CIP Safety port on each device in the routable safety
network.

The application assigns an SNN to each CIP Safety subnet attached to a
Compact GuardLogix 5380 controller, including the backplane. If there are
other Logix Safety controllers on an attached Ethernet network, assign the
same SNN for this network in each controller application. This allows you to
use Logix Designer's automatic assignment of safety network numbers for
devices added to the application.

ﬁ Controller Properties - SIL2_Test &
Nonvelatile Memory |  Capacity Intemet Protocol I Port Configuration | Security | NarrnLog_uI
s NONCEE VOMOR. | APRORY | o TR T O i e O A ORI s | i B | s -
| General |  Major Fautts | Minor Fauts | Datemme_l Advanced | SFC Execution | Project | Safety
Safety Application; Unlocked [ Safity Lock/Unlock... ]
f LR TR S s
" Safety Status: I
Safety Signature: Generate -
’ -
|| Protect Signature in Run Mode
When replacing Safety /0: Configure Only When No Safety Signaturs Exists -
Safety Level: [si2/PLd -]
Safety Network Numbers: 5069 Backplane 41F1_04B4_B1EG D
3/21/2018 5:55:50.550 FM
Al, Ethernet 0004_0000_0002 =
EtherNetIP: 2
A2, Ethernet 0004_0000_0003 =)
EtherNet/IP: 3
ok | [ Concel |[ Apply |[ Hep |

For an explanation of the Safety Network Number, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.

For information on how to assign the SNN, see Assign the Safety Network
Number (SNN) on page 78.
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Safety Signature

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Distinguish Between
Standard and Safety
Components

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

The safety signature is composed of a safety signature ID (identification
number), and a timestamp (date and time). The safety signature ID applies to
the entire safety portion of the controller and uniquely identifies each project,
including its logic, data, and configuration.

The Compact GuardLogix 5380 system uses the safety signature to determine
project integrity and to let you verify that the correct project is downloaded to
the target controller. The ability to create, record, and verify that the safety
signature is a mandatory part of the safety-application development process.

The safety signature must be present to operate as a SIL 2/PLd or SIL 3/PLe
safety controller.

See Generate the Safety Signature on page 254 for more information.

Slots of a Compact GuardLogix 5380 system chassis that are not used by the
safety function can be populated with other Compact 5000™ I/O modules that
are certified to the Low Voltage and EMC Directives. See http://
www.rockwellautomation.com/rockwellautomation/certification/ce.page to
find the CE certificate for the CompactLogix™ Product Family and determine
the modules that are certified.

You must create and document a clear, logical, and visible distinction between
the safety and standard portions of the controller project. As part of this
distinction, the Studio 5000 Logix Designer® application features safety
identification icons to identify the safety task, safety programs, safety routines,
and safety components.

In addition, the Logix Designer application displays a safety class attribute
whenever safety task, safety programs, safety routine, safety tag, or safety
Add-On Instruction properties are displayed.
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Controller Data-flow This illustration explains the standard and safety data-flow capabilities of the

Capabilities

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 controllers.

Figure 16 - Data-flow Capabilities

Compact GuardLogix 5380 Controllers

Compact GuardLogix 5380 SIL 3

Standard

No.

Description

Standard tags and logic behave the same way that they do in a standard CompactLogix 5380 controller.

Standard tag data, program- or controller-scoped, can be exchanged with external HMI devices, personal
computers, and other controllers.

Compact GuardLogix 5380 controllers are integrated controllers with the ability to move (map) standard tag
data into safety tags for use within the safety task. This is the only way to get standard tag data in to the
safety task. Safety logic in the safety task cannot read or write the standard tag that is the source in the tag
mapping data transfer; it can only reference the safety tag destination of the mapping. But, it can read and
write that safety tag.

ATTENTION: Mapped tag data must not be used to control a SIL 2/PLd or
SIL 3/PLe output directly.

Controller-scoped safety tags can be read directly by standard logic.

Safety tags can be read or written by safety logic.

Safety tags can be exchanged between safety controllers over Ethernet networks, including
1756 GuardLogix controllers and 5069 Compact GuardLogix controllers.

Safety tag data, program- or controller-scoped, can be read by external devices, such as HMI devices,
personal computers, or other standard controllers. External devices cannot write to safety tags (whether the
controller is protected or not).

Once this data is read, it is considered standard data, not safety data.

54 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Safety Concept of Compact GuardLogix 5380 Controllers

Chapter 4

Safety Terminology

The following table defines terms that are used in this manual.

Abbreviation | Full Term Definition
1oo1 One Out of One Identifies the programmable electronic controller architecture. 1001 is a single-channel system.
1002 One Out of Two Identifies the programmable electronic controller architecture. 1002 is a dual-channel system.
CIP Safety Common Industrial Protocol — Safety SIL 3/PLe-rated version of CIP™.
Certified
DC Diagnostic Coverage The ratio of the detected failure rate to the total failure rate.
PFD Probability of a dangerous failure on The average probability of a dangerous failure on demand.
demand
PFH Probability of dangerous failure per hour | The average frequency of a dangerous failure per hour.
PL Performance Level 150 13849-1 safety rating.
SIL Safety Integrity Level A relative level of risk-reduction that is provided by a safety function, or to specify a target level of risk reduction.
SILCL SIL Claim Limit The maximum safety integrity level (SIL) that can be achieved.
SNN Safety Network Number A unigue number that identifies a section of a safety network.
UNID

Unigue Node ID (also called unique node
reference)

The unique node reference is a combination of a safety network number (SNN) and the node address of the node.
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Notes:

56 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Chapter 5

Before You Begin

Applies to these controllers:

CompactLogix™ 5380

Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Connect to the Controller

Topic Page
Before You Begin 57
Connection Options 58
Set the IP Address 59
Update Controller Firmware 63
Controllers with Firmware Earlier than Revision 31 73

Before you can connect to the controller through the EtherNet or USB port,
you must configure the EtherNet/IP™ or USB driver in Linx-based software on
your workstation.

e The controller has an Ethernet port that supports 10 Mbps, 100 Mbps,
or 1 Gbps

e The controller has a USB port that uses a Type B receptacle. The port is
USB 2.0 compatible and runs at 12 Mbps.

e Install and configure a communication module in the chassis with the
controller as described in the installation instructions for the
communication module.

The EtherNet/IP driver:
— Supports runtime communications
- Requires that the workstation and the controller are configured

— Supports communications over longer distances when compared to

the USB driver

USB driver:

— Convenient method to connect to an unconfigured controller and
configure the Ethernet port

— Convenient method to connect to a controller when the Ethernet
port configuration is unknown

- Convenient method to update the controller firmware

- Not intended for runtime connections; it is a temporary-use only
connection with a limited cabling distance

For information on how to configure EtherNet/IP or USB drivers, see the
EtherNet/IP Network Devices User Manual, publication ENET-UMO006.
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Connection 0ptions Before you can begin using your controller, you must make a connection to the
controller. Make sure that you have already configured the EtherNet/IP or
Applies to these controllers: USB communication drivers (see the EtherNet/IP Network Devices User
CompactLogix 5380 Manual, publication ENET-UMO006).

Compact GuardLogix 5380 SIL 2

Connection options with the controller include:
Compact GuardLogix 5380 SIL 3

e Ethernet cable to an Ethernet port - The controller Ethernet ports
support communication rates of 10 Mbps, 100 Mbps, and 1 Gbps. See
Connect an Ethernet Cable on page 58.

e USB cable to the USB port - The controller USB port uses a Type B
receptacle and is USB 2.0 compatible. The port runs at 12 Mbps. See
Connect a USB Cable on page 59.

Connect an Ethernet Cable

The example graphic shows a Compact GuardLogix 5380 controller. You
perform the same task to connect an Ethernet cable to a CompactLogix 5380
controller.

power applied to this module or any device on the network, an electric arc
can occur. This could cause an explosion in hazardous location installations.
Be sure that power is removed or the area is nonhazardous before
proceeding.

c WARNING: If you connect or disconnect the communications cable with

If you are connecting a controller directly to an EtherNet/IP network, connect
a CAT Se or CAT 6 Ethernet cable with an RJ45 connector to an Ethernet
port on the bottom of the controller.

Port A1

Port A2

For information on how to select the proper cable, see Guidance for Selecting
Cables for EtherNet/IP Networks, publication ENET-WP007-EN-P.
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Connect a USB Cable

Use the USB connection to update firmware and download programs.

The example graphic shows a CompactLogix 5380 controller. You perform the
same task to connect an Ethernet cable to a Compact GuardLogix 5380
controller.

The USB port is intended only for temporary local programming purposes and
not intended for permanent connection. The USB cable is not to exceed 3.0 m
(9.84 ft) and must not contain hubs.

A WARNING: Do not use the USB port in hazardous locations.

Figure 17 - USB Connection

Set the IP Address When the controller is in the out-of-the-box condition, the following apply
regarding IP addresses:

Applies to these controllers: e The controller embedded Ethernet ports are configured to obtain an IP

CompactLogix 5380 address via a DHCP server.
Compact GuardLogix 5380 SIL 2

If there is no DHCP server or the DHCP server is not configured to set
Compact GuardLogix 5380 SIL3 the IP address, you must set the IP address manually.

¢ The controller is configured so that you must set the IP address each
time that power is cycled.

You can configure your controller so that you are not required to set an
IP address each time that power is cycled.

e The controller is configured to use Dual-IP mode. As a result, you must
set a unique IP address for port Al and port A2.
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Duplicate IP Address
Detection

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

60

Requirements

To set the IP address, have the following:
o EtherNet/IP or USB drivers installed on the programming workstation
e MAC ID from the device, which is on the label on the side of the device

e Recommended IP address for the device

Other Methods to Set the IP Address

The controller supports the following methods to change the IP address:
e BOOTP/DHCTP utility
e RSLinx® Classic software

e Studio 5000 Logix Designer” application

For more information on how to use these methods, see EtherNet/IP Network
Devices User Manual, publication ENET-UMO006.

IMPORTANT  The EtherNet/IP mode in which the controller operates affects the setting
and use of IP addresses on the controller. For example, if the controller
operates in Dual-IP mode, you must set an IP address for each controller
Ethernet port. That is, you must complete the steps that are described in this
section twice—once for each port.

For more information on how the EtherNet/IP modes affect the controller IP
address, see Use EtherNet/IP Modes on page 135.

Use a Secure Digital Card to Set the Controller IP Address

You can use an SD card to set the controller IP address. The SD card can set the
IP address when it loads a project onto the controller.

For more information on how to use an SD card, see Use the Secure Digital
Card on page 107.

The controller verifies that its IP address does not match any other network
device IP address when you perform either of these tasks:

e Connect the controller to a EtherNet/IP network.
o Change the controller IP address.
If the controller IP address matches that of another device on the network, the

controller Ethernet port transitions to Conflict mode. In Conflict mode, these
conditions exist:
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o Network (NET) status indicator is solid red.
e The 4-character display indicates the conflict.

The display scrolls: <IP_address_of_this_module> Duplicate IP
<Mac_address_of_duplicate_node_detected>

For example: 192.168.1.1 Duplicate IP - 00:00:BC:02:34:B4

Duplicate IP Address Resolution

When two devices on a network have IP addresses that conflict, the resolution
depends on the conditions in which the duplication is detected. This table
describes how duplicate IP addresses are resolved.

Duplicate IP Address Detection Conditions

Resolution Process

« Both devices support duplicate IP address detection.

«Second device is added to the network after the first
device is operating on the network.

1. The device that began operation first uses the IP address and continues to operate without interruption.
2. The device that begins operation second detects the duplication and enters Conflict mode.

- Both devices support duplicate IP address detection.

- Both devices were powered up at approximately the
same time.

Both EtherNet/IP devices enter Conflict mode.
To resolve this conflict, follow these steps:

a. Assign a new IP address to the controller.
b. Cycle power to the other device.

One device supports duplicate IP address detection and a
second device does not.

—_

. Regardless of which device obtained the IP address first, the device that does not support IP address detection uses
the [P address and continues to operate without interruption.
2. The device that supports duplicate IP address detection detects the duplication and enters Conflict mode.

DNS Addressing

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

You can also use DNS addressing to specify a host name for a controller, a
domain name, and DN servers. DNS addressing makes it possible to
configure similar network structures and IP address sequences under different
domains.

IMPORTANT Safety Considerations

- Safety connections are not allowed to use host names (this requires DNS
lookup, which is not allowed for Safety 1/0). Safety devices on EtherNet/
IP networks do not present the host name parameter. Standard devices
do present the host name parameter, regardless of whether the project is
safety or standard.

- Compact GuardLogix 5380 controllers can have safety connections or
standard connections. When used in a standard project, GuardLogix
5580 controllers are considered standard devices (the only connections
are standard consumed tags), so the controller presents the host name
parameter.

+ When Compact GuardLogix 5380 controllers are used in a safety project,
itis assumed to be a safety device, and the host name parameter is not
presented.
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DNS addressing is necessary only if you refer to the controller by host name,
such as in path descriptions in MSG instructions.

To use DNS addressing, follow these steps.

1. Assign a host name to the controller.

A network administrator can assign a host name. Valid host names must
be IEC-1131-3 compliant.

2. Configure the controller parameters.

3. Contfigure the IP address, subnet mask, gateway address, a host name for
the controller, domain name, and primary/secondary DNS server

addresses.

In the DNS server, the host name must match the IP address of the

controller.

4. In the Logix Designer application, add the controller to the I/O
configuration tree.

IMPORTANT  Remember the following:

If a child module resides in the same domain as its parent module, type
the host name. If the domain of the child module differs from the domain
of its parent module, type the host name and the domain name
(hostname.domainname)

You can also use DNS addressing in a module profile in the I/0
configuration tree or in a message path. If the domain name of the
destination module differs from the domain name of the source module,
then use a fully qualified DNS name (hostname.domainname). For
example, to send a message from EN2T1.location1.companyA to
EN2T1.location2.companyA, the host names match, but the domains
differ. Without the entry of a fully qualified DNS name, the module adds
the default domain name to the specified host name.
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Update Controller Firmware

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

You can use these tools to update the controller firmware:
e ControlFLASH™ or ControlFLASH Plus™ software

¢ AutoFlash feature of the Logix Designer application

Firmware Upgrade Guidelines for Safety Controllers

IMPORTANT Safety Consideration

You cannot update a controller that is safety locked.

The IEC 61508 functional safety standard requires impact analysis before
upgrading or modifying components in a certified, functional safety system.
This section provides high-level guidance on how you can perform the impact
analysis for safety controller hardware/firmware upgrades. Reference the
standard to make sure you fulfill all of the requirements as they relate to your
application.

When you upgrade controller firmware to a newer version, consider the
following:

¢ All major and minor firmware releases for Compact GuardLogix
controller systems are certified for use in safety applications. As part of
the certification process, Rockwell Automation tests the safety-related
firmware functions (for example the CIP Safety™ communication
subsystems, embedded safety instruction execution, and safety-related
diagnostic functions). The firmware release notes identify changes to
safety-related functions.

e Perform an impact analysis of the planned firmware upgrade.

Review of the firmware release notes for changes in safety-related
functionality.
Review of hardware and firmware compatibility in the Product

Compatibility and Download site to identify potential compatibility
conflicts.

Any modification, enhancement, or adaptation of your validated
software must be planned and analyzed for any impact to the
functional safety system as described in the 'Edit Your Safety
Application' section in the safety reference manual for your
controller.

¢ You must remove and re-generate the safety signature as part of the

firmware upgrade process. Use the online and offline edit process

described in the safety reference manual for your controller.

For more controller-specific information, see the GuardLogix 5580 and
Compact GuardLogix 5380 Safety Reference Manual, publication
1756-RM012.
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IMPORTANT  Compact GuardLogix 5380 controllers have a different compiler than earlier
controllers. You must re-validate that applications on earlier controllers
compile correctly on Compact GuardLogix 5380 controllers.

For product change management guidelines and definitions of how Rockwell
Automation manages product versions, see System Security Design Guidelines
Reference Manual, publication SECURE-RMO001.

For Example:

1. From the Product Compatibility and Download Center:

a. Review all firmware release notes, starting with the original firmware
revision through the new firmware revision, to identify any changes
that impact the safety-related implementation of the application.

b. Review hardware and firmware compatibility to identify any
restrictions between the original system components and the new
system components.

2. Perform a hazard and risk assessment for any changes identified during
the impact analysis and determine what additional testing is necessary.

3. Perform the online and offline edit process described in the safety
reference manual for your controller. You can restrict the "Test the
Application’ block to the testing identified by the hazard and risk

assessment.

Controller Firmware and Logix Designer Application Compatibility

In Logix 5000™ control systems, the controller firmware and the Logix
Designer application must be of the same major revision level. For example, if
the controller firmware revision is 31.xxx, you must use the Logix Designer
application, version 31.

There are minimum software version requirements for the software
applications that you use in your system.

Compatible builds of software have been tested together to verify they work
properly. Versions of software that are not identified as being compatible with
each other have not been tested together and are not guaranteed to work.

For more information on controller firmware revisions and software
application minimum requirements, go to the Rockwell Automation® Product
Compatibility and Download Center (PCDC) available at:

https://compatibility.rockwellautomation.com/Pages/home.aspx
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In the PCDC:
e o The Download section has the firmware for your controller.

e o The Compare section has software compatibility information for
software applications that are used in a CompactLogix 5380 and
Compact GuardLogix 5380 control system.

Determine Required Controller Firmware

The controller ships with firmware revision 1.xxx installed. You must update
the firmware revision before you can use it in a Logix Designer application
project.

In Logix 5000™ control systems, the controller firmware and the

Logix Designer application must be of the same major revision level. For
example, if the controller firmware revision is 31.xxx, you must use the Logix
Designer application, version 31.

IMPORTANT  The controller must be in Remote Program or Program mode and all major
recoverable faults must be cleared to accept updates.

Obtain Controller Firmware

You can obtain controller firmware in these ways:

e Firmware is packaged as part of the Studio 5000 Logix Designer
environment installation.

IMPORTANT  The firmware that is packaged with the software installation is the initial
release of the controller firmware. Subsequent firmware revisions to address
anomalies may be released during a product’s life.

We recommend that you check the Product Compatibility and Download
Center (PCDC) to determine if later revisions of the controller firmware are
available. For more information, see the next bullet.

¢ From the Rockwell Automation Product Compatibility and Download
Center (PCDC). You can check for available revisions of controller
firmware, and download controller firmware, associated files, and
product release notes.

To visit PCDC, go to http://compatibility.rockwellautomation.com/
Pages/home.aspx.
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Use ControlFLASH Software to Update Firmware

To update your controller firmware with ControlFLASH software, complete
these steps

power-up, this update can be overwritten by firmware on the SD card.

fi ATTENTION: If the Secure Digital (SD) card is locked and set to load on

1. Verify that the network connection is made and the network driver has
been configured in Linx-based communication software.

2. From the Windows Start Menu, click FLASH Programming Tools >
ControlFLASH.

FLASH Programming Tools

/é‘—(_ontroll-L;-\SH Help

izf] ControlFLA| >

\ﬂ.ﬂMK Extractedn Tool

README TXT -

<

1 Back

3. Click Next.

Welcome to ControlFLASH, the fimware
update tool. ControlFLASH needs the
following information from you before it can
1 begin updating a device.
('ﬂntrﬂl 1.The Catalog Number of the target device.
2 The Metwork Corfiguration parameters
(optional).
3.The Metwork Path to the target device.
4 The Firmware Revision for this update.

Next > || [)Gancsl | [ Help

66 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020


http://www.rockwellautomation.com/support/

Connect to the Controller ~ Chapter 5

4. Select the controller, and click Next.

ControlFLASH software version 15.01.00 or later has a family name

that applies to all controllers in that family, instead of individual
controller catalog numbers.

| Catalog Numb

Enter the catalog number of the target device: Enter the catalog number of the target device:
5065-L340ERM

CompactLogix 5380 (5065-L3)
Control BREEES

7 Control BESEEEE
FLASH MG 2087-V34FR3-LM
LBy 1763-L33ER 2087-V34PR5-LM
1768-L33ERM 2087-V34FRE-LM
1768-L35CR 2715-PanelView
1768-L35E 5063-AENTR
769-L36ERM g7
D SIB16F
TLPM16SE < 5063-0F8
Panel\View i ompactLogix 5380 (5069
m : : GuardLogix 5580 Safety (1756-L8)

Ned >\ [ Cancel | [ Heb

ControlFLASH software version 14.01.00 or earlier ControlFLASH software version 15.01.00 or later

5. Expand the communication path and select the controller.

6. Click OK.

[¥] Butobrowse Refresh E Browsing - node 192.168.1.3 faund
- Workstation, NAUSMAYCT4SVY1 E]
&5 Linx Gateways, Ethernet
&5 AB_ETHIP-1, Ethernet
... [ 192.168.1.3, 5069-1 MOERM
B3 AB_VBP-1, 1789-A17/A Virtual
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7. Select the firmware revision and click Next.

If the firmware revision you need is not on the list, choose Show all

revisions.

TIP

If you experience a Script File Error after you select the firmware revision
number, as shown, there can be an issue with your firmware files.

ControlFLASH x|
() Script File Errar: The script file associated with the selected update rewision is corrupt

.
Press F1 far more information.

We recommend that you use the latest version of the ControlFLASH
software. If you are not, first upgrade to the latest version.

To resolve the issue, perform the following:

Go to http://www.rockwellautomation.com/support/ and download
the firmware revision you are trying to update. Replace the firmware
revision that you have previously installed with that posted on the
Technical Support website.

If the replacement firmware revision does not resolve the anomaly,
contact Rockwell Automation Technical Support.

8. On the Summary Screen, click Finish.

Cﬂntl‘ﬂf processes affected by this equipment have been

DAMNGER: The target module is about to be
updated with new fimware. During the update
the module will be unable to perform its nomal
control function. Please make sure that all

suspended and that all safety critical functions
affected. To abort this fimware update, press

Cancel now. To begin the update now, press

Finigh.

Catalog Number:  5065-L340ERM
Seral Number:  60734F5D

Cument Revision: 29.002.483
New Revision: ~ 31.011.660

AN
[ <Back (|[ Fmg\ | ) Cancel | [ Hep
N\ Z
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9. When a confirmation dialog box appears, click Yes.

CantrolFLASH e
-

| =

Before the firmware update begins, this dialog box appears. Take the

required action for your application. In this example, the upgrade
continues when OK is clicked.

Attention! If the Secure Digital card is locked and set to load on
i power-up, this update may be overwritten by firmware on the 5D card.
Refer to the "Before You Begin” section of the release notes before

updating. Do you wish to continue?
[ OK N l J) Cancel

The progress dialog box indicates the progress of the firmware update. The
controllers indicate progress in updates and blocks.

IMPORTANT  Let the firmware update complete before you cycle power or
otherwise interrupt the update.

If the firmware update is interrupted, the controller reverts to boot
firmware, that is, revision 1.xxx.

When the update is complete, the Update Status dialog box indicates
that the update is complete.

10. Click OK.

Catalog Mumber: 5069-L340ERM
Serial Number:  B0734FED

Current Revizion: 31.0011660
New Revision:  31.017660

Status:
_ Vlew LD

11. Close the ControlFLASH software.
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Use AutoFlash to Update Firmware

To update the controller firmware with the AutoFlash feature, complete these
steps.

ATTENTION: If the Secure Digital Card is locked and set to load on power-up,
this update can be overwritten by firmware on the SD card.

1. Verify that the network connection is made and the network driver has
been configured in Linx-based communication software.

2. Start the Logix Designer application, and create a project.

3. In the project, click RSWho.

Path: <none

fl. NoForces b NoEdits i Safety Unid %t a communications path using RsWho

v 7 x
4. Expand the communication path and select the controller.

& Who Active (RSLinx Clas: ] e ]|

Path in Project: <none>

Autobrovese Fiefresh
B@ Workstation, NAUSMAYCT45VY1 Go Online
g5 Linx Gateways, Ethernet
Z; ABETHIP-, Ethemet
B3 AB_VBP-1, 1783-A17/A Virtual Chassis
-+ USB
0 < 13, 5069-1340ERM LOGIXG4DERM, 5069-1340ERM/A_L i
4 (0 3
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5. Select the controller and click Go Online.

[/] Autcbrowze | Refresh |
=5, Workstation, NAUSMAYCT45vY1
=% Linx Gateways, Ethernet
&g AB_ETHIP-1, Ethernet

Path: USB\13
Path in Project: <none =

6. On the Who Active dialog box, select the controller under the
communication driver you want to use, and click Update Firmware.

Autobrowse | Refresh |
=&, Workstation, NAUSMAYCT4SYYL
W& Linx Gateways, Ethernet
i@ AB_ETHIP-1, Ethernet
=W = 192.168.1.2, 5069-1340ERM LOGIX340ERM, 5069-L340ERM/A
182.168.1.3, 5069-AEN2TR, 5068-AEN2TR/A_LnxMain_152
£ AB_VBP-1, 1789-A17/A Virtual Chassis

< | "

AB_ETHIP-1\1392.168.1.2 Set Project Path

Path in Project: <none>

| Clear Project Path |
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7. On the Choose Firmware Revision dialog, browse to the location of the
firmware files (C:\Program Files (x86)\ControlFlash).

8. Select the firmware revision, and click Update.

9. On the Confirmation dialog, click Yes.

r

Update Firmware ['—EE-J

! Updating the module’s fimware from 28.04 to 28.4.1

3 DANGER: This controller is the Coordinated System Time master.
Servo axes in synchronized controllers in this chassis, or other
chassis using SynchLink, will be tumed off.

3 All communications to this controller will be lost including this
workstation and any communications bridged through this controller.

3 Updating the firmware may affect the size and performance of
projects downloaded to this controller. For details, see the release
naotes for the controller.

Proceed with the firmware update?

10. On the ControlFLASH Attention dialog, click OK.

"
ControlFlash.ControlFlashCtrl.1 @

Attention! If the Secure Digital card is locked and set to load on

! % power-up, this update may be overwritten by firnware on the 5D card.
Refer to the "Before You Begin” section of the release notes before
updating. Do you wish to continue?

A progress dialog box indicates the progress of the firmware update. The
controllers indicate progress in updates and blocks.

IMPORTANT  Let the firmware update complete before you cycle power or
otherwise interrupt the update.

If the ControlFLASH update of the controller is interrupted, the
controllers revert to boot firmware, that is, revision 1.xxx.

When the update is complete, the Update Status dialog box indicates
that the update is complete.

11. Click OK on the Who Active dialog box.
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For controllers with firmware revisions earlier than revision 31, you must be

Controllers with Firmware
Earlier than Revision 31

aware of the following before you set the IP address and update the controller
firmware:

Applies to these controllers:

o Controller state before you make changes

CompactLogix 5380
o Firmware revision to which you are updating the controller
e Order in which you set the IP address and update the firmware revision
ControllerState | Description Firmware Revision | Task Completion Order Result of Completing Tasks in Order Indicated
Before Making of Update/Change
Changes
Out-of-box « No IP address set Revision 29.011 or 1. Change the EtherNet/IP mode | - The controller EtherNet/IP mode is automatically set to Dual-IP

later

from Dual-IP mode to Linear/

mode.

« Unique MAC DLRmod
addresss are used 3 Set IPmo dg. CAT/A2 « The port A1/A2 IP address, network mask, default gateway
for port A1 and 3 Ir?stallaconrtig?lg:frr(r)rrlware : settings are applied to port A2.
portA2, ' ' Other port A1/A2 settings, for example, DNS servers and
respectively Domain Name, are lost.

- Eachportonthe « The port A1/A2 MAC address is applied to port A1,and a
controller is separate MAC address is applied to Port A2.
DHCP-enabled

« Firmware revision
1.XXx

+ You must set the IP address configuration

1. Install controller firmware.
2. SetlPaddresses on portAland
port A2.

« The controller EtherNet/IP mode remains set to Dual-IP mode
after the firmware is installed.

The controller EtherNet/IP mode is set to Dual-IP mode when it
is in the out-of-box state.

« A unique MACaddress is assigned to each controller port.

« Youmust set the IP address and related parameters for port A1
(enterprise port) and port A2 (device-level port).

« No IP address is set
+ One MACaddress is

Revision 28.xxx
IMPORTANT: Only the

. SetIP address on port A1/A2.
. Install controller firmware.

N —

«The controller EtherNet/IP mode is automatically set to Linear/
DLR mode.

used for port A1/A2 | 5069-L320ER and 1. Install controller firmware « The IP address settings on port A1/A2 remain the same.
. 5069-L340ERM : y
« PortA1/A2is controllers support 2. SetIP address on port A1/A2.
DHCP-enabled

- Firmware revision
T.xxx

revision 28.xxx.
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ControllerState | Description Firmware Revision | Task Completion Order Result of Completing Tasks in Order Indicated
Before Making of Update/Change
Changes
Operating «IP address set on Revision 29.011 or Update controller firmware « EtherNet/IP mode changes to Dual-IP mode.
[F)_ort AVAZ later « The port A1/A2 IP address, network mask, default gateway
: ZgT)\gﬂge":i;’;:gg settings are applied to port A2.
’ Other port A1/A2 settings, for example, DNS servers and
Domain Name, are lost.
+ The port A1/A2 MACaddress is applied to port A1. A separate
MACaddress is applied to Port A2.
« The /0 Configuration section in the Logix Designer application
project is automatically assigned to port A1.
You can change the I/0 configuration in the Logix Designer
application project to assign it to port A2.
« If necessary, you can change to DLR/Linear mode after the
firmware revision update.
« Controller operates | Downgrade to revision | Downgrade controller firmware « EtherNet/IP mode remains in Linear/DLR mode
in Linear/DLR mode | 28.xxx « IP address settings remain the same
+ IPaddressseton | |MPORTANT: You can
portA1/A2 perform this download
+ Firmwarerevision | only on the 5069-
29.011 or lateris 1320ER and 5069-
installed L340ERM controllers.
« (Controller operates Downgrade controller firmware «  EtherNet/IP mode automatically changes from Dual-IP mode to
in Dual-IP mode Linear/DLR mode
- P add;els\ies aée set «  After the change is made, the port A2 Internet Protocol
on port At an configuration is applied to the A1/A2 port.
port A2
« Firmware revision
29.011 or later is
installed
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Applies to these controllers:

CompactLogix™ 5380

Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Start to Use the Controller

Topic Page
Create a Logix Designer Application Project 75
Additional Configuration for a Compact GuardLogix Controller 78
Go Online with the Controller 85
Download to the Controller 9
Upload from the Controller 95
Choose the Controller Operation Mode 29
Change Controller Configuration 102
Reset Button 103

Out-of-the-box, the controller does not contain a Studio 5000 Logix Designer®
application project. To create a Logix Designer application project, complete

these steps.

1. Start the application. The Logix Designer application is part of the

Studio 5000° environment.

Rockwell Software

< & studio JAQo >
BOOTP-DHCP Server
FactoryTalk Tools £
RSLinx
Utilities

Roxic Creater DE
RSA -

4 Back

programs and files 2|

| Search
ﬁ-. &
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2. Click New Project.

Rockwell Software

Studio 5000

Existing Project

From Imb\nrt Sample Project

. From Sample Project From Upload
Recent Projects

@ L13_controller @ =eying & =keving él

& sw & sw @ digit=l_sxample @ digital 10 modulas .

3. On the New Project dialog box, complete these steps:
a. Select the controller.
b. Name the project.
c. Browse to the location where the project file is created.

d. Click Next.

Project Types

@‘ Logix 5069-L310ERM Compactlogix™ 5380 Controller -

@ o 5069-L310ER-NSE Compactlogix™ 5380 Controller
5063-1320ER Compactlogix™ 5380 Controller
5069-L320ERM Compactlogix™ 5380 Controller
5069-1330ER Compactlogix™ 5380 Controller
5063-L330ERM Compactlogix™ 5380 Controller

U69-L340ER
5069-L340ERM

Compactlogix™ 5380 Contrell®
Compactlogix™ 5380 Controller

Compactlogix™ 5380 Cgniza
5069-L380ERM Compactlogix™ 5380 Controller
I+ Compactlogix™ 5480 Controller -

Mame: L340ERM _application

Location:  CAUsers\vaskoj\Documents\Active Projects\lo
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4. Select the following:
e Revision
e Security Authority (optional)
o Secure With (only available if Security Authority is used)

For information on security, refer to the Logix 5000™ Controllers

Security Programming Manual, publication 1756-PM016.

L34DERM_appli—lion

Ml Revision:

Security Authority: [Na Protection

Use only the selected Security Authority for authentication and
authorization

Secure With: ) Logical Name <Controller Name>

O Permission Set -
_~
Descriptims.

5. Click Finish.
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Additional Configuration for
a Compact GuardLogix
Controller

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

Compact GuardLogix 5380 controllers require additional configuration after
you create the project. These topics describe how to configure the additional
parameters.

Topic Page
Assign the Safety Network Number (SNN) 78
Go Online with the Controller 85

For a Compact GuardLogix controller, the Logix Designer application creates
a safety task and a safety program. A main Ladder Diagram safety routine that
is called MainRoutine is also created within the safety program.

A red bar under the icon distinguishes safety programs and routines from
standard project components in the Controller Organizer.

FuweEl-Up manuaier

4 Tasks
4 % MainTask
Lo L higieD

4 (T) SafetyTask
4 _L SafetyProgram
<7 Parameters and Local Tags
L[ MainRoutine
Unscheduled

4 Motinn Grouns

Assign the Safety Network Number (SNN)

When you create controller projects, the Studio 5000 Logix Designer
application generates an SNN value automatically whenever it recognizes a
new subnet that contains CIP Safety™ devices:

e Each CIP Safety-capable port on the controller is assigned an SNN. The
Compact GuardLogix 5380 controllers have up to three safety network
numbers: a separate SNN for each Ethernet port, and one SNN for the
backplane.

e Ifabridge or adapter device is in the I/O tree and a child CIP Safety
device is added, the subnet that is created by the bridge or adapter is
assigned an SNN.

For typical users, the automatic assignment of a time-based SNN is sufficient.
However, manual assignment of the SNN is required if the following is true:

¢ One or more controller ports are on a CIP Safety subnet that already has

an established SNN.

e Asafety project is copied to another hardware installation within the
same routable CIP Safety system.
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Rockwell Automation recommends changing each SNN to the SNN already
established for that subnet, if one exists. That way, devices created later in the
project are automatically assigned the correct SNN.

For information regarding whether the controller or Ethernet ports are being
added to existing subnets, see the GuardLogix 5580 and Compact GuardLogix
5380 Controller Systems Safety Reference Manual, publication 1756-RM012.

Each safety network must have a unique safety network number. You must be
sure that a unique SNN is assigned to each CIP Safety network that contains
safety devices.

TIP  Multiple safety network numbers can be assigned to a CIP Safety subnet ora
ControlBus™ chassis that contains multiple safety devices. However, for simplicity, we
recommend that each CIP Safety subnet has only one unique SNN.

For an explanation on the Safety Network Number, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.

The SNN can be software-assigned (time-based) or user-assigned (manual).
These two formats of the SNN are described in the following sections:

e Automatic Assignment of Time-based SSN on page 80
e Manual Assignment of SSN on page 81
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Automatic Assignment of Time-based SSN

When a new controller or device is created, a time-based SNN is automatically
assigned.

e Devices that are created directly under the controller port default to
having the same SNN as that port on the controller.

e For devices not directly under a controller port, subsequent new safety
device additions to the same CIP Safety network are assigned the same
SNN defined within the lowest address on that CIP Safety network.

The time-based format sets the SNN value as the date and time when the
number was generated, according to the computer running the configuration
software.

Figure 18 - Time-based Format

r e
Safety Network Number ﬁ

Format:

@ Time-based Generste |
7/26/2017 1:54:04 664 PM

Manual

{Decimal)
|
Number
4103_0307_58F8 (Hex) Copy
[
|
Ok ][ Concd J[ Hew ]
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Manual Assignment of SSN

Manual assignment is useful if you lay out your network and put the SNNs on
your network diagram. It may be easier to read SNNs from a diagram than it is
to copy and paste them from multiple projects.

Manual assignment of the SNN is required if the following is true:

e One or more controller ports are on a CIP Safety subnet that already has

an established SNN.

e A safety project is copied to another hardware installation within the
same routable CIP Safety system.

IMPORTANT  Ifyou assign an SNN automatically or manually, make sure that system
expansion does not resultin a duplication of SNN and unique node reference
combinations.

A warning appears if your project contains duplicate SNN and unique node
reference combinations. You can still verify the project, but Rockwell
Automation recommends that you resolve the duplicate combinations.

However, there can be safety devices on the routable safety network that have
the same SNN and node address and are not in the project. In this case, these
safety devices are unknown to the Logix Designer application, and you will
not see a warning.

If two different devices have the same node references, the safety system
cannot detect a packet received by one device that was intended for the other
device.

If there are duplicate unique node references, as the system user, you are
responsible for proving that an unsafe condition cannot result.
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Follow these steps to change the controller SNNs to a manual assignment:

1. On the Online toolbar, click the Controller Properties icon

2. On the Controller Properties dialog, click the Safety tab.

3. On the Safety tab, click [...] to the right of the safety network number
for the port that you want to change.

- —
@ Controller Properties - L3100ERMS2_application _ g
[ Nonwolatile Memory | Capacity | Intemet Protocol | Port Configuration |  Secuity | Aamlog | |
|| General | MajorFaus | MinorFauts | Date/Tme | Advanced | SFCExecution | Project | Safety™
Safety Application; Unlocked Safety Lock/Unlock...
Safety Status:
Safety Signature: Generate -
D Copy
Tirs Delete L
[ Protect Signature in Run Mode
I
Vihen replacing Safety 1/0: | Corfigure Only When No Safety Signature Exists -
Safety Level: [si2/PLd -]
Safety Network Numbers: (5069 Backplane 0001_0000_0010
Backpiane: 18
A1, Ethernet 4171_04D7_639C =
MAN201T 5:33:44 804 PM
A2, Ethernet 4103_03D7_58F9 =
Ti28i2017 1:54:04.865 PM
[ ok J[ Concel J[ ooy |[ Hebo ]

=

4. On the Safety Network Number dialog box, select Manual
5. Enter the SNN as a value from 1...9999 (decimal).
——

Safety Network Number -

6. Click OK.
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Copy and Paste a Safety Controller Safety Network Number (SNN)

If you must apply an SNN to other safety controllers, you can copy and paste
the SNN. There are multiple ways to copy and paste safety controller SNNGs.

Copy a Safety Controller SNN

From the Controller Properties Safety Tab:

1. On the Safety tab, click in the SNN field that you want to copy.

2. Press Ctrl-C to copy the SNN.

i &f Controller Properties - SIL2_Test

Safety Applcation: Unlocked
Safety Status.

Safety Sgratire.

Protact Sgnstuee in Fun Mode

When replacing Safety 10 | Configune Orly When o Safety Signaturs Exists

Safity Level SIL2PLY
Safety Network Numbers: (5068 Backplane [41F1_osB4_81ES
13212018 48550 828 U
[B17aZ. Emamet 0004_0000_0003

| Sebety LockUniock._|

OK Cancel

et

Norwolatée Memory | Capacty | iniemet Protocol | Post Confiuration | Netwodk | Secuty | Aaem Log
Generdl | MaorFouls | MnorFauts | Dae/Twe | Advenced | SFCEmscwon | Proeat | Safety

From the Safety Network Number dialog:

1. On the Controller Properties dialog, click the Safety tab.

Click .. | to the right of the safety network number to open the Safety
Network Number dialog.

On the Safety Network Number dialog, either click Copy, or click in the
SNN field and Press Ctrl-C.

Safety Network Number =

Format:

Time-based

@ Manyal
Etheriet/1P: 3 {Decimal)

Number:
0004_0000_0003 (Hex) Copy
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Paste a Safety Controller SNN

1.

On the Controller Properties dialog, click the Safety tab.

[@ Controbler Properties - SIL2_Test ]

:mmnum|m|nmmwl?mmm|wm|s_mny|mm
Gerersl | MajorFouts | MnorFauts | Dste/Tme | Advenced | SFCEwscuion | Proes | Sefety

Safety Applcation: Unlocked

Safety Status:

Safity Sigratues — -

Protect Signature in Aun Mode

When replacng Ssfety 10 | Canfigure Only When No Safety Signaturs Exists. -

Safety Level SIL2PLd =

V212018 40880 888 PU N
A1iAZ, Ethemet [0004_0000_0003 [}
e |

Safety Natwork Numbers. thm- 41F1_04B4_B1EG

Click . | to the right of the safety network number to open the Safety
Network Number dialog.

On the Safety Network Number dialog, either click Paste, or click in the
SNN field and Press Cerl-V.

Safety Network Number =

Format:

Time-based

@ Manual
Etherhet /1P 3 (Decimal)

0004_0000_0003 (Hex) Gopyisl |

4. Click OK.

5. On the Controller Properties Safety tab, click OK.
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Go Online with the Controller To go online with the controller, you must first specify a communication path

in the Logix Designer application.

Applies to these controllers:

CompactLogix 5380 TIP  Forthis section, the USB port was chosen as the communication path.
Compact GuardLogix 5380 SIL 2 Another path through the embedded Ethernet ports is also possible.

Compact GuardLogix 5380 SIL 3

Use RSWho

1. Open or create a Logix Designer application project.

2. In the application, click RSWho.

Path: <none

. NoForces F_ Mo Edits

v 0 %

& Who Active (RSLinx Clas: =)
Autobrowse Refresh
B\g‘ Workstation, NAUSMAYCT45VYL Go Online
3?,5 Linx Gateways, Ethernet
B AB_ETHIP-L, Etheret
{588 AB_VBP-1, 1789-AL7/A Virtual Chassis
S USB
<13, 5069-1340ERM LOGLGADERM, 5069-1240ERM/A_LnMai

4| 1 F

Path: USB\13 Set Proje Paih ’

Path in Project: <none>

4. If you want to store the path in the project file, click Set Project Path.

If you store the project path in the project, you do not have to choose the
path each time you go online.
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5. After you choose the communication path, click Go Online in the
Who Active dialog box.

Autobrowse Riefresh
= Workstation, NAUSMAYCT45VY1 Go m
&5 Linx Gateways, Ethernet

&5 AB_ETHIP-1, Ethernet Opitat

B3 AB_VEP-1, 1789-A17/A Virtual Chassis
.58 USB
EW 113, 5069-1340ERM LOGDGA0ERM, 5069-1340ERM/A_LnMai
:
Help
< il b
Path: USB\13 Set Project Path

Path in Project: USB\13

Clear Project Path

Go Online uses the highlighted node in the Who Active tree, regardless
of the setting for Path in Project. For more information on the Who
Active dialog box, see the Logix Designer Online Help.

See Additional Considerations for Going Online with a Controller on

page 88.

86 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Start to Use the Controller ~ Chapter 6

Use a Recent Communications Path

You can also select a recent communications path and go online or apply it to
your project.

1. Click the Recent Communication Path button next to the Path bar.

Path: <none=

. MoForces ¥ _ No Edits

v 1 x

2. On the Select Recent Communications Path dialog box, choose

the path.

USB13

Show Only Paths Matching Serial Mumber in Project Reset Path List Set Project Path

Clear Project Path

Path in Project: USB\3

3. To store the path in your project, click Set Project Path.

4. Click Go Online.

Show Only Paths Matching Serial Number in Project Reset Path List Set Project Path

Serial Nurnber in Project <nones Clear Project Path

Path in Project: UsBnI3

For more information on the Select Recent Communications Path dialog box,

see the Logix Designer Online Help.

Once you have established a communication path, then you can choose Go
Online from the Controller Status menu when you are working in the project.

I Fath: <none:

f. NoEoree

Controller Organizer Go Online

Upload...

Contreller L340ERM_applicasgn
Tasks

Mntinn Groune

See Additional Considerations for Going Online with a Controller on

page 88.
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Additional Considerations for The Logix Designer application determines whether you can go online with a

Going Online with a

Controller

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

88

target controller based on whether the offline project is new, or whether
changes occurred in the offline project.

e Ifthe project is new, you must first download the project to the
controller.

e If changes occurred to the project, you are prompted to upload or
download.

e Ifno changes occurred, you can go online to monitor the execution of
the project.

TIP  Forinformation on uploading a project, downloading a project, and the
upload and download dialog boxes, see the Logix Designer Online Help.

A number of factors affect these processes, including the Match Project to
Controller feature and the Firmware Revision Match feature.

For Compact GuardLogix controllers, additional considerations include the
safety status and faults, the existence of a safety signature, and the
safety-lock/-unlock status of the project and the controller. See Additional
Considerations for Going Online with a Compact GuardLogix Controller on

page 90.

Match Project to Controller

The Match Project to Controller feature affects the download, upload, and go
online processes of standard and safety projects. This feature is on the
Controller Properties Advanced tab.

Nonvolatis Memory |  Capacty | irtemet Protocel | Pot Configuration | Secuty | Mamlog
General | MajorFauts | MnorFouls | Date/Time | Advanced” | SFCEwecution | Promct | Safety
Controber Faul Handber:  cnona: %

Power-LUp Handier none> -

| Match Prosect to Controler

Sedal Mumber 60334287

Alow Consumed Tags to Use RP| Frovided by Producer

Report Overfiow Faults |

If the Match Project to Controller feature is enabled in the offline project, the
Logix Designer application compares the serial number of the controller in the
offline project to that of the connected controller. If they do not match, you
must cancel the download/upload, connect to the correct controller, or
confirm that you are connected to the correct controller that updates the serial
number in the project to match the target controller.
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Firmware Revision Matching

Firmware revision matching affects the download process. If the revision of the
controller does not match the revision of the project, you are prompted to
update the firmware of the controller. The Logix Designer application lets you
update the firmware as part of the download sequence.

IMPORTANT  To update the firmware of the controller, first install a firmware update
kit. An update kit ships on a supplemental DVD along with the Studio
5000° environment.

TIP  You can also upgrade the firmware by choosing ControlFLASH™ from the Tools
menu in the Logix Designer application.
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Additional Considerations for
Going Online with a Compact
GuardLogix Controller

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

You can upload program logic and go online regardless of safety status. Safety
status and faults only affect the download process.

You can view the safety status via the Safety tab on the Controller Properties

dialog box.

Safety Signature and Safety-locked and -unlocked Status

The existence of a safety signature and the safety-locked or -unlocked status of
the controller affect both the upload and download processes.

The safety signature and the safety lock status are uploaded with the project.
For example, if the project in the controller was safety-unlocked, the offline
project remains safety-unlocked following the upload, even if it was locked

before the upload.

Following an upload, the safety signature in the offline project matches the
controller safety signature.

The safety lock status always uploads with the project, even when there is no
safety signature.

The existence of a safety signature, and the controller safety-lock status,
determines if a download can proceed.

Table 3 - Effect of Safety-lock and safety signature on Download Operation

Safety-lock Status Safety Signature Status

Download Functionality

Controller safety-unlocked

Safety signature in the offline project matches | The entire application downloads. Safety tags are reinitialized to the values they had when the
the safety signature in the controller. safety signature was created. Safety lock status matches the status in the offline project. The

safety signature does not change.

Safety signatures do not match. If the controller had a safety signature, it is automatically deleted, and the entire project is

downloaded. Safety lock status matches the status in the offline project.

Safety signatures match.

Controller safety-locked

If the offline project and the controller are safety-locked, all standard project components are
downloaded and safety tags are reinitialized to the values they had when the safety signature
was created.

If the offline project is not safety-locked, but the controller is, the download is blocked and you
must first unlock the controller to allow the download to proceed.

Safety signatures do not match. You must first safety-unlock the controller to allow the download to proceed. If the controller

had a safety signature, it is automatically deleted, and the entire project is downloaded. Safety
lock status matches the status in the offline project.
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Checks for Going Online with a GuardLogix Controller

For a safety project, the Logix Designer application checks for the following:

e Do the offline project and controller serial numbers match (if Project
to Controller Match is selected)?

¢ Does the offline project contain changes that are not in the controller

project?

e Do the revisions of the offline project and controller firmware

match?

o Are either the offline project or the controller safety-locked?

¢ Do the offline project and the controller have compatible safety
signatures?

Table 4 - Connect to the Controller with a Safety Project

If the Software Indicates

Then

Unable to connect to controller. Mismatch between the offline project and the
controller serial number. Selected controller can be the wrong controller.

Connect to the correct controller, select another project file, or choose the Update
project serial number checkbox and choose Go Online. ... to connect to the controller
and update the offline project serial number to match the controller.

Unable to connect to controller. The revision of the offline project and the controller
firmware are not compatible.

Choose one of the following options:

- Choose Update Firmware. Choose the required revision and click Update. Click Yes to
confirm your selection.
IMPORTANT: The online project is deleted.

« To preserve the online project, cancel the online process and install a version of the
Studio 5000 environment that is compatible with the firmware revision of your
controller.

You must upload or download to go online by using the open project.

Choose one of the following options:

« Upload to update the offline project.

+ Download to update the controller project.
« (Choose File to select another offline project.

Unable to connect in a manner that preserves safety signature. The firmware minor
revision on the controller is not compatible with safety signature in offline project.

« To preserve the safety signature when the firmware minor revision is incompatible,
update the firmware revision in the controller to exactly match the offline project.
Then go online to the controller.

+ To proceed with the download despite the safety signature incompatibility, click
Download. The safety signature is deleted.

IMPORTANT: The safety system requires revalidation.

Unable to connect to controller. Incompatible safety signature cannot be deleted while
project is safety-locked.

(ancel the online process. You must safety-unlock the offline project before attempting
to go online.

When the controller and the Logix Designer application are online, the safety-
locked status and safety signature of the controller match the controller

project. The safety-lock status and safety signature of the offline project are
overwritten by the controller. If you do not want the changes to the offline
project to be permanent, do not save the project file following the go online

process.
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Download to the Controller  When you download a project to the controller, it copies the project from the
Logix Designer application onto the controller. You can download a project in
Applies to these controllers: two ways:

CompactLogix 5380 o Use Who Active on page 92

Compact GuardLogix 5380 SIL 2 e Use the Controller Status Menu on page 93

Compact GuardLogix 5380 SIL 3

Use Who Active

You can use the features of the Who Active dialog box to download to the
controller after you have set the communication path. Complete these steps to
download to the controller.

1. After choosing the communication path, click Download in the
Who Active dialog box.

Autobrowse Fiefresh .

BQ Waorkstation, NAUSMAYCT45VYL
g5 Linx Gateways, Ethernet
(-2 AB_ETHIP-1, Ethernet
£ AB_VEBP-1, 1789-A17/A Virtual Chassis

5113, 5069-1340ERM LOGIX340ERM, 5069-L340ERM/A_LrxMai

L

UsSB\13 Set Project Path

Path in Project: USB113
Clear Project Path

2. After reading the warnings in the Download dialog box, click
Download.

Download offine project 'L340ERM_application’ to the controller.

Connected Controller:

MName: <no name >

Type: 5069-L340ERM /A CompactLogix™ 5330 Controller
Path: UsSB\13

Serial Number:  607FABBS

Security: Mo Protection

1 DANGER: This controller is the system time master. Servo axesin
synchronized controllers, in this chassis or other chassis, may be
turned off.

1 DANGER: Unexpected hazardous motion of machinery may occur.

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller,

Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controller into run
mode,

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation,

[Downloar.{}] I)Canoel ] [ Help
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Use the Controller Status Menu

After you choose a communication path in the Logix Designer application, you
can use the Controller Status menu to download to the controller. To
download, from the Controller Status menu, choose Download.

Figure 19 - Download Via the Controller Status Menu

i RUN

= oK T l “ Path: AB_ETHIP-1\192.168.1.11%

I Energy Storage
Y myo offline fl. MNoForces P, NoE
Controller Organizer Go Online

1o Upload...

4 . Controller L3100ERMS2_applicatio Download l}
¢ Controller Tags
Controller Fault Handler

lode

TIP  After the download completes, the project name appears on the scrolling status
display.

Additional Considerations for For asafety project, the Logix Designer application compares the following

Download to a Compact
GuardLogix Controller

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

information in the offline project and the controller:
o Controller serial number (if project to controller match is selected)
¢ Firmware major and minor revisions
o Safety status
o Safety signature (if one exists)
o Safety-lock status

After the checks pass, a download confirmation dialog box appears. Click
Download.

Download offine project 'L 3100ERMS2_appiication' to the

! controller.
Connected Controller:
Name: L3100ERMS2_application
Type: 5069-13100ERMS2/A Compact GuardLogin® 5380
Path: AB_ETHIP-1\192. 168.1.11
Serial Number: 6099AAB7
Security: No Protection

3, DANGER: The controller being downloaded to is the system time
master. Servo axes in synchronized controllers, in this chassis or
other chassis, may be turned off,

4. DANGER: Unexpected hazardous motion of machinery may occur,

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controlier,

Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controlier into run
mode,

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

Downoad | [ cancel | [ hHep |
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The Logix Designer application displays status messages in the download
dialog, progress screen, and the Errors window.

If the Software Indicates:

Then:

Unable to download to the controller. Mismatch between the offline project
and the controller serial number. Selected controller can be the wrong
controller.

Connect to the correct controller or verify that this is the correct controller. If it is the correct
controller, check the Update project serial number checkbox to allow the download to proceed.
The project serial number is modified to match the controller serial number.

Unable to download to the controller. The major revision of the offline project
and the controller firmware are not compatible.

Choose Update Firmware. Choose the required revision and click Update. Click Yes to confirm your
selection.

Unable to download to controller. The internal safety partner hardware has
failed.

Replace the Compact GuardLogix SIL 3 controller.

Unable to download to the controller. Safety partnership has not been
established.

(ancel the download process and attempt a new download to the Compact GuardLogix SIL 3
controller.

Unable to download to controller. Incompatible safety signature cannot be
deleted while the project is safety-locked.

(ancel the download. To download the project, you must safety-unlock the offline project, delete
the safety signature, and download the project.

IMPORTANT: The safety system requires revalidation.

Cannot download in a manner that preserves the safety signature. Controller
firmware minor revision is not compatible with safety signature in offline
project.

«  If the firmware minor revision is incompatible, to preserve the safety signature, update the
firmware revision in the controller to exactly match the offline project. Then download the
offline project.

« To proceed with the download despite the safety signature incompatibility, click Download.
The safety signature is deleted.

IMPORTANT: The safety system requires revalidation.

Unable to download to controller. Controller is locked. Controller and offline
project safety signatures do not match.

Choose Unlock. The Safety Unlock for Download dialog box appears. If the Delete Signature
checkbox is selected and you choose Unlock, click Yes to confirm the deletion.

IMPORTANT: The safety system requires revalidation.

Downloading safety signature...

The safety signature is present in the offline project and is downloading.

Following a successful download, the safety-locked status and safety signature
of the controller match the project that was downloaded. Safety data is
initialized to the values that existed when the safety signature was created.
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Upload from the Controller

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

o Use Who Active on page 95

e Use the Controller Status Menu on page 96

Use Who Active

upload from the controller.

1. In the Logix Designer application project, click RSWho.

Path: <none>

When you upload a project from the controller, it copies the project from the
controller to the Logix Designer application. To upload a project, use one of
these methods:

You can use the features of the Who Active dialog box to upload from your
controller after you have set the communication path. Complete these steps to

2 safety Unid

. Mo Forces P No Edits

>+ B %

ct a communications path using RSWho

2. Expand the communication path and select the controller.

3. Click Upload on the Who Active dialog box.

8 Who Active (RSLinx Classic)

] Autobrowse Refresk :E‘

== Workstation, NAUSMAYJQGQG12
3 a5 Linx Gateways, Ethemnet
+-25 AB_ETHIP-1, Ethernet
+- 889 AB_VBP-1, 1783-A17/A Virtual Chassis
-+ USB

ol |14, 5069-13100ERMS2 LOGIX3100ERMS2 SAFETY, SIL2_Test

Path: USB\14
Path in Project: <none>

Close |

Updahermwafe...i

Hep |

Set Project Path |
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4. On the Connected to Upload dialog box, verify that the project is the

one you want to upload.

5. Click Upload.

Connected To U|

Options |Genea\ | Date/Time | Major Faults | Minor Fautts | Project | Nonvolatile Memory

Condttion: You can go online without uploading. {Go Onling is recommended, unless
SSVinstructions have made changes to the controller, and you wart to
update the open project with those changes )

Connected Controllsr
Controller Name:  L340ERM_application
Controller Type:  5063-L340ERM/A CompactLogix™ 5380 Controller
Comm Path: AB_ETHIP-1%192.168.1.5
Senial Number:  607FABES
Security: Mo Protection
Offline Project:
Controller Name: L340ERM_application
Controller Type:  5069-L340ERM Compact Logx™ 5380 Controller

File: ..collateral\Logix Designer projects\L340ERM_application ACD
Serial Number: ~ B07FABBS
Security: Mo Protection

[GnOﬂIm{’]l UpluaM[S:%ﬂ Fle_ | [ Cancel | [ Hep

For more information on the Connected To upload dialog box, see the Logix
Designer Online Help.

Use the Controller Status Menu

After you have chosen a communication path in the Logix Designer
application, you can use the Controller Status menu to upload from the
controller.

1. From the Controller Status pull-down menu, choose Upload.

£ FILE EDIT VIEW SEARCH LOGIC COMMUMNICATIONS TOOLS
= [N A SR e

Path: <none:

f. MNoForces F_ MNoE

Go Online

Upload...

4 Tasks
4 Maotion Groups

Download

Program Mode

Ungrouped Axes
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2. On the Connected to Upload dialog box, verify that the project is the

one you want to upload.

3. Click Upload.

Connected To U|

Options |Genea\ | Date/Time | Major Faults | Minor Fautts | Project | Nonvolatile Memory

Condttion: You can go online without uploading. {Go Onling is recommended, unless
SSVinstructions have made changes to the controller, and you wart to
update the open project with those changes )

Connected Controllsr
Controller Name:  L340ERM_application
Controller Type:  5063-L340ERM/A CompactLogix™ 5380 Controller
Comm Path: AB_ETHIP-1%192.168.1.5
Senial Number:  607FABES
Security: Mo Protection
Offline Project:
Controller Name: L340ERM_application
Controller Type:  5069-L340ERM Compact Logx™ 5380 Controller

File: ..collateral\Logix Designer projects\L340ERM_application ACD
Serial Number: ~ B07FABBS
Security: Mo Protection
V4 N\,
[ Go oniin | | uplua%J [SeliFle | [ Cancel | [ Help
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Additional Considerations for For asafety project, the Logix Designer application compares the following

Upload to a Compact
GuardLogix Controller

information in the project and the controller:
o Controller serial number (if project to controller match is selected)

e Open project to the controller project

Applies to these controllers: ¢ Firmware major and minor revisions

Compact GuardLogix 5380 SIL 2 o Safety signature (if one exists)

Compact GuardLogix 5380 SIL 3

IMPORTANT  An upload is allowed regardless of the Safety status and the Safety Locked

state of the offline project and controller. The locked status follows the state
of the uploaded project.

Table 5 - Upload Behavior

Upload Behavior:

Response:

If the project to controller match is enabled, the Logix Designer application
checks whether the serial number of the open project and the serial number of
the controller match.

« Connect to the correct controller or verify that this is the correct controller.

+ Select a new project to upload into or select another project by choosing Select File.

- Ifitis the correct controller, select the Update project serial number checkbox to allow the
download to proceed. The project serial number is modified to match the controller serial
number.

The Logix Designer application checks whether the open project matches the
controller project.

« Ifthe projects do not match, you must select a matching file or cancel the upload process.
«If the projects match, the software checks for changes in the offline (open) project.

The Logix Designer application checks for changes in the offline project.

« Ifthere are no changes in the offline project, you can go online without uploading. Click Go
Online.

« Ifthere are changes in the open project that are not present in the controller, you can choose
to upload the project, cancel the upload, or select another file.

Uploading safety signature...

This message appears during the upload only if a safety signature matching the one in the
controller does not exist in the offline project.

If you choose Upload, the standard and safety applications are uploaded.
If a safety signature exists, it is also uploaded. The safety-lock status of

the project reflects the original status of the online (controller) project.

TIP Before the upload, if an offline safety signature exists, or the offline project is

safety-locked but the controller is safety-unlocked or has no safety signature,
the offline safety signature and safety-locked state are replaced by the online
values (safety-unlocked with no safety signature). If you do not want to make
these changes permanent, do not save the offline project following the
upload.
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Choose the Controller
Operation Mode

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Use this table as a reference when determining your controller operation mode.

Mode Switch | Available Controller Modes In This Mode You Can: In This Mode You Cannot: ATTENTION:
Position(!) A ’
RUN Run mode—The controlleris actively | « Turn outputs to the state « Turn outputs to their configured | Run mode is used only when all
controlling the process/machine. Projects commanded by the logic of the state for Program mode conditions are safe.
cannot be edited in the Logix Designer project. « Change the mode of the
application when in Run mode. « Execute (scan) tasks controller via the Logix Designer
+ Send messages application
- Sendand receive datainresponseto | < Download a project
amessage from another controller | « Schedule a ControlNet® network
« Produce and consume tags « While online, edit the project
REM Remote Run mode—This mode is « Turn outputs to the state « Turn outputs to their configured | You are able to modify a project
identical to Run mode except you can edit commanded by the logic of the state for Program mode file online in Remote Run mode.
the project online, and change the project. - Download a project Be sure to control outputs with
controller mode through the Logix « Execute (scan) tasks + Schedule a ControlNet network | care to avoid injury to personnel
Designer application. « Change the mode of the controller and damage to equipment.
via the Logix Designer application
« While online, edit the project
+ Send messages
« Send and receive data in response to
amessage from another controller
« Produce and consume tags
Remote Program mode—This mode | « Turn outputs to their configured « Turn outputs to the state
functions like Program mode, except you state for Program mode commanded by the logic of the
can change the controller mode through | « Change the mode of the controller project.
the Logix Designer application. via the Logix Designer application | « Execute (scan) tasks
« Download a project
« Schedule a ControlNet network
« While online, edit the project
« Send and receive data in response to
amessage from another controller Outputs are commanded to
« Produce and consume tags their Program mode state,
Remote Test mode—This controller |« Turn outputs to their configured - Turn outputs to the state which can cause a dangerous
mode executes code, but I/0 is not state for Program mode commanded by the logic of the | Situation.
controlled. You can edit the project « Execute (scan) tasks project.
online, and change the controllermode | - Change the mode of the controller | - Download a project
through the Logix Designer application. via the Logix Designer application | « Schedule a ControlNet network
Output modules are commanded to their | + While online, edit the project + Send messages
Program mode state (on, off, or hold). | * Send messages
+ Sendand receive data in response to
amessage from another controller
« Produce and consume tags
PROG Program mode—This controllermode | « Turn outputs to their configured « Turn outputs to the state Do not use Program mode as an

does not execute code or control 1/0, but
editing operations are available.

Output modules are commanded to their
Program mode state (On, Off, or Hold).

In this position, controller modes cannot
be changed through the Logix Designer
application.

state for Program mode

« Download a project

« Schedule a ControlNet network

- While online, edit the project

« Send and receive data in response to
amessage from another controller
Produce and consume tags

commanded by the logic of the
project.

- Execute (scan) tasks
« (hange the mode of the

controller via the Logix Designer
application

+ Send messages

emergency stop (E-stop).
Program mode is not a safety
device.

Outputs are commanded to
their Program mode state,
which can cause a dangerous
situation.

(1) Moving the mode switch from Run to Remote leaves the controller in the Remote Run mode, while moving the switch from Program to Remote leaves the controller in the Remote Program mode. You

cannot choose Remote Test mode by the mode switch alone, it is only available via the Logix Designer application.
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Mode Switch
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Use the Mode Switch to Change the Operation Mode

To change the operating mode, use the controller mode switch. The controller
mode switch provides a mechanical means to enhance controller and control
system security. You must physically move the mode switch on the controller to

change its operating mode from RUN, to REM, or to PROG.

When the mode switch on the controller is set to RUN mode, features like
online editing, program downloads, and firmware updates are prohibited.

See Choose the Controller Operation Mode on page 99 for a list of prohibited
features.

The mode switch can complement other authorization and authentication
methods that similarly control user-access to the controller, such as the
FactoryTalk® Security service.

IMPORTANT  During runtime, we recommend that you place the controller mode switch in
RUN mode. This can help discourage unauthorized access to the controller or
potential tampering with the program of the controller, configuration, or
device firmware.

Place the mode switch in REM or PROG mode during controller

commissioning and maintenance and whenever temporary access is
necessary to change the program, configuration, or firmware of the product.

The mode switch on the front of the controller can be used to change the
controller to one of these modes:

¢ Run (RUN)
¢ Remote (REM)
e Program (PROG)
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Use the Logix Designer Application to Change the Operation Mode

When you are online with the controller, and the controller mode switch is set
to Remote (REM, the center position), then you can use Logix Designer to
change the operation mode.

The Controller Status menu in the upper-left corner of the application window
lets you specify these operation modes:

e Remote Program
¢ Remote Run

o Remote Test

1. From the Controller Status pull-down menu, choose the
operation mode.

FILE EDIT WIEW SEARCH LOGIC COMMUNICATIONS TOOLS
siio) () "]

B Program Mode o

B Controller OK F Path: AB_ETHIP-11192.168.1.5%
I Enengy Storage OK

B 1/0 OK Rem Prog H- Mo Forces }, Mo E

Controller Organizer - Go Offline

4 Controller L340ERM_application Upload
<7 Controller Tags EEn

Controller Fault Handler
Run Mode L\\, >

Test Mode

Power-Up Handler
4 ] Tasks
4 % MainTask
b L MainProgram

TIP  For this example, the controller mode switch is set to Remote mode. If the
controller mode switch is set to Run or Program modes, the menu options
change.
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Change Controller
Configuration

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

102

After the project is created, you can change some configuration parameters on
the Controller Properties dialog box while the controller is offline.

Examples of configurable parameter that you can change offline include the

following:

e FEtherNet/IP™ Mode on the General tab

e Enable Time Synchronization on the Date/Time tab

e Execution Control on the SFC Execution tab

To change the controller configuration while the project is offline, complete

these steps.

1. On the Online toolbar, click the Controller Properties button.

Path: <none>

f. MoForces

¥ NoEdits

Controller Properti

2. On the Controller Properties dialog box, click the General tab.

@ Controller Properties - L340ERM_application = @
Nonvolatile Memory | Capacity | Intemet Protocol | Port Configuration | Security | Alam Log ‘
General | Major Faulis | Minor Faults I Date/Time I Advanced I SFC Execution | Project ‘
Wendor: Alen-Bradley
Type 5069-L340ERM CompactLogix™ 5380 Controller Change Controller
Revision 31.002
Name L340ERM_application
Description

<none
Etherhet/IP A1/A2: DualP Change IP Mode.
Mode:
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Reset Button

You can reset the CompactLogix and Compact GuardLogix controllers with
the reset button. The reset button is only read during a power-up or restart. If
you press the reset button at another time, it has no effect.

For a Compact GuardLogix controller, the Safety Locked status or safety
signature does not prevent you from performinga controller reset. Because the
application is cleared from the controller during a reset, the safety level of the
controller is cleared also. When you download a safety project to the controller,
the safety level is set to the level specified in the project.

For a Compact GuardLogix SIL 3 controller, the reset button resets both the
primary safety controller and the safety partner.

A controller has two stages of reset:

o A Stage 1 reset clears the application program and memory, but retains
the IP address, all network settings, and firmware revision. A stage 1
reset occurs only if the controller contains a user application. See Stage 1

Reset on page 104.

A Stage 2 reset returns the controller to out-of box settings (including
firmware), and clears all network settings. A stage 2 reset occurs only if
the controller does not contain a user application, and the current

controller firmware is not a 1.x version. See Stage 2 Reset on page 105.

IMPORTANT  Because port enable/disable status is associated with the application
program, the Ethernet port becomes enabled after a Stage 1 or Stage 2
reset.

WARNING: When you press the reset button while power is on, an Electric
Arc can occur. This could cause an explosion in hazardous location
installations. Be sure that power is removed or the area is nonhazardous

before proceeding.
_@

Reset Button —

l— = ... || O moopower MOD POWER
@ Allen-Bradiey D @ Allen-Bradiey |
O SAPOWER [ sapower
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Stage 1 Reset

IMPORTANT  Astage 1 reset occurs only if the controller contains a user application.

The stage 1 reset completes the following:
e Clears the application program.
¢ Retains the network settings for the embedded Ethernet port.
e Retains APR (motion position info) information.
e Retains all PTP configuration (Time Synchronization) parameters.

¢ Retains Wall Clock Time within the energy retention capability of the
module.

e Creates a timestamped entry in the Controller Log that a Stage 1 Reset
event has occurred.

e Resets the controller to begin the controller start up process.

e Prevents the controller from loading firmware or software from the SD
card on this first start up after the reset, regardless of the setting on the
SD card, and without modifying the SD card contents (the write-
protect setting is irrelevant). An SD card reloads (if configured to do so)
on subsequent powerup situations.

¢ Enables the Ethernet port, if it was previously disabled.

To perform a Stage 1 reset, complete these steps. This process assumes that an
SD card is installed in the controller.

1. Power down the controller.

2. Open the front door on the controller.

3. To press and hold the reset button, use a small tool with a diameter of a
paper clip.
4. While holding in the reset button, power up the controller.

5. Continue to hold the reset button while the 4-character display cycles
through CLR, 4, 3, 2, 1, Project Cleared.

6. After Project Cleared appears, release the reset button.

IMPORTANT  If you release the reset button before Project Cleared scrolls across the
display, the controller continues with powerup and does not reset.

After a Stage 1 reset is performed, load a Logix Designer application project to
the controller in these ways:

e Download the project from the Logix Designer application - For more
information, see Download to the Controller on page 92

¢ Cycle power on the controller to load a project from the SD card.

This option works only if the project stored on the SD card is
configured to load the project on powerup.
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Stage 2 Reset

IMPORTANT  Astage 2 reset occurs only if the controller does not contain a user
application, and the current controller firmware is not a 1.x revision.

The stage 2 reset completes the following:

e Returns the module to revision 1.x firmware, that is, the out-of-box
firmware revision.

e Clears all user settings, including network and time synchronization
settings.

If the controller uses firmware revision 29.011 or later, the EtherNet/IP
mode is reset to Dual-IP mode, that is, the default mode.

e Resets the controller to begin the controller start up process.

e There are no entries in the controller log after a Stage 2 reset, but saved
logs on the SD card remain.

To perform a Stage 2 reset, complete these steps. This process assumes that an
SD card is installed in the controller.

1. Power down the controller.

2. Open the front door on the controller.

3. Remove the SD card.

4. To press and hold the reset button, use a small tool with a diameter of a
paper clip.

5. While holding in the reset button, power up the controller.

6. Continue to hold the reset button while the 4-character display cycles
through DFLT, 4, 3, 2, 1, Factory Default

7. After Factory Default appears, release the reset button.
8. On your workstation, delete the files on the SD card.
9. Power down the controller.

10. Reinstall the SD card.

11. Powerup the controller.

12.  Verify that the controller is at firmware revision 1.x, and the controller is
set to DHCP-enabled.
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After a Stage 2 reset is performed, you must complete these tasks to use the
controller again:

o Configure the Ethernet ports, set the desired EtherNet/IP mode, and set
the controller IP address configuration.

For more information, see Set the IP Address on page 59.

e Update the firmware revision - For more information, see Update
Controller Firmware on page 63.

e Download a Logix Designer application project to the controller in one
of these ways:

— Download the project from the Logix Designer application - For
more information, see Download to the Controller on page 92.

— Cycle power on the controller to load a project from the SD card.

This option works only if the project stored on the SD card is
configured to load the project on powerup.
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Use the Secure Digital Card

Topic Page
Overview 107
Considerations for Storing and Loading a Safety Project 110
Store to the SD Card m
Load from the SD Card 15
Other Secure Digital Card Tasks 118
Overview The controllers ship with an SD card installed. We recommend that you leave

the SD card installed, so if a fault occurs, diagnostic data is automatically

Applies to these controllers: ] .
written to the card. Rockwell Automation can then use the data to help

Compactlogix™ 5380 investigate the cause of the fault.
Compact GuardLogix® 5380 SIL 2
Compact GuardLogix 5380 SIL 3 We recommend that you use the SD cards available from

Rockwell Automation:
e 1784-SD2 card - 2 GB card that ships with the controller.
e 1784-SD1 card - 1 GB card

e CodeMeter CmCard SD, 4 GB, catalog number 9509-CMSDCD4
(when license-based source protection and execution protection features
are enabled).

While other SD cards can be used with the controller, Rockwell Automation
has not tested the use of those cards with the controller and you could
experience data corruption or loss.

SD cards that are not provided by Rockwell Automation can have different
industrial, environmental, and certification ratings as those cards that are
available from Rockwell Automation. These cards can have difficulty with
survival in the same industrial environments as the industrially rated versions
available from Rockwell Automation.

The memory card that is compatible with your controller is used to load or
store the contents of user memory for the controller.

When you use the Store feature, the project that is stored on the SD card

matches the project in the controller memory at that time. Changes that you
make after you store the project are not reflected in the project on the SD card.
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If you make changes to the project in the controller memory but do not store
those changes, the next time that you load the project from the SD card to the
controller, you overwrite the changes.

IMPORTANT Do not remove the SD card while the controlleris reading from, or writing to,
the card. If you remove the card during either activity, the data on the card
or controller can become corrupt.

Additionally, the controller firmware at the time when the card is removed
can become corrupted. Leave the card in the controller until the OK status
indicator turns solid green.

If an SD card is installed, you can see the contents of the card on the
Nonvolatile Memory tab of the Controller Properties dialog box. If a safety

application is stored on the card, the safety-lock status and the safety signature
are shown.

Figure 20 - Nonvolatile Memory Tab

@ Controller Properties - L340ERM _application = |2 )
| Generd | MajorFauts | MnorFauts | Date/Tme | Advanced | SFCExecution | Project |
Nonvolatie Memory | Capacty | Intemet Protocel |  Pot Corfigurstion | Secuity | Alamlog |
Image in Nonvolatile Memony Load / Store.. |
Name: L340ERM_application [Loxa / Stor.. ]
Type 5069 340ERM CompactLogi™ 5380 Cortroller
Revision 312
Load Image User Intiated
Load Mode: Program (Remote Oriy)
image Note:
Stored 472072017 10:22:31 AM

[ Inhibit Automatic Firmware Update

OK Cancel Fonly Help

The project must be online to see the contents of the SD card.
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SD Card Slot

Remember the following:

e An SD card slot is on the front of the controller behind the door.
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e Ifthe card is installed and a fault occurs, diagnostic data is automatically
written to the card. Diagnostic data helps the investigation and

correction of the fault cause.

e The controller detects the presence of an SD card at power-up or if a
card is inserted during controller operation.
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Considerations for Storing
and Loading a Safety Project

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

e The SD card can store all configuration data that is stored in nonvolatile
memory, for example, the controller IP address.

e The SD card can store the back-up program.

IMPORTANT  Rockwell Automation recommends that you back up your Studio
5000 Logix Designer® program to an SD card regularly.

If a major non-recoverable fault occurs that removes the program
from the controller memory, the backup copy on the SD card can be
automatically restored to the controller and quickly resume normal
controller operation.

For detailed information on how to use nonvolatile memory, refer to the Logix
5000 Controllers Nonvolatile Memory Programming Manual, publication

1756-PM017.

Only Compact GuardLogix 5380 controllers support safety projects.
CompactLogix 5380 controllers do not support safety projects.

You cannot store a safety project if the safety status is Safety Task Inoperable.
When you store a safety project, the controller firmware is also stored to the

SD card.

For a Compact GuardLogix 5380 SIL 3 controller, if no application exists in
the controller but a valid safety partnership exists, you can save only the
firmware of the internal safety partner.

If a safety signature exists when you store a project, the following occurs:

e Safety tags are stored with the value they had when the signature was
first created.

e Standard tags are stored with their current values.

e The current safety signature is saved.

When you store a safety application project on an SD card,
Rockwell Automation recommends that you select Program (Remote Only) as
the Load mode, that is, the mode that the controller enters after a project is

loaded from the SD card.

IMPORTANT  To help prevent the firmware that is stored on the SD card from overwriting
newly updated firmware:

«  The update process first checks the load option on the SD card, and
changes the load option to User Initiated if necessary.

«  The firmware update proceeds.
«  The controller resets.
« Theload option remains set to User Initiated.

If the SD card is locked, the load option does not change, and the firmware
that is stored on the SD card can overwrite the newly updated firmware.
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Store to the SD Card

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

We recommend that you back up your Studio 5000 Logix Designer®
application to an SD card regularly.

If a major non-recoverable fault occurs that removes the program from the
controller memory, the backup copy on the SD card can be automatically
restored to the controller to quickly resume normal controller operation.

To store a project to the SD card, complete these steps.

1. Make sure that the controller is online and in Program mode or Remote
Program mode.

2. From the Controller Status pull-down menu, click Controller
Properties.

£ FLE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS
o el W | ¥ O] 6]

* F Path: AB_ETHIP-11192. 158.1.5%

Rem Prog AE No Forces F_ NoEdi

Controller Organizer - Go Offline
4 Controller L340ERM_application Upload...
<7 Controller Tags Download

Controller Fault Handler

Power-Up Handler Program Mode
4 =l Tasks Run Mode
4 £% MainTask T —
P L MainProgram

Unscheduled Clear Faults

4 Meotion Groups =50 Faults
Ungrouped Axes
4 Assets Controller Prop

:E. Logical Model

3. On the Nonvolatile Memory tab, click Load/Store.

Controller Properties -

General | Major Fautts | Minor Faults | Date/Time: | Advanced I SFC Execution I Project |
Nenvalatile Memory | Capacity I Intemet Protocal | Port Corfiguration | Securty I Alam Log |
I ! latile: M
mage in Nonvolatile Memory
ls
I I

TIP  IfLoad/Store is dimmed (unavailable), verify the following:
« The controller is in Program mode or Remote Program mode
« You have specified the correct communication path.
« TheSD card is installed.

«The SD card is unlocked. The locked status appears in the bottom-left
corner of the Nonvolatile memory/Load Store dialog box.

If the SD card is not installed, a message in the lower-left corner of the
Nonvolatile Memory tab indicates the missing card as shown here.

(1) Monvalatile memary not present.
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Table 6 - Load Image Options

4. Change the Load Image properties according to your application

requirements.

Load Image: [User Initiated ']

Load Mode: Snfeete
User Initiated |

Image Mote

This table describes the Load Image options.

If You Want to Load the | Then Select This
Project Load Image
Option

Notes

Safety Considerations

Whenever you turnonor | On Power Up
cycle power

- During a power cycle, you lose any online changes, tag
values, and network schedule that you have not stored
in the nonvolatile memory.

- The controller loads the stored project and firmware at
every powerup regardless of the firmware or
application project on the controller.

+ You can always use the Studio 5000 Logix Designer
application to load the project.

« Forasafety application, On Power Up loads whether or not
the controller is safety-locked or there is a safety signature.
If the application is configured to load from the SD card on
power up, then the application in the controller is
overwritten even if the controller is safety locked.

Whenever there is no On Uninitialized
project in the controller Memory

and you turn on or cycle

chassis power

« Ifthe project has been cleared from memory, this
option loads the project back into the controller on
power-up.

«The controller updates the firmware on the controller,
if necessary. The application project that is stored in
nonvolatile memory is also loaded and the controller
enters the selected mode, either Program or Run.

« You can always use the Logix Designer application to
load the project.

« The controller also updates the firmware on the safety
partner, if necessary.

Only through the Logix User Initiated
Designer application

« Ifthe controller type and the major and minor
revisions of the project in nonvolatile memory match
the controller type and major and minor revisions of
the controller, you can initiate a load.

«You can initiate a load, regardless of the safety status.

+ You can load a project to a safety-locked controller only
when the safety signature of the project that is stored in
nonvolatile memory matches the project on the controller.

«Ifthe signatures do not match or the controller is safety-
locked without a safety signature, you are prompted to first
unlock the controller.

IMPORTANT: When you unlock the controller and initiate a
load from nonvolatile memory, the safety-lock status,
passwords, and safety signature are set to the values
contained in nonvolatile memory once the load is complete.

« Ifthe firmware on the primary controller matches the
revision in nonvolatile memory, the safety partner firmware
is updated, if necessary, the application that is stored in
nonvolatile memory is loaded so that the safety status
becomes Safety Task Operable and the controller enters the
Program mode.

IMPORTANT  To help prevent the firmware that is stored on the SD card from overwriting newly updated firmware:

«  The update process first checks the load option on the SD card, and changes the load option to User Initiated if necessary.
« The firmware update proceeds.

- The controller resets.

+ The load option remains set to User Initiated.

If the SD card is locked, the load option does not change, and the firmware that is stored on the SD card can overwrite the newly

updated firmware.
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5. Change the Load Mode properties according to your application

requirements.
If You Want the Controller to Go to This Mode after Loading Then Choose Menu Items
Program Program (remote only)
Load Image |0r| Power Up 'I
Run Run (remote only) Load Mode: Run (Remate Only)
Image Note: P (RanaE Ork) |
IMPORTANT Safety Consideration
Rockwell Automation recommends that you use Program (Remote Only), when you set the Load Mode for a safety application
project.
6. According to your application requirements, set the Automatic
Firmware Update properties for I/O devices in the configuration tree of
the controller. The Automatic Firmware Update property is also referred
to as the Firmware Supervisor feature.
IMPORTANT Safety Consideration
Some Safety I/0 devices do not support the Firmware Supervisor feature. For example, Safety I/0 devices on DeviceNet®
networks and POINT Guard I/0™ modules do not support the Firmware Supervisor feature.
This table describes the Automatic Firmware Update options for I/O
devices.
Setting Description Menu Items
Disable Disables any automatic firmware updates. This item only appears in the menu
when you initially save the image. Automatic
Firmware Update Disable =
Enable and Store Files to Imag * |
Disable
Enable and Store Files to Image Enables automatic firmware updates for /0 devices in the configuration tree of
the controller. Saves 1/0 device firmware and controller firmware to the image. Automatic

Only 1/0 devices that are configured for Exact Match Keying participate in the
Automatic Firmware Update process.

[Disab\e and Delete Files from Image

Firmware Update: o
Enable and Store Files to Image
Disable and Delete Files from Imag
< Store

Disable and Delete Files from Image

Disables automatic firmware updates for I/0 devices in the configuration tree of
the controller. Removes I/0 device firmware from the image, but does not
remove controller firmware from image.This item only appears in the menu on
subsequent saves of the image.

(1) The devices that are used with this option must support the revision of firmware being updated to.

7. Click Store.

8. Click Yes in the confirmation dialog box that appears.

Logix Designer

=)

Consider the following before proceeding
l & with the Store:

ﬁ DANGER: This controller is the Coordinated System Time
master. Servo axes in synchronized controllers in this
chassis, or other chassis using SynchLink, will be tumed off

A All communications to this controller will be lost including this
workstation and any communications bridged through this
controller.

ﬁ Storing will temporarily close the connections to the 140
modules

A Removal of the memory card during the Store may comupt
the stored image:

Continue with the Store?

ey ot
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If you enabled Automatic Firmware Update, a dialog box informs you
which modules are not included in the Automatic Firmware Update
operation.

IMPORTANT Do not remove the SD card while the controller is reading from, or writing to,
the card. If you remove the card during either activity, the data on the card
or controller can become corrupt. Additionally, the controller firmware at
the time when the card is removed can become corrupted. Leave the card in
the controller until the OK status indicator turns solid green.

9. On the Automatic Firmware Update dialog box, click Yes.

The project is saved to the SD card as indicated by the controller status
indicators.

These Indications Show the Store Status

While the store is in progress, the following occurs:

« OKindicator is flashing green

« SDindicator is flashing green

« Saving...Do Not Remove SD Card is shown on the status display

- Adialog box in the Logix Designer application indicates that the store is in progress
« (Controller Resets

« SAVE s shown on the status display

When the store is complete, the following occurs:
« The controller resets.

IMPORTANT  Allow the store to complete without interruption. If you interrupt
the store, data corruption or loss can occur.
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Load from the SD Card

Applies to these controllers:

CompactLogix 5380

After you have set the communication path, are online with the controller, and
have changed the controller to Program mode, you can load a project to the
controller from the memory card.

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

IMPORTANT

With the SD card and brand new, out-of-box controllers:

« Ifyouinsert an SD card with an image into a brand new, out-of-box
controller (firmware 1.x), then at power-up the controller automatically
updates the firmware up to the version of firmware that is stored on the
SD card. The update happens regardless of the Load Image setting in the
image on the SD card (User Initiated, On Power Up, or On Uninitialized

Memory).

- Iftheimage was created with either On Power Up or On Uninitialized
Memory settings, then the controller both updates the firmware and
loads in the controller application.

You can load from an SD card to a controller in one of these ways:

o Controller Power-up

e User-initiated Action

Controller Power-up

TIP  You can always use the Logix Designer application to load the project.

This table shows what happens at power-up when the SD card in the controller
contains an image.

Controller Is in Out-of-box Condition
(v1.xxx Firmware)

Image Setting

Firmware > 1.xxx and Internal Nonvolatile
Memory Is Not Valid 2

Firmware > 1.xxx and Internal
Nonvolatile Memory Is Valid®?

User Initiated Loads Firmware 0nly(”

Does Nothing

Does Nothing

On Power Up Loads both Firmware and Application

- Loads Firmware if there is a revision mismatch
« Loads Application

« Loads Firmware if there is a revision
mismatch
« Loads Application

On Uninitialized Memory | Loads both Firmware and Applicationm

« Loads Firmware if there is a revision mismatch
+ Loads Application

Does Nothing

(1)  Indicates change in behavior from CompactLogix 5370 and older controllers.

(2) “Valid”includes the No Project condition.
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User-initiated Action

IMPORTANT  Foran out-of-box controller that uses firmware revision 1.xx, you must
manually update the controller to the required firmware revision before you
can load a project on the controller.

You must complete the following before you can load a project to the controller
from the SD card when the controller is already powered-up:

e Make sure that the controller has a working firmware revision.
e Establish the communication path.
e Go online with the controller.

e Make sure that the controller is in Program mode.
To load a project to the controller from the SD card, complete these steps.

1. From the Controller Status pull-down menu, click Controller
Properties.

Y FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS
42 W

B Program Mode o

8 Controller OK E et ss Emip-avs2 168, 1.5%

I Enengy Storage OK
110 oK Rem Prog [ No Forces b Mo Edi

Controller Organizer - Go Offline

P Contreller L340ERM_application
<7 Controller Tags
Controller Fault Handler
Power-Up Handler Program Mod
4 Tasks Run Mode
4 £% MainTask
P L MainProgram
Unscheduled
4 Meotion Groups

Test Mode

Ungrouped Axes
4 Assets

:E. Logical Model

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Use the Secure Digital Card

Chapter 7

2. On the Nonvolatile Memory tab, verify that the project that is listed is

the correct one.

| \semeral | MZjorhaums | MINOrFAums | wate/ume | Aad
Norvolatile Capacity | TemmiBgtocol | Port Co
MName: L340ERM_application
Type: B0ES-L340ERM CompactLogee™ 5380 Controller
Revision: 3Nz
Load Image: User Initiated

Load Mode: Program {Remote Only)
I Note:

TIP  If no project is stored on the SD card, a message on the Nonvolatile Memory

tab indicates that an image (or project) is not available.
[ Inhibit Automatic Fimware Update

(i) Moimage in the nonvalatile memary.

For information on how to change the project that is available to load
from nonvolatile memory, see the Logix 5000 Controllers Nonvolatile

Memory Programming Manual, publication 1756-PMO017.
3. Click Load/Store.

General Maijor Faulis I Minor Faults | Date./Time I Advanced I SFC Execution | Project |
Nonwolatle Memory | Capacty | intemet Protocol | Port Configuration | Secuity | Alam Log |
Image in Nonvolatile Memony

MName: L34DERM_application

Type: 5065-L340ERM CompactLogix™ 5380 Cortroller

Revision 32

Load Image User Initiated

Load Mode: Program (Remote Only}

Image Mote: -

TIP  IfLoad/Store is dimmed (unavailable), verify the following:

the controller.
The SD card is installed.
Verify that the controller is not in Run Mode.

4, Click Load.

ﬁ‘;ﬂ‘? i Fimiere Disabled ﬁ.}nﬂj = Fmiere [Disable and Delete Fies from Image =

Stored: 6/21/2017 4:26:37 PM [ )estore |

You have specified the correct communication path and are online with
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5. Click Yes in the confirmation dialog box that appears.

-
Logix Designer lﬁj

Consider the following before proceeding
B withthe Load

ﬂ DANGER: This controller is the Coordinated System Time
master. Servo axes in synchronized controllers in this
chassis, or other chassis using SynchlLink, will be tumed off

& All communications to this controller will be lost including this
workstation and any communications bridged through this
controller.

ﬂ Removal of the memory cand during the Load may comupt
the image being loaded

Continue with the Load?

e [

After you click Yes, the project is loaded to the controller as indicated by
the controller status indicators. A dialog box in the Logix Designer
application also indicates that the store is in progress.

Table 7 - These indications show the load status

Controller SD Indicator | OKLED on Controller | 4-Character Display Message

CompactLogix 5380 controller when restoring firmware or project Flashing Green | Solid Red “LOAD’, then followed by “UPDT”

Compact GuardLogix 5380 SIL 2 controller when restoring firmware or project | Flashing Green | Solid Red “LOAD’, then followed by “UPDT”

Compact GuardLogix 5380 SIL 3 controller during primary controller firmware | Flashing Green | Solid Green “Updating Firmware. . .Do Not Remove SD Card”
update

Compact GuardLogix 5380 SIL 3 controller during Safety Partner firmware Flashing Green | Blinking Red “Updating Firmware. . .Do Not Remove SD Card”
update

Compact GuardLogix 5380 SIL 3 controller during when loading project Flashing Green | Solid Green “Loading. . .Do Not Remove SD Card”

IMPORTANT  Let the load to complete without interruption. If you interrupt the load, data
corruption or loss can occur.

6. When the load is complete, the controller reboots.

Other Secure Digital You can perform these tasks with the SD card:
Card Tasks e Change the image that is loaded from the card.

e Check for a load that was completed.

Applies to th trollers: .
ppriestothase confrofiers e Clear an image from the SD card.

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

e Store an empty image.

o Change load parameters.

e Recad/write application data to the card.

e View safety-lock status and safety signatures on the Non-volatile
Memory tab - Compact GuardLogix 5380 controllers only.

For more information to complete any of these tasks, see the Logix 5000

Controllers Memory Card Programming Manual, publication 1756-PM017.
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Overview

EtherNet/IP Network

Topic Page
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EtherNet/IP Network Topologies 124
EtherNet/IP Network Communication Rates 127
Simple Network Management Protocol (SNMP) 129

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

CompactLogix™ 5380 and Compact GuardLogix" 5380 controllers operate on
EtherNet/IP™ networks.

Before your controller can operate on EtherNet/IP network, you must
configure driver in RSLinx" Classic software. For information on how to
configure EtherNet/IP or USB drivers, see the EtherNet/IP Network Devices
User Manual, publication ENET-UMO006.

IMPORTANT  Some example graphics in this chapter use CompactLogix 5380 controllers
and some use Compact GuardLogix 5380 controllers.

The controller used is for example purposes only. Each example can use
either controller type. For example, the graphics shown in section Linear.
Network Topology beginning on page 125 use Compact GuardLogix 5380
controllers. You can use CompactLogix 5380 controllers in the same
examples.

The EtherNet/IP network offers a full suite of control, configuration, and data
collection services by layering the Common Industrial Protocol (CIP™) over
the standard Internet protocols, such as TCP/IP and UDP. This combination
of well-accepted standards provides the capability that is required to support
information data exchange and control applications.

The controllers use socket interface transactions and conventional
communication over the EtherNet/IP network to communicate with Ethernet
devices that do not support the EtherNet/IP application protocol.
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EtherNet/IP Network The CompactLogix 5380 and Compact GuardLogix 5380 controllers support
Function ality the following EtherNet/IP network functionality:
e Dual built-in EtherNet/IP network ports - Port Al and port A2
Applies to these controllers: e Support for these EtherNet/IP modes:
Compactlogix 5380 — Dual-IP mode - Available with the Studio 5000 Logix Designer”
Compact GuardLogix 5380 SIL 2 application, version 29.00.00 or later
Compact GuardLogix 5380 SIL 3 - Linear/DLR mode
e Support for these EtherNet/IP network topologies:
- Device Level Ring (DLR)
— Linear
— Star

e Support for these EtherNet/IP network communication rates:
- 10 Mbps
— 100 Mbps
- 1Gbps

e Support for only full-duplex operation

IMPORTANT  Ifa device supports only half-duplex, you must connect it to a
switch to communicate with a CompactLogix 5380 or
Compact GuardLogix 5380 controller.

e Support for CIP Sync™ technology that is based on Time
Synchronization using the IEEE-1588 Precision Time Protocol

e Duplicate IP address detection

For more information about network design, see the Ethernet Design
Considerations Reference Manual, publication ENET-RM002.
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Nodes on an EtherNet/IP
Network

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

When you configure your CompactLogix 5380 or Compact GuardLogix 5380
control system, you must account for the number of EtherNet/IP nodes that
you include in the I/O configuration section of your project.

Table 8 - CompactLogix 5380 and Compact GuardLogix 5380 Controller EtherNet/IP Nodes

CompactLogix 5380 Controllers Compact GuardLogix 5380 Controllers Nodes Supported, Max"

5069-L306ER, 5069-L306ERM 5069-L306ERS2, 5069-L306ERMS2, 5069-L306ERMS3 16

5069-L310ER, 5069-L310ER-NSE, 5069-L310ERM 5069-L310ERS2, 5069-L310ERMS2, 5069-L310ERMS3 24

5069-L320ER, 5069-L320ERM, 5069-L320ERP L320ERS2, 5069-L320ERS2K, 5069-L320ERMS2, 5069-L320ERMS2K, 40
5069-L320ERMS3, 5069-L320ERMS3K

5069-L330ER, 5069-L330ERM 5069-L330ERS2, 5069-L330ERS2K, 5069-L330ERMS2, 5069-L330ERMS2K, 60
5069-L330ERMS3, 5069-L330ERMS3K

5069-L340ER, 5069-L340ERM, 5069-L340ERP 5069-L340ERS2, 5069-L340ERMS2, 5069-L340ERMS3 90

5069-L350ERM 5069-L350ERS2, 5069-L350ERS2K, 5069-L350ERMS2, 5069-L350ERMS2K 120
5069-L350ERMS3, 5069-L350ERMS3K

5069-L380ERM 5069-L380ERS2, 5069-L380ERMS2, 5069-L380ERMS3 150

5069-L3100ERM 5069-L3100ERS2, 5069-L3100ERMS2, 5069-L3100ERMS3 180

(1) With controller firmware revision 31 or later. Earlier firmware revisions can have lower node counts.

Devices Included in the Node Count

Any EtherNet/IP devices that you add to the I/O configuration section are
counted toward the controller node limit. The following are examples of

devices that must be counted:

¢ Remote communication adapters

e Switches that are included in the I/O configuration section

e Devices with an embedded Ethernet port, such as drives, I/O modules,

and linking devices

¢ Remote controllers when a produce/consume connection is established

between the two controllers

o HMI devices that are included in the I/O configuration section

e Third-party devices that are directly connected to the EtherNet/IP

network
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Devices Excluded from the Node Count

When you calculate the EtherNet/IP node limitation of a controller, do not
count devices that exist on the EtherNet/IP network but are not added to the

I/O configuration section.

The following devices are not added to the I/O configuration section and are

not counted among the number of nodes:

o Computer

o HMIs that are not added to the I/O configuration section

e Devices that are the target of MSG Instructions but were not added to

the I/O configuration section

o Standard Ethernet devices with which the controller communicates via a

socket interface

Figure 21 shows nodes in the I/O tree.

Figure 21 - Example EtherNet/IP Nodes

Node

Node

Node

Node

Controller Organizer * I X

P Controller L340ERM_application
[ Tasks
P Motion Groups
[ Assets
e Logical Model
~ /0 Configuration

4 B3 5069 Backplane
Eﬁ! [0] 5069-L340ERM L340ERM_application
ﬂ [1] 5069-1A16/A Local_AC_input
ﬂ [2] 5068-0B8/A Local_DCSource_output
ﬂ [3] 5069-0B16F/A Local_Fast_Source_output
4 £ Al Ethernet
Eﬁ! 5069-L340ERM L340ERM_application

>A : 5069-AEM2TR Remote_COMPACT _5000_10_modules
4 B9 5069 Backplane
: [0] 5069-AEM2TR Remote_COMPACT_5000_I0_modules
ﬂ [1] 5069-IF8/A Remote COMPACT _5000_analog_input
ﬂ [2] 5065-0X41/A Remote_COMPACT_5000_relay_output

P-s | 1724-AENTR/B Remote POINT adapter
4 B3 PointlO 4 Slot Chassis
ﬂ [0]11734-AENTR/B Remote_POINT_adapter
ﬂ [111734-IE2C/C Remote_2_channel_current
ﬂ [2]11734-IE4C/C Remote 4_channel_current
ﬂ [3]11734-1B4D/C Remote_Diagnostic_sink_input

L £, 2198-HO08-ERS KS500_drive_1

P £, 2108-HO03-ERS K5500_drive 2
b 5 A2, Ethermnet
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The Capacity tab in the Controller Properties dialog box displays the number
of Ethernet nodes that are used in a project. The following graphic is
representative of the project shown in Figure 21.

| Geneml | MsorFasls | MooFads | Dete/Tme | Advenced | SFCEmction | FPryect
| Monvolatio Memory | C202cty | itemetProtocal | PodCorfiguration | Secuity. | Memlog

Capacity
Total 4,194 304 blocks
[] Awaiabia: 4,155,608 blocks
[ Used 38,696 blocks
Ethemet Nodes
Masmum: S0 nodes
Used 4nodes

— —

OKoo| [cConcel] | ooty | [ibislin |
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EtherNet/IP Network
Topologies

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

CompactLogix 5380 Controller
Compact 5000™ 1/0 Modules

PowerFlex®
527 Drive

Kinetix® 5500 Drives

124

CompactLogix 5380 and Compact GuardLogix 5380 controllers support
these EtherNet/IP network types:

e Device Level Ring Network Topology

e Linear Network Topology

e Star Network Topology

Some examples in this section use a CompactLogix 5380 controller and other
examples use Compact GuardLogix 5380 controllers. This is for example
purposes only. Either controller type can be used in each example.

Device Level Ring Network Topology

A DLR network topology is a single-fault tolerant ring network that is
intended for the interconnection of automation devices. A DLR network uses
Supervisor (Active and Backup) nodes and Ring nodes.

DLR network topologies automatically convert to linear network topologies
when a fault is detected. The conversion to the new network topology
maintains communication of data on the network. The fault condition is
typically easily detected and corrected.

The controller is typically in Linear/DLR mode when it is used in a DLR
topology. If the controller operates in Dual-IP mode, it must connect toa DLR
topology via an ETAP that is connected to an Ethernet port on the controller.

IMPORTANT  Ifyou use a controller in a DLR network with at least one device that has a
maximum network communication rate of 100 Mbps, set the controller
ports to 100 Mbps. If there are other devices in the ring that support
1Gbps, you should still set all devices in the ring to 100 Mbps to help provide
more reliable communication.

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 /0 Modules

All network communication on this network uses the 100 Mbps rate
because all device ports are manually configured for 100 Mbps.

e o o g
Compact 5000 I/0 EtherNet/IP Adapter

Compact 5000 /0 Modules

=
@ : > 88

@ | [ 1734-AENTR Adapter ||~ PanelView™ Plus 7
I3 1734 POINT 1/0™ : Terminal

o Modules

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



EtherNet/IP Network ~ Chapter 8

Linear Network Topology

A linear network topology is a collection of devices that are daisy-chained
together across an EtherNet/IP™ network. Devices that can connect to a linear
network topology use embedded switch technology to remove any need for a
separate switch, as required in Star network topologies.

Figure 23 - Compact GuardLogix 5380 Controller in a Linear Network Topology

Compact 5000 /0 EtherNet/IP Adapter

Compact 5000 /0 Modules
1794-AENTR Adapter
1794 FLEX™1/0 Modules

Workstation

PanelView Plus 7 Terminal

E
i

=]

ITITT0IT

=]

Compact GuardLogix 5380 SIL 2 or SIL 3 Controller Kinetix 5500 Drives 1734-AENTR Adapter
Compact 5000 I/0 Safety, Analog, and Digital Modules 1734 POINT 1/0 Modules

For more information on how to design a DLR network, see the EtherNet/IP

Embedded Switch Technology Application Guide, publication ENET-AP005
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Star Network Topology

A star network topology is a traditional EtherNet/IP network that includes
multiple devices that are connected to each other via an Ethernet switch. The
controller can operate in Linear/DLR or Dual-IP mode when it is connected
to a star network topology.

If the controller operates in Dual-IP mode, the Ethernet ports have unique IP
configurations and must be connected to different subnets.

For more information on how to configure a controller that uses Dual-IP

mode, see Chapter 9, Use EtherNet/IP Modes on page 135.

Figure 24 - CompactLogix 5380 Controllers in a Star Network Topology

CompactLogix 5380 Controller
Compact 5000™ 1/0 Modules 5069-AENTR Adapter

Compact 5000 I/0 Modules

'TYTIXIE)
IIIT

PanelView Plus 7
Terminal Hﬁﬂ

Kinetix 5500 Drive

PowerFlex 527 Drive 1734-AENTR Adapter
1734 POINT I/0 Modules

Integrated Architecture Tools

For more information when you design your CompactLogix 5380 system, see
the Integrated Architecture® Tools and Resources web page. For example, you
can access the Popular Configuration Drawings with different EtherNet/IP
network topologies.

The tool and resources are available at: http://www.rockwellautomation.com/

global/products-technologies/integrated-architecture/tools/overview.page
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EtherNet/IP Network
Communication Rates

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

The CompactLogix 5380 and Compact GuardLogix 5380 controllers support
these EtherNet/IP network communication rates:

« 10 Mbps
e 100 Mbps
e 1Gbps

Network performance in a CompactLogix 5380 system is optimal if the 1 Gbps
network communication rate is used. However, many Ethernet devices do not
support the 1 Gbps network communication rate. Instead, they support a
maximum rate of 100 Mbps.

The difference in maximum network communication rates impacts your
CompactLogix 5380 system and, in some applications, restricts you from using
the 1 Gbps network communication rate on a controller.

When you design a CompactLogix 5380 system and consider using the 1 Gbps
rate on the controller, remember the following:

e You can use the 1 Gbps network communication rate on the controller
ports when all network devices support the 1 Gbps, for example,
5069-AEN2TR adapters with Compact 5000 I/O modules and a
gigabit-capable switch.

When you use the 1 Gbps network communication rate, configure the
controller ports to use Auto-Negotiate.

CompactLogix 5380 Controller
Compact 5000 I/0 Modules

1Ghps

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 1/0 Modules

Workstation

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 1/0 Modules
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¢ You can use the 1 Gbps network communication rate on the controller
ports when some network devices support a maximum network
communication rate of 100 Mbps. However, in this case, the controller
must be connected to those devices through a managed switch.

The port to which the controller is connected must be configured for
Auto-Negotiate and the 1 Gbps network communication rate.

CompactLogix 5380 Controller

Compact 5000 1/0 Modules Compact 5000 I/0 EtherNet/IP Adapter

Compact 5000 1/0 Modules

100 Mbps
PanelView Plus 7

Terminal

100 Mbps

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 1/0 Modules

PowerFlex 527 Drive Kinetix 5500 Drive

We recommend that you do not use the 1 Gbps network communication rate
on the controller ports if it operates on a linear or DLR network topology and
at least one device on the network supports the maximum network
communication rate of 100 Mbps.

That is, do not use different network communication rates on device ports in
the same EtherNet/IP network without a managed switch.

All network communication on this

network uses the 100 Mbps rate. 1794-AENTR Adapter

Compact 5000 I/0 EtherNet/IP Adapter
1794 FLEX™1/0 Modules

Compact 5000 1/0 Modules

3

e

Workstation PanelView Plus 7

Terminal

T

i

[T T
T

CompactLogix 5380 Controller Kinetix 5500 Drives 1734-AENTR Adapter
Compact 5000 /0 Modules 1734 POINT I/0 Modules
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S|mp|e Network SNMP enables the controller to be remotely managed through other network
management software. SNMP defines the method of communication among
Management Protocol the devices and also denotes a manager for the monitoring and supervision of

(SNMP) the devices. SNMP is disabled on the controller by default.

For more information about SNMP, see the Ethernet Reference Manual,
publication ENET-RMO002.

Use a CIP Generic MSG to Enable SNMP on the Controller

1. AddaMSG instruction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
mode switch is in RUN mode, or if the FactoryTalk Security settings
deny this editing option.

2. Configure the Configuration tab on the Message Configuration dialog
box as follows:

— Message Type - CIP Generic

— Service Type - Custom

— Service Code - 4c

— Instance - 1 for Linear/DLR mode, 2 for Dual-IP mode
— Class-f5

- Attribute - 0

- Source Element - Controller tag of USINT/[5] data type.

In this example, the controller tag is named onArray and must match

the following graphic.

IMPORTANT  The Source Element tag in your Logix Designer application project
must match the values that are shown in the graphic.

If you use values that are different than the ones shown, SNMP will
not be enabled.

Name [Z5 « Value * Style Data Type
. (.} Decimal  USINT[S]
b onArray[0] 1 Decimal USINT
b onArray[1] 161 Decimal USINT
b onArray[2] 0 Decimal USINT
b onArray[3] 17 Decimal USINT
b onArray[4] 1 Decimal USINT
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- Source Length - 5

Message Configuration - msgOn x
Configuration  Commurication Tag

Message Type: CIP Generic ~

Service [Citom | Source Element;
Type:
Sorcslength: 5 |[3] (Bytes)

e (o o [E )00 o
mstence:[1 | Atwibute: [0 | He) Eienents e

CEnable  (Enable Wating (0 Start 3 Done Done Length: 0
3 Emor Code Extended Eror Code: [ Timed Out +
Emor Path: THIS

Emor Text

Cancel A Help

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Message Configuration - msgOn

Configuration Communication Tag

@ Path: Browse..

Communication Method
cip DH-+ A 0 -

[[Jconnected Cach nnections -

JEnable 2 Enable Waiting O Start JDone Done Length: 0
JEnor Code Extended Eror Code [ Timed Qut *
Error Path:  THIS

Error Text

Cancel Appl Help
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Use a CIP Generic MSG to Disable SNMP on the Controller

1. AddaMSG instruction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
mode switch is in RUN mode, or if the FactoryTalk Security settings

deny this editing option.

2. Configure the Configuration tab on the Message Configuration dialog
box as follows:

Message Type - CIP Generic
Service Type - Custom
Service Code - 4¢

Instance - 1 for Linear/DLR mode, 2 for Dual-IP mode

Class - f5
Attribute - 0

Source Element - Controller tag of USINT[5] data type.

In this example, the controller tag is named offArray and must match

the following graphic.

IMPORTANT  The Source Element tag in your Logix Designer application project

must match the values that are shown in the graphic.

If you use values that are different than the ones shown, SNMP will

not be disabled.

. 4 offArray

b offArray[0]
b offArray[1]
b offArray[2]
b offArray[3]
b offArray[4]

{..} Decimal

1 Decimal
161 Decimal
0 Decimal
17 Decimal

0 Decimal

USINT[5]

USINT
USINT
USINT
USINT
USINT
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- Source Length - 5

Message Configuration - msgOff x
Configuration ' Communication ~ Tag

Message Type CIP Generic ~

Service [ U] SourceEement:

Type:
Sourcelength:  [5 |3 (Bytes)
Seac (Hex) Class: (Hex)
Element:
Instance: atwbutes [0 | (Hex) e
CEnable () Enable Wating (0 Start ) Done Done Length: 0
3 Enror Code: Extended Eror Code: []Timed Out
Error Path: THIS
Error Text

Cancel Apply Help

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Message Configuration - msgOff X

Configuration Communication Tag

@ Path Errszz
THIS
Broadcast

Communication Method

cIp DH+ A 0 =
CIP With 0 S 0 =
Source ID = =

[Cconnected Connections - “onnection
JEnable 2 Enable Waiting O Start JDone Done Length: 0
2 Error Code Extended Eror Code [ Timed Qut *
Error Path: THIS
Error Text

Cancel Apply Help
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Socket Interface The controller can use socket interfaces to communicate with Ethernet devices
that do not support the EtherNet/IP application protocol. The socket
Applies to these controllers: interface is implemented via the Socket Object. The controller communicates
CompactLogix 5380 with the Socket Object via MSG instructions.

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL3 The controllers support up to 32 socket instances.

IMPORTANT  Keep these in mind when you use sockets with the controllers:

+ Al CompactLogix 5380 and Compact GuardLogix 5380 controllers must
use unconnected MSG instructions for socket servers. When you
configure a message for a CompactLogix 5380 and Compact GuardLogix
5380 controller, make sure that the Connected checkbox on the Message
(onfiguration dialog box is cleared.

When the controller operates in Dual-IP mode and uses a Socket Object,
you can use an IP address with a Socket_Create service type. For more
information, see Use Socket Object on page 159.

For more information on the socket interface, see:

o EtherNet/IP Socket Interface Application Technique, publication
ENET-AT002.

o Knowledgebase Article Socket Communication in ControlLogix and.

CompactLogix
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Notes:
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Overview

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Use EtherNet/IP Modes

Topic Page
Overview 135
Available Network Levels 136
EtherNet/IP Modes 137
Overlapping IP Address Ranges 143
Configure the EtherNet/IP Modes 144
Change the EtherNet/IP Mode 152
Software Display Differences for EtherNet/IP Modes 160

This chapter describes the EtherNet/IP™ modes that are available with the
CompactLogix™ 5380 and Compact GuardLogix" 5380 controllers.

e Dual-IP
e Linear/DLR

We expect you to have a working knowledge of both modes before using a
CompactLogix 5380 or Compact GuardLogix 5380 controller. This chapter
describes specific tasks in each application that are related to the EtherNet/IP
modes.

Other chapters in this publication describe how to perform more general tasks
in the Studio 5000 Logix Designer” application and RSLinx" Classic software.
If necessary, read those chapters to understand better the tasks that are
described in this chapter.
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Available Network Levels

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

136

The controllers can connect to these EtherNet/IP network levels:

o Enterprise-level Network

e Device-level Network

The advantage of connecting to separate network levels is that you can segment
the networks and isolate the communication on each. For example,
communication that is required for the controller to execute a task is restricted
to the device-level network.

Network segmentation and the resulting communication isolation can help
provided enhanced security in your application. Additionally, the option to

connect to separate network levels helps you organize the networks in your
application in a more logical manner.

Enterprise-level Network

Remember the following when you connect to enterprise-level networks:

e You can connect only port Al to an enterprise-level network.

IMPORTANT  When you set the IP address and subnet mask, you establish an IP address
range for the port. Make sure that the IP address ranges that are established
for each port on the controller do not overlap.

For more information on overlapping IP address ranges, see Qverlapping IP
Address Ranges on page 143.

When you connect a port to an enterprise-level network, you configure the
following parameters:

e IP address (Required)

e Subnet mask, also called the network mask (Required)
o Gateway address (Optional)

e Host name (Optional)

¢ Domain name (Optional)

e Primary DNS server address (Required if your controller makes

DN requests.)

e Secondary DNS server address (Required if your controller makes
DN requests.)
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EtherNet/IP Modes

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Device-level Network

Remember the following when you connect to device-level networks:

e You are not required to connect the controller to an enterprise-level
network to connect to device-level networks.

e You can connect port Al, port A2, or ports Al and A2 to device-level
networks.

When you connect a port to a device-level network, you configure the
following parameters:

o IP address (Required)
e Subnet mask, also called the network mask (Required)
o Gateway address (Optional)

e Host name (Optional)

With the Logix Designer application, version 29 or later, the controllers
support these EtherNet/IP modes:

e Dual-IP Mode
e Linear/DLR Mode

Out-of-the-box, the controller EtherNet/IP mode is Dual-IP mode.

Dual-IP Mode

Dual-IP mode lets you connect ports Al and A2 to separate networks. In this
mode, port Al can connect to an enterprise-level network or a device-level
network. Port A2 can only connect to a device-level network.

IMPORTANT  Dual-IP mode is first available with CompactLogix 5380 controller firmware
revision 29.011 or later.

In this mode, each port requires its own network configuration. For more
information on how to configure the Ethernet ports when the controller uses
Dual-IP mode, see Configure the EtherNet/IP Modes on page 144.

You must avoid overlapping IP address ranges when you configure the Ethernet
ports in Dual-IP mode. For more information, see Overlapping IP Address
Ranges on page 143.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 137



Chapter9

Use EtherNet/IP Modes

138

Figure 25 shows a CompactLogix 5380 controller using Dual-IP mode in with
connections to an enterprise-level network and a device-level network.

Figure 25 - CompactLogix 5380 Controller in Dual-IP Mode with Enterprise-level and Device-
level Network Connections
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Figure 26 shows a CompactLogix 5380 controller using Dual-IP mode in with
connections to separate device-level networks, including a DLR network.

Figure 26 - CompactLogix 5380 Controller in Dual-IP Mode with Device-level
Network Connections Only

IMPORTANT  Ifacontrolleris using Dual-IP mode, it can connect to a DLR network topology only through a
1783 Ethernet tap, in this case via port A2.

Port A1 Connected to Another
Device-level Network.

Port A2 Connected

to a DLR Network.
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Controller Functionality Considerations in Dual-IP Mode
Remember these controller functions when you use Dual-IP mode:

e The controller does not support these functions:
— TCP routing or switching between the two separate networks.

— CIP™ bridging of I/O connections (including produce/consume)
between the two separate networks.

e The controller supports these functions:

— CIP bridging for non-I/O connections such as HMI, messaging, or
sockets between the two separate networks.

— CIP bridging for Unconnected CIP messages between the two
separate networks.
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PowerFlex 527
Drive

Linear/DLR Mode

When controllers operate in Linear/DLR mode, they can only connect to one
network. That is, there is only one network configuration. The two physical
ports allow the controller to connect to linear or DLR media topologies if

desired.

After firmware revision 29.011 or later is installed on a controller, the
EtherNet/IP mode is automatically set to Dual-IP mode. You must change the
EtherNet/IP Mode to use Linear/DLR mode.

For more information on how to change the controller to Linear/DLR mode,

see Change the EtherNet/IP Mode on page 152.
Figure 27 - CompactLogix 5380 Controller in Linear/DLR Mode in a DLR Network
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Figure 28 - Compact GuardLogix 5380 Controller in Linear/DLR Mode in a Linear Network
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Figure 29 - CompactLogix 5380 Controller in Linear/DLR Mode in a Star Network
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Overlapping IP Address
Ranges

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

IMPORTANT  Overlapping IP address ranges only applies when the controller operates in
Dual-IP mode.

If you use the controller in Linear/DLR mode, you can skip this section and
proceed to Linear/DLR Mode on page 141.

The IP address and subnet mask values that you assign to an Ethernet port
establish an IP address range for the port. The subnet mask value is used to
establish the Network part of the IP address.

Overlapping IP address ranges occurs when any IP address from one range is
also present in the other IP address range. When a controller uses Dual-IP
mode, the Network parts cannot overlap between the Ethernet ports.

The following examples describe conditions in which IP address ranges do not
or do overlap.

EXAMPLE IP Address Ranges Do Not Overlap

The table describes port A1 and port A2 configurations that use IP address
ranges that do not overlap.

None of the IP addresses in either port IP address range exists in the IP
address range for the other port.

Port Number | IP Address Subnet Mask/ | IP Address Range
Network Mask | (Low to High)

Al 192.168.1.5 255.255.255.0 | 192.168.1.1...192.168.1.254
A2 192.168.2.1 255.255.255.0 | 192.168.2.1...192.168.2.254

EXAMPLE IP Address Ranges Do Overlap

The table describes port A1 and port A2 configurations that use IP address
ranges that do overlap.

AllIP addresses in the port A2 IP address range are in the port A1 1P
address range.

Port Number | IP Address Subnet Mask/ | IP Address Range
Network Mask | (Low to High)

Al 192.168.1.5 255.255.252.0 | 192.168.0.1...192.168.3.254
A2 192.168.2.1 255.255.255.0 | 192.168.2.1...192.168.2.254

The difference between the port configurations in the examples is the Subnet
Mask/Network Mask value for port Al.

In the first example, the value is 255.255.255.0. In the second example, the
value 255.255.252.0.
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Configure the EtherNet/IP
Modes

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

144

You can configure both Dual-IP and Linear/DLR EtherNet/IP modes with
these software applications:

e Logix Designer application, version 29.00.00 or later
¢ RSLinx Classic software, version 3.81.00 or later

e With the Logix Designer application, version 28.00.00,
the 5069-L320ER and 5069-L340ERM controllers only support
Linear/DLR mode.

IMPORTANT  Keep in mind that the applicable minimum software versions vary
by controller catalog number. That is, you can use some controllers
in lower software minimum versions than others.

The screens can be slightly different on the Controller Properties dialog box
for Compact GuardLogix 5380 controllers. For example, the Compact
GuardLogix 5380 Controller Properties dialog box includes a Safety tab that
does not exist in the CompactLogix 5380 Controller Properties dialog box.

Configure Dual-IP Mode in the Logix Designer Application

In the Logix Designer application version 29.00.00 or later, the EtherNet/IP
Mode is Dual-IP by default and is displayed on the General tab in the
Controller Properties dialog box.

@‘ Controller Properties - L340ERM_application = ’E‘@
I‘w1err|cr\.r Capacity Intemet Protocol Port Corfiguration Security Alam Log
Generl Major Faults Minor Faults Date/Time Advanced SFC Execution Project
Ve Alen-Bradley
Type: 5089-L340ERM CompactLogix™ 5380 Cortroller e
Revision: 31.002
Name L340ERM_application
Description:

<none

Etherhlet/IP A1/AZ: Dual-IP Change IP Mode
Mode: -
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You set the IP address and Subnet Mask on the Internet Protocol tab.

TIP When you set the IP address and Subnet Mask, we recommend that you use

a USB connection from the workstation to the controller.

1. Confirm that the project is online.

2. Confirm that the controller is in one of these modes:
e Program mode
e Remote Program mode

¢ Remote Run mode

You cannot change the IP Address or Subnet Mask if the controller is in

Run mode.

Click the Internet Protocol tab.

From the Port pull-down menu, choose Al.
Click Manually configure IP settings.

Assign IP Address and Network Mask values.
Click Apply.

NN W R W

= ==

| General | Major Faults I muns | Date/m\l Advanced | SFC Execution I Project |
i i Intemet Protocol” | Yot Corfigurtion |  Secuity | Alam Log

@ Controller Properties - L340ERM_application

@ Manually corfigure IP setti
i i atically using DHCP

IP Address 152 168 . 1 & Subnet Mask 255 255 255 . O
Gateway Address: 0 0
Domain Name: Frmary DNS Server 0.0 .0 .0
Address:
Secondary DNS
Host Name: Server Address: 0 0.0 0
——
7/ N\
oK) (o | o) [
N\ /

8. Repeat the previous steps, beginning at step 4

In step 4, make sure that you choose A2 from the Port pull-down menu.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020

145



Chapter9  Use EtherNet/IP Modes

Configure Dual-IP Mode in RSLinx Classic Software

In RSLinx Classic software, the IP Mode for which the controller is configured
is displayed on the General tab in the Configuration dialog box.

For example, this graphic displays that the controller is in Dual-IP mode.

USB\15 5060-L340ERM/A_LnxMain_3729 Configuration (S|

7 N
( General | Poﬁ Configuration I Advanced Port Configuration

Device Name: | 5069-L340ERM/A_LrxMain_3729
Vendor: Allen-Bradley Compary

Product Type: 14

Product Code: 194

Revision: 31.002

Serial Number: 60794F50

Faults:

N\
7\

EtherMet/IP Mode: A1/AZ: Dual-P ange IP Mode...

| [ ok [ cancel Apply Help
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You set the IP Address and Network Mask on the Port Configuration tab.

TIP When you set the IP address and Subnet Mask, we recommend that you use
a USB connection from the workstation to the controller.

1. From the Port pull-down menu, choose Al.

Click Manually configure IP settings.

2
3. Assign IP Address and Network Mask values.
4

Click Apply.
USEY15 5069-1340ERM/A_Ln:xMain_3729 Configuration X ]
@eﬁll Port CDI"“QU'H“O”Mnced Port Configuration
/
N @ Manually configure IP ssttings
Qbtain P settings automaliedfy using BOOTP
| automatically using DHCP
L Address: 1% . 168 . 1 . 5
< Network Mask: 256 . 255 . 285 . O
N ateway Address: o . 0 . 0 . O
Primary
Server:
Secondary Name ) ) ) 0
Server: . : :
Domain Name:
Host Name:
Status: MNetwork Interface not Corfigured
[ ok ][ canca || ] [ Hel

5. Repeat the steps.

In step 1, make sure that you choose A2 from the Port pull-down menu.
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Configure Linear/DLR Mode in the Logix Designer Application

Remember, with firmware revision 29.011 or later, the EtherNet/IP Mode is
Dual-IP by default. You must change the mode to use Linear/DLR mode.

IMPORTANT  For more information on how to change the controller EtherNet/IP mode,
see Change the EtherNet/IP Mode on page 152.

After you change the EtherNet/IP mode to Linear/DLR mode, the new mode
choice is displayed on the General tab in the Controller Properties dialog box.

3 Controller Properties - L340ERM _application I/\\) o= [ =]
Nunvulaii\e‘ﬁc(nury I Capacity | Intemet Protocol | Port Corfiguration | Networlc I Security | Alam Log |
General | )Majanaults | Minor Faults I Date/Time I Advanced I SFC Execution I Project |

Allen-Bradley
Type 5065-L340ERM CompactLogix™ 5380 Controller Change Controller...
Revision: 31.002
MName: L340ERM_spplication
Description:
<none>
d . ————
EtherNet/IP Al/AZ: Linear/DLR Change IP Mode
N Mode
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You set the IP Address and Subnet Mask on the Internet Protocol tab.

1. Confirm that the project is online and the controller is in Program
mode, Remote Program mode, or Remote Run mode.

You cannot change the IP Address or Subnet Mask if the controller is in

Run mode.
2. Click the Internet Protocol tab.
3. Click Manually configure IP settings.
4. Assign IP Address and Network Mask values.
5. Click Apply.
 Controller Properties - LMOERM_application oo
[ Goeml | Ve ok | ST e | Advenced | SFCEwoton | Pres |

@ Manually corfigure IP settings
i j sing DHCP

| Nonvalatile Memory I Capamx(‘ Intemet Protocol™ |)P0nCorrf\gumtlon I Network I Security I Mam Log ‘

IP Address 192 . 168 . 1 5 Subnet Mask 255 255 255 . 0
Gateway Address 0 1]
Primary DNS Server
Domain Name Address 0.0 .0.0
Host Name peconday/i 0.0 . 0.0

Server Address:

Lo (e ] [ oy [ Y]
N\ /

———
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Configure Linear/DLR Mode in RSLinx Classic Software

Remember, with firmware revision 29.011 or later, the EtherNet/IP Mode is
Dual-IP by default. You must change the mode to use Linear/DLR mode.

IMPORTANT  For more information on how to change the controller EtherNet/IP mode,
see Change the EtherNet/IP Mode on page 152.

The new mode choice is displayed on the General tab in the Controller
Properties dialog box.

USB\5 5069-1340ERM/A_LnxMain_3729 &nﬁgumhg

I ~N
< General | P%‘t Corfiguration | Advanced Port Corfiguration | Network|

Device Name: | 5065-L 340ERM/A_LrocMain_3729
Vendor: Allen-Bradley Compary

Product Type: 14

Product Code: 194

Revisian: 31.002

Serial Number: 60794F50D

Faults:

EtherMet/IP Mode: A1/A2: Linear/DLR | Chandy IP Mode...

PN

[ ok J[ caneel || epiy Help
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You set the IP Address and Subnet Mask on the Internet Protocol tab.
1. Confirm that the project is online.
2. Click the Port Configuration tab.
3. Click Manually configure IP settings.
4. Assign IP Address and Network Mask values.
5. Click Apply.
USB\16 5069-L340ERM/A Configuration =)
General | Port Corfiguration |Ad\ranced Port Configuration I Network|
<:: @ Manually configure IP settings
. - Taly using BOOTP
F Settings automatically using DHCP
</ IP Address: 192 . 188 . 1 . 5
N Metwork Mask:
Gateway o
Primary Name 0 0 0 0
Server: . . .
Secondary Mame 0 0 0 0
Server: . . .
Domain MName:
Host Name:
Status: Metwork Interface Corfigured
yd N\
[ ok J[ Conce J[ moiy[\][ Jteo |
N J/
N S~ —
Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 151



Chapter9  Use EtherNet/IP Modes

Change the EtherNet/IP

Mode

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

152

You can change the EtherNet/IP mode in the Logix Designer application or
RSLinx Classic software.

IMPORTANT  Remember the following:

«  Exercise caution when you change the EtherNet/IP mode on your
controller, and consider the possible effects of the change.

«You cannot change the controller EtherNet/IP mode from Dual-IP to
Linear/DLR when you are connected through port A1 port. You must be
connected to the controller via port A2 to change from Dual-IP mode to
Linear/DLR mode.

The effects of changing the EtherNet/IP mode are different based on mode
change. Make sure that you are aware of them before changing the EtherNet/IP
mode.

Table 9 - Effect of Changing the EtherNet/IP Mode

EtherNet/IP Mode Change Effects

Dual-IP Mode to Linear/DLR Mode « The port A2 IP address, network mask, default
gateway settings are applied to the A1/A2 port.

« The MACaddress of port A1 is applied to port A1/A2.

This scenario exists if the controller firmware is
upgraded to revision 29.011 or greater before an IP
address is set.

« Attempts to change from Dual-IP mode to Linear/
DLR mode are only successful if the I/0 configuration
section in at least one port does not contain
modules.

If the 1/0 configuration sections for both ports
include modules, you cannot change the EtherNet/IP
mode from Dual-IP mode to Linear/DLR mode.

Linear/DLR Mode to Dual-IP Mode « The port A1/A2 IP address, network mask, default
gateway settings are applied to port A2.

Other port A1/A2 settings, for example, DNS servers
and Domain Name, are lost.

« The port A1/A2 MAC address is applied to port A1. A
separate MAC address is applied to Port A2.

« Port ATis DHCP-enabled.

« The /0 Configuration section in the Logix Designer
application project is automatically assigned to
port A1.

You can change the I/0 configuration in the Logix
Designer application project to assign it to port A2.
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Change the EtherNet/IP Mode in the Logix Designer Application

IMPORTANT  This example shows the EtherNet/IP mode change from Dual-IP mode to

Linear/DLR mode. The same tasks apply to change from Linear/DLR mode to

Dual-IP mode.

To change the EtherNet/IP mode in the Logix Designer application, complete

these steps.

1. Confirm that the project is offline.

2. On the General tab of the Controller Properties dialog box, click

Change IP Mode.

@ Controller Properties - L340ERM_application =) @
Monvolstile Memany I Capacity I Intemet Protocol I Port Configuration I Security | Alam Log |
General | Maijor Faults I Minor Faults | Date:/Time: I Advanced I SFC Execution I Project
Vendor: Allen-Bradley
Type 5065-L340ERM CompactLogix™ 5380 Controller Change Controller..
Revision: 31.002
Name: L340ERM_application
Description

<none>
Etherhet/IP A1/AZ: Dual-IP Change IP Mode
Mode:
G

3. From the New mode pull-down menu, choose the new mode and

click OK.

Change EtherNet/IP Mode

A1/AZ: DualIP

AL1/A2: Linear/DLR. -
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Click OK on the Controller Properties dialog box.
Save the project.

Download the updated project to the controller.

NN W R

When the following warning appears, read it carefully.

IMPORTANT  Before you change the EtherNet/IP mode, make sure that you
understand the impact on your controller when you change
the mode.
For more information on the impact of changing the EtherNet/IP

mode, see Table 9 on page 152.

Changing EtherNet/IP Mode ==

l b The EtherMet/IP Mode is about to be changed in the contraller.

Current mode: A1fAZ: Dual-IP
MNew mode: A1fAZ: Linear/DLR

f The online project wil be deared and the contraller wil reset.
Download will continue after power up is complete.

3 DAMGER: The EtherMet/IP Mode in the controller is set to Dual-IP
and will be changed to Linear/DLR.. Changing to Linear/DLR. will
combine the Ethernet networks, resulting in disruption of the
network if wired for Dual-IP,

g The Internet Protocol settings for the A1/A2 interface will be copied
from the AZinterface. Ensure that these settings are carrect.

Proceed with the EtherMet/IP Mode change?

[ Yes !}] I Mo I I Help

8. Click Yes to continue.
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Change the EtherNet/IP Mode in RSLinx Classic Software

To change the EtherNet/IP mode in RSLinx Classic software, complete these
steps.

1. Confirm that the controller is online and there is no project in the
controller.

2. Confirm that the controller is in one of these modes:
e Program mode
e Remote Program mode

¢ Remote Run mode

You cannot change the IP Address or Subnet Mask if the controller is in
Run mode.

3. Right-click the controller and choose Module Configuration.

=) '

1921681 .5 ERLrRlHRE

SUsl W Largelcons

A
M/A Details

CrE

Remove

Configure New DDE/OPC Topic
Data Monitor

Driver Diagnostics

Configure Driver

Upload EDS file from device

Security...
Device Properties

ule Statistics

< Madule Configuration N
\ /
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4. On the General tab of the Configuration dialog box, click Change
IP Mode.

USB\L5 5069-L340ERM/A_LnxMain_3729 Configuration (G|
- LUSIEEASTL

f N\
< General | P%‘t Configuration | Advanced Port Configuration

Device Name: 5069-L340ERM/A_LrxMain_3729
Vendor: Allen-Bradley Company

|| Product Type: 14

Product Code: 194

Revision: 31.002

Serial Number: 60794F50

Faults:

EtherMNet/IP Mode: A1/A2:

al-IP Change IP Mode...

| s e e

5. From the New mode pull-down menu, choose the new mode and
click OK.

Change EtherNet/IP Mode [

& the controller to be reset.

Jﬁ\ Changing the Efhacasr-fdhes

Current mode:  A1/A2: Dual-IP

New mode: [AIJ‘AZ: Linear/DLR.

156 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Use EtherNet/IP Modes ~ Chapter 9

6. When the following warning appears, read it carefully.

IMPORTANT  Before you change the EtherNet/IP mode, make sure that you
understand the impact on your controller when you change
the mode.
For more information on the impact of changing the EtherNet/IP
mode, see Table 9 on page 152.

Changing EtherNet/IP Mode X ]

The EtherNet/IP Mode is about to be changed.

Current mode: A1/AZ: Dual-IP
Mew mode: A1/AZ: Linear/DLR

4 DANGER: The EtherNet/IP Mode in the controller is set to
—=%  DualHP and will be changed to Linear/OLR. Changing to
Linear [OLR. will combine the Ethernet networks, resulting in
disruption of the network if wired for Dual-IP.

4. The Internet Protocol settings for the A1/A2 interface will be
—= copied from the A2 interface. Ensure that these settings are
correct.,

Proceed with the EtherMet/IF Mode change?

Yes ] I Mo I I Help

7. Click Yes to continue.
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DNS Requests
To qualify the address of a module, use DNS addressing to specify a host name
for a module, which also includes specifying a domain name and DN servers.
DNS addressing makes it possible to configure similar network structures and
IP address sequences under different domains.
DNS addressing is necessary only if you refer to the module by host name, such
as in path descriptions in MSG instructions.
IMPORTANT Safety Consideration
For information on DNS Addressing for Compact GuardLogix 5380
controllers, see DNS Addressing on page 61.
For more information on DNS addressing, see the EtherNet/IP Network
Configuration User Manual, publication ENET-UMO001
DNS Request Routing
DN requests can be generated from port Al or port A2.
DNS Request Generated from Port A1

e If the DNS server address is in the local subnet of port A1, DNS
requests leave through A1 port.

e Ifport A2 is enabled and the DNS server address is in local subnet of
port A2, DNS requests leave through A2 port.

o Ifthe DNS server address is outside of all local subnets, DNS requests
leave through A1 port towards port Al default gateway.

DNS Request Generated From Port A2

e Ifport Al is enabled and the DNS server address is in local subnet of
port Al, DNS requests leave through Al port.

o If the DNS server address is in local subnet of port A2, DNS requests
leave through A2 port.

e Ifport Al is enabled and the DNS server address is outside of all local
subnets, DNS requests leave through A1 port towards port Al default
gateway.

e Ifport Al is disabled and the DNS server address is outside of all local
subnets, DNS requests leave through A2 port towards port A2 default
gateway.
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SMTP Server

The SMTP server is only available via the enterprise port. Therefore, emails
can only be sent on the enterprise port.

For more information on how to send emails via an Ethernet port, see the
EtherNet/IP Network Configuration User Manual, publication
ENET-UMO0O01.

Use Socket Object

When the controller operates in Dual-IP mode and uses a Socket Object, you
can use an IP address with a Socket_Create service type. By default this IP
address is INADDR_ANY.

Remember the following:

e Ifyouuse INADDR_ANY, IP communication that the Socket Object
instance initiates follows the same routing rules as DNS request routing
rules described in DNS Request Routing on page 158.

e Ifyou use the IP address of port Al instead of INADDR_ANY, IP
packets can only go to the port Al subnet or via its default gateway.

e Ifyou use the IP address of port A2 instead of INADDR_ANY, IP
packets can go only to port A2 subnet or via its default gateway.

e Ifyou use an IP address other than the port Al or A2 IP addresses or
INADDR_ANY, the Create_Socket_Service request is rejected.

Send Message Instructions

You can send Message (MSG) instructions out the enterprise port or the
device-level port. The only difference between the MSG instruction
configurations is the path.

When you configure an MSG instruction on a controller that operates in Dual-
IP mode, use these paths:

e Enterprise port (Port Al) -3
e Device-level port (Port A2) - 4

If the controller operates in Linear/DLR mode, the path is 2.
For more information on how to use MSG instructions, see the Logix

5000 Controllers General Instructions Reference Manual, publication 1756-
RMO003.
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Software Display Differences for EtherNet/IP Modes

Table 10 shows differences in the Logix Designer application when the
controller uses Dual-IP mode or Linear/DLR mode.

Table 10 - EtherNet/IP Mode Display Differences in the Logix Designer Application

EtherNet/IP Mode
Sectionin Dual-IP Mode Linear/DLR Mode
Application
1/0 Configuration ; - -
Tree in Controller =3 V0 Configuration R
Organizer E|- 5069 Backplane - 1/0 Cenfiguraticn

£} [0] 5069-L340ERM L340ERM_application 5060 Backplane

225 A1, Ethernet ¢ L [0] 5069-L340ERM L340ERM_application
. L[ 5069-L240ERM L340ERM _applicaticn E-w5 Al/A2, Ethernet
225 A2, Ethernet

i {7 5069-L340ERM L340ERM _application

General Tab on

Controller & Controller Properties - L340ERM_application o [5-][=5] @ Controller Properties - L340ERM_application B = [@ =]
Properties Dlalog Nonvolatie Memory | Capacty | iniemet Protocol | Port Corfiguration | Securty | Aamlog | Nonvolatic Memory | Capacity | Intemet Protocol | Pott Configuration | Network | Secury | Alam Log |
B Generl | Majorfauts | MnorFauks | Date/Tme | Advanced | SFCExecuion | Projest General | MajorFauts | MnorFauts | Date/Tme | Advanced | SFCExecuton | Project
X Vendor Hlen-Bradiey Vendor Mlen-Bradey
Type: 5069-L340ERM CompactLogix™ 5380 Controler Change Controller Type: 5063-L340ERM Compact Logix™ 5380 Cortroller Change Cortroller
Revision 31.002 Revision: 31.002
Name: L340ERM_applcation Name: L34DERM_spplication
Description: e Descrption:
<mone> <none>
il /
Eherlet/IP A1/A2: DuaHP < Eheret/IP A1/AZ Linear/DLR Criange I Mode.
(| tote \_ Mode
Internet Protocol on
Controller & Controller Propertics - L340ERM _application o 2 =e & Controller Properties - L340ERM_application o 2=
Properties Dlalog [ Geneml | MojorFouts | MinorFoutts | Date/Tme [ Advanced | SFCExecion | Project | [ Geneml | MajorFauts | MinorFauts [ Date/Tme | Advanced [ SFCExecuon | Project |
B Intemet Protocel” | Port Corfiguration | Secutty | Alam Log Intemet Protocol” | Port Corfigurstion | Netwotk | Securty | Aam Log
0X i
1 (o (A2~
N ® Manualy corfigure |P settings
Zutomaticzly using DHCP ©) Obtain IP setings automatically using DHCP
IP Address: 192.168. 1 . 5 Subnet Mask 255 . 255 . 255 . 0 IP Address: 192.168. 1 . 5 Subnet Mask: 255 . 255 . 255 . 0
Gateway Address 0.0.0.0 Gateway Address 0.0.0 0
Domain Name: PmayDNSSever 90 0 0 Domain Name: oy = lSarvey 0.0.0.0
Host Name g;";";‘;g:s 0.0.0 .0 Host Name Sscondary,DNS 0.0.0 .0
oK Cancel oply | Hep [oopg J[ Conesl [ ooty ][ Hep

If you connect port A1 to a device-level network, some parameters appear
as configurable but are not used. For more information on what parameters
you configure to connect a port to a device-level network, see Device-level
Network on page 137.

The Controller Properties dialog box also provides a Network tab in the Logix
Designer application when the controller uses Linear/DLR mode. The
Network tab is not available when the controller uses Dual-IP mode.
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Table 11 shows differences in RSLinx Classic software when the controller uses
Dual-IP mode or Linear/DLR mode.

Table 11 - EtherNet/IP Mode Display Differences in the RSLinx Classic Software

EtherNet/IP Mode
Section in Dual-IP Mode Linear/DLR Mode
Software
General Tab .
USBA15 5069-L340ERM/A_LnxMain_3720 Configuration (Cx] USBA15 5069-1340ERM/A_LnxMain_3729 mnﬁgumhg
General | Port Configuration | Advanced Port Corfiguration General | Port Configuration | Advanced Fort Configuration | Network |
Device Name: 5069-L340ERM/A_LrxMain_3729 Device Name:  5069-L340ERM/A_LrMain_3729
Vendor. Allen-Bradley Compary Vendor: Alen-Bradley Company
Product Type: 14 Product Type: 14
Produc Code: 194 Product Code: 184
Revision: 31002 Revison: 31002
Serial Number: 60794F5D Serial Number: 60734F5D
Faults Fauls:
’/ 4/
( Etherhlet/IP Mode: A1/A2: DusHP [ Ghange IP Mode... EtherNet/IF Mods: A1/A2: Linear/DLR | Chidoge IP Mode.
N N
| Cael ] [ ey Hen Fovty
Port Configuration
Tab 9 USB\15 5069-L340ERM/A_LnxMain_3729 Configuration (X ] USB\15 5069-L340ERM/A _LnxMain_3729 Ccmﬁgu_ (LT

Port Configuration | Advanced Port Corfiguration

q i
(\ @ Manualy configure IP settiphs
Qbtain IP settings userfGically using BOOTP
) Obtain IP settings automatically using DHCP
IP Address 192 188 . 1 5
Network Mask: 265 . 265 . 26 . 0
Gateway Address: [i] 0 0 [}
Frimary Name ] T o 2
Server :
Secondary Name o 1 5 5
Server
Domain Name
Host Name:
Status: Network Interface not Corfigured
o] ] o) o)

1 Port: |Al/A2 -

Magyaly copfigus
Obtain |P setfings automatically using BOOTP
() Obtain IP setfings automaticaly using DHCP

Port Configuration | Advanced Port Corfiguration | Network

IP Address: 192 . 168 . 1 5
Network Mask 255 . 2% . 25 . 0
Gateway Address: [] [i] [i] 0
Primary Name 5 5 5 5
Seconday Hans 7 T o
erver:

Domain Name

Host Name:

Status: Network Interface Corfigured

e Apply Help

If you connect port A1 to a device-level network, some parameters appear
as configurable but are not used. For more information on what parameters
you configure to connect a port to a device-level network, see Device-level

Network on page 137.

The Configuration dialog box also provides a Network tab in RSLinx Classic
software when the controller uses Linear/DLR mode. The Network tab is not
available when the controller uses Dual-IP mode.
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Notes:
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Connection Overview

Applies to these controllers:

CompactLogix™ 5380

Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Manage Controller Communication

Topic Page
Connection Overview 163
Controller Communication Interaction with Control Data 164
Produce and Consume (Interlock) Data 165
Send and Receive Messages 167

Connections are used when the system contains these conditions:

¢ I/O modules, communication modules, and adapters are present in the
I/O configuration of the user project.

e Produced or Consumed tags are configured in the user project.
¢ Connected Messages are executed in the user application.

e External devices, programming terminals, or HMI terminals
communicate with the controller.
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Controller Communication
Interaction with Control Data

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

The controller runs the communications task separately from the application
code. The controller runs communications asynchronously to the application.
Therefore, it is important to make sure communications that are delivered to
the controller are complete before the application executes on the newly
delivered data. This applies to data that is coming into the controller and data
that is going out from the controller.

For example, if an HMI device writes a large block of recipe data to the
controller, the application code can start to execute on that data before the data
is written. This action results in half of the current recipe and half of the last
recipe in the application space.

Traditionally, programmers have used the following to control the effects of
asynchronous communications:

o UID/UIE pairs

e Moving data with CPS instructions.

These options rely on controlling when the main core can switch tasks. As a
result, the communication task cannot change data when the control task is
using it. Because the controller processes communications on an independent
CPU core, these methods are no longer effective in all cases.

Table 12 highlights the controller behavior.

Table 12 - CompactLogix 5380 and Compact GuardLogix 5380 Controller Behavior

Tag Access
Application Construct HMI MSG 1/0 Update Produce/Consume | Other User Tasks Motion Planner
UID/UIE Allows Allows Allows Allows Blocks Allows
CPs Blocks Blocks Blocks Blocks Allows Allows

Blocks - HelOps to prevents source data values from change by communications during application execution.
Allows - Communications can change source data values during application execution.

164

Because the controllers have 32-bit data integrity, this only applies to data
structures larger than 32 bits. If word-level integrity is your primary concern,
the 32-bit data integrity does not impact your data use.

Good programming practice dictates the use of two unique words at the
beginning and the end of data. The controller validates the words to verify the
entire structure has data integrity. We recommend that the handshake data is
changed and the application code validates it every transaction before the
controller application code or higher-level system reading controller data acts
on 1t.
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Produce and Consume
(Interlock) Data

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Table 13 shows two data elements that are added to a structure for data
integrity checking. That is, Start Data and End Data are added. We
recommend that the controller validates the Start Data value and the End Data
value match before the controller acts on My_Recipel.

If the Start Data and End Data values do not match, it is likely communications
is in the process of filling the structure. The same applies to higher-level
systems that are receiving data from the controller.

Table 13 - Data Elements

Structure My_Recipel My_Recipe2 My_Recipe3
Start Data 101 102 103

Sugar 3 4 8

Flour 4 3 9

Chocolate 2 2 4

0il 6 7 2

End Data 101 102 103

TIP  We recommend that you perform this test on a buffered copy of the data and not
the actual data element being written to by the communications core. If you use
buffered data, you help prevent the risk of the communication core changing data
after you have passed the data valid test.

The controllers let you produce (transmit) and consume (receive) controller-
scoped tags. CompactLogix 5380 and Compact GuardLogix 5380 controllers
produce the same standard tag through the Ethernet ports and the backplane,
and consumer counts apply to the total consumers from all ports.

Figure 30 - Example Produced and Consumed Tags

Controller_1 Controller_2
Produced Tag p |Consumed Tag
Controller_3

I |Consumed Tag

Controller_4

p |ConsumedTag
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Table 14 describes the system-shared tags.

Table 14 - Produced and Consumed Tag Descriptions

Tag Description

Produced tag A tag that a controller makes available for use by other controllers. Multiple controllers can
simultaneously consume (receive) the data.

A produced tag sends its data to one or more consumed tags (consumers) without using logic.

Consumed tag A tag that receives the data of a produced tag. The data type of the consumed tag must match
the data type (including any array dimensions) of the produced tag. The RPI of the consumed
tag determines the period at which the data updates.

For two controllers to share produced or consumed tags, the controllers must
be attached to the same network. You cannot bridge produced and consumed
tags over two networks.

Produced and consumed tags use connections of the controller and the
communication modules being used.

The Compact GuardLogix 5380 controllers can also use Produced and
Consumed Safety tags. For more information on how to use them, see
Produced/Consumed Safety Tags on page 239.

Requested Packet Interval (RPI) of Multicast Tags

The first consumer of a multicast produced tag on any given communications
port establishes the RPI value for that port. All subsequent consumers that use
the same port must request the same RPI value as the first consumer, otherwise
they fail to connect. Controllers with backplane and Ethernet ports can
produce data at an independent RPI value on each port.

For more information about produced/consumed tags, see the Logix 5000
Controllers Produced and Consumed Tags Programming Manual,

publication 1756-PMO11.
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Send and Receive Messages

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

Messages transfer data to other devices, such as other controllers or operator
interfaces. The MSG instruction is a Ladder Diagram output instruction that
asynchronously reads or writes a block of data to or from another module over
the backplane or a network. The size of the instruction depends on the data
types and message command that you program.

Messages use connection resources to send or receive data. Messages can leave
the connection open (cached) or can close the connection when the message is
done transmitting,

Messages can be unconnected or connected. Unconnected messages depend on
the availability of unconnected buffers in all devices through which the
message passes. Connected messages begin with a request to allocate
connection buffers in all of those devices, before sending the actual message. If
you choose to cache a connected message, the controller keeps the connection
open after the message is complete. Cached message improves efficiency if you
intend to send the message repeatedly.

Connected messages use connection resources, and are less efficient than
connected cached messages or unconnected messages. If the connected
message is uncached, the resources are used temporarily each time the message
is triggered. As long as a cached connected message remains in the cache, the
resources remain allocated and are not available for other messages. Cached
messages can get pushed from the cache if the application exceeds the cache
capacity of the controller.

Each message uses one connection out of the controller, regardless of how
many devices are in the message path.

Table 15 - Message Types

Message Type Communication Connected Message | Message Can Be
Method Cached

CIP™ data table read or write — Configurable Yes'?)

PLC-2°, PLC-3°, PLC-5°, or SLC™ ap No No

(alltypes) CIP with Source ID No No
DH+™ Yes Yes?

CIP generic — Optional M Yes?

Block-transfer read or write — Yes Yes?

(1) You can connect CIP generic messages. However, for most applications we recommend that you leave CIP generic messages

unconnected.

(2) We recommend that you cache connected messages that occur more frequently than once every 60 seconds, if possible.

For more information about how to use messages, see the Logix 5000
Controllers Messages Programming Manual, publication 1756-PM012.
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168

Determine Whether to Cache Message Connections

When you configure a message instruction, you can cache the connection. Use
Table 16 to decide to cache a connection.

Table 16 - Options for Caching Connections

If the Message Executes Then

Repeatedly (ache the connection.
When you cache the connection, the connection remains open and execution
time is optimized. If a connection is opened each time that the message
executes, execution time is increased.

Infrequently Do not cache the connection.

When you do not cache the connection, the connection closes upon completion
of the message. As a result, the connection is available for other uses.
Unconnected messages are best used for infrequent cached message
connections.

TIP  Cached connections transfer data faster than uncached connections. The
controller can cache as many as 256 connections.
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Standard 1/0 Modules

Topic

Page

Local 1/0 Modules

169

Remote I/0 Modules

177

Add to the 1/0 Configuration While Online

187

Determine When Data Is Updated

188

CompactLogix™ 5380 and Compact GuardLogix® 5380 systems support these
I/O module options:

e Local I/O modules

e Remote I/O modules

Local I/0 Modules The CompactLogix 5380 system uses Compact 5000™ /O modules as local

Applies to these controllers:

I/O modules. The modules are installed to the right of the controller.

CompactLogix 5380 The number of local Compact 5000 I/O modules that you can install in a

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

CompactLogix 5380 system varies based on the controller that is used, up to a
maximum of 31 modules.

Table 17 lists the number of local I/O modules that controllers support.

Table 17 - Local /0 Modules in CompactLogix 5380 System

CompactLogix 5380 Controllers

Compact GuardLogix 5380 Controllers

Local I/0 Modules Supported, Max.

5069-L306ER, 5069-L306ERM, 5069-L310ER, 5069-L310ERM,
5069-L310ER-NSE

5069-L306ERS2, 5069-L306ERMS2, 5069-L306ERMS3,
5069-L310ERS2, 5069-L310ERMS2, 5069-L310ERMS3

8

5069-L320ER, 5069-L320ERM, 5069-L320ERP 5069-L320ERS2, 5069-L320ERS2K, 5069-L320ERMS2, 16
5069-1320ERMS2K, 5069-L320ERMS3, 5069-L320ERMS3K
5069-L330ER™, 5069-L330ERM(", 5069-L340ER, 5069-L330ERS2, 5069-L330ERS2K, 5069-L330ERMS2, 31

5069-L340ERM, 5069-L340ERP, 5069-L350ERM,
5069-L380ERM, 5069-L3100ERM

5069-L330ERMS2K, 5069-L330ERMS3, 5069-L330ERMS3K
5069-L340ERS2, 5069-L340ERMS2, 5069-L340ERMS3,
5069-L350ERS2, 5069-L350ERS2K, 5069-L350ERMS2,
5069-L350ERMS2K, 5069-L350ERMS3, 5069-L350ERMS3K,
5069-L380ERS2, 5069-L380ERMS2, 5069-L380ERMS3,
5069-L3100ERS2, 5069-L3100ERMS2, 5069-L3100ERMS3

(1) When you use this controller with the Studio 5000 Logix Designer® application, version 29.00.00, the application limits the number of local

1/0 modules in the project to 16. For more information, see the Knowledgebase Article5380 CompactLogix controllers limited to 16 local Compact 5000 1/0 modules in V29 of Studio 5000.°
With the Logix Designer application, version 30.00.00 or later, the controller supports as many as 31 local 1/0 modules.
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The following are example factors that you must consider when you decide
how to use local I/O modules in a CompactLogix 5380 system:

e Number of local I/O modules that the controller supports

e Features available on different modules, for example, sequence of events
per point timestamping on only some Compact 5000 I/O digital input
modules

¢ 1/O module power usage, including MOD power and SA power

For more information on Compact 5000 I/O modules, see Additional
Resources on page 338.

Figure 31 - CompactLogix 5380 and Compact GuardLogix 5380 Systems

CompactLogix 5380 Controller Compact 5000 1/0 Local Modules Compact GuardLogix 5380 Controller Compact 5000 1/0 Local Modules
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Add Local I/0 Modules to a Project

Before you can add local I/O modules to a Logix Designer application project,
you must open an existing project or create a project. For information on how

to create a project, see Create a Logix Designer Application Project on page 75.

There are two methods to add local I/O modules to the project:
e Discover Modules

e New Module
Discover Modules

The Discover Modules feature is useful when I/O modules are already installed
and you can connect the Logix Designer application to the controller. To use
Discover Modules to add a local I/O module, complete these steps.

1. Go online with your Logix Designer application.
2. Right-click 5069 Backplane and choose Discover Modules.

Controller Organizer v 3 X

& o=

b Controller L340ERM _application
b Tasks
P Motion Groups

Ungrouped Axes
b Alarm Manager
b Assets

% Logical Model
4 ! I/0 Configuration

4 5069 Backpla
E@ [0] 5069-L! ﬂ New Module...

4 25 Al Ethernet t Module
E,E‘ 5069-1340 Discover Modules... R\‘

4 F5 A2, Ethernet
E5 5069-L340

Print »

The Logix Designer application automatically detects available modules
that are installed in the system.
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3. Atthe Select Module Type window, click Create to add a discovered
module to your project.

Select Module Type

[ Catalog | Modue Discovery |Favortes

Modules Revision Additional information Action |
= 5069 Backplane

= 8 mnsoesire 2005 Create [
— 8 10215063:0%41 2.005 [ Creae W]

"] Clese on Create Help
4. At the New Module window, configure the module properties and
click OK.
E New Module LR B “1
Genersl™ General
Connection
i Mok ko Tive: 506348 8 Channel Volage, Curent Analog Input
5 0n00 Vendor Rockwel Automation/Alen-Eradey 1
= l:ha:hm Parent Local
O‘a;‘-"'a Name: Local_rput St [1 -
Harms Descrpbon:
5 onia
Harms
5 Cnd
Harms
5 Cns
Aams Modude Defrtion
1 T O'ai‘m Sanes A
= Ch7 Ravson 2005
i - .H'"'" Bectmnic Keyng:  Compatble Moduls
t Connection Data
Wt Data Analog Data
[ Gange.. |
Siatus: Creating [ ok ][ cacel | [ hew
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5. At the warning dialog box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

r al
Logix Designer ﬁ

l DANGER. Online module creation.

Creating new module online could affect running system,

To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.

Inhibit module connection(s).

Create new module online?

[ ves ][ 1o

h a4

6. Close the Select Module Type dialog box.
To add additional local I/O modules:

e Ifyou cleared the Close on Create checkbox when you created the first
I/O module, repeat steps 3...6.

e Ifyou did not clear the Close on Create checkbox when you created the
first I/O module, repeat steps 2...6.
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New Module

You can add a standard I/O module offline or online. If you do not have
physical I/O installed, or you cannot connect to the controller, this is the
casiest method to add I/O. To use New Module to add a module, complete
these steps.

1. Right-click 5069 Backplane and choose New Module.

Controller Organizer v B X

& "=

b Controller L340ERM _application

b Tasks
P Motion Groups
Ungrouped Axes

b Alarm Manager
b Assets
" Logical Model
4wl I/O Configuration

4 5069 Backplane B

& [0] 5069-L340E

Hew Module...

4 3'26 Al, Ethernet Import Module...
Ez 5069-L340ERM Discover Modules
b [ 5069-AENZTRE .. oy odu
o 'aste Clri+V
&, 2198-H008-ERS 7
1, 2198-H003-ERS Print »
4 25 A2, Ethernet

EEI 5069-L340ERM L340ERM_application

2. Select the module and click Create.

o Mockis Tipe Clear Filters | | Show Fillers ¥ |
2 Port Hoh Speed Caurter, 4 Port 24V DC Ouput
S50634A16 16 Point 79V-264V AC Input ¢
506534816 16 Pont 24V DC Input. Sk
S0654B16F 16 Poirt 24V DC High Speed Input, Sink L
SO6HBEFIW & Port 24V DC High Speed Ireut, Sk 3 Wre
063478 & Channel Vokage, Cuent Anaiog Input
50634Y4 & Charel Volage, Cument/FITD)/ Themocoupie Analog ot
50650416 16 Point 85V-264V AC Output
50650816 16 Poirt 24V DC Outiut, Source
S63.0B16F 16 Boint 24V DC High Spaed Output, Source
5065088 B Poirt 24V DC Output, Source
065074 4 Channel Voage Curert Anslog Outout -
“ m. »
17 of 17 Module Types Found [ Add 1o Favarites |
| Close on Create [(Creste | [ Ciose | [ e |

The New Module dialog box appears.

174 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Standard /0 Modules ~ Chapter 11

On the General tab, set the Series and Revision parameters.

4. Configure the rest of the module as need. For information on electronic
keying, see Electronic Keying on page 176.
5. When complete, click OK.

TIP  Ifthe Series and Revision parameter values do not match those of the
module for which this configuration is intended, your project can experience
module faults.

Type: S065-HSC20B4 2 Pant High Speed Counter, 4 Poirt 24V DC Output
Verdor. Rechowed Atomaton. Aben-Bradey
Parert Local
Hame High_Speed_Courter e 1 -
!

Descagbon

Modue Dafrtion

Senes A

Revison 3001

Bectronc Keying:  Compatible Modula

Conneclion Data

S Coag ok ] [ coe [

6. Ifyouadd a module while online, at the warning dialog box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

r al
Logix Designer g

! DANGER. Online module creation.
N

Creating new module online could affect running system,

To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.

[~ Inhibit module connection(s).

Create new module online?

L
h a4

7. Close the Select Module Type dialog box.

To add additional local I/O modules:

e Ifyou cleared the Close on Create checkbox when you created the first
I/O module, repeat steps 2...3.

e Ifyou did not clear the Close on Create checkbox when you created the
first I/O module, repeat steps 1...3.

For more information on how to use local I/O modules in a
CompactLogix 5380 system, see the resources that are listed in Additional

Resources on page 338.
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Electronic Keying

Electronic Keying reduces the possibility that you use the wrong device in a

control system.

It compares the device that is defined in your project to the

installed device. If keying fails, a fault occurs. These attributes are compared.

Attribute Description

Vendor The device manufacturer.

Device Type The general type of the product, for example, digital /0 module.

Product Code The specific type of the product. The Product Code maps to a catalog number.
Major Revision A number that represents the functional capabilities of a device.

Minor Revision A number that represents behavior changes in the device.

The following Electronic Keying options are available.

Keying Option

Description

Compatible
Module

Lets the installed device accept the key of the device that is defined in the project when the
installed device can emulate the defined device. With Compatible Module, you can typically
replace a device with another device that has these characteristics:
« Same catalog number
« Same or higher Major Revision
« Minor Revision as follows:

— Ifthe Major Revision is the same, the Minor Revision must be the same or higher.

— If the Major Revision is higher, the Minor Revision can be any number.

Disable Keying

Indicates that the keying attributes are not considered when attempting to communicate with
a device. With Disable Keying, communication can occur with a device other than the type
specified in the project.

ATTENTION: Be cautious when using Disable Keying; if used incorrectly, this option can lead
to personal injury or death, property damage, or economic loss.

We strongly recommend that you do not use Disable Keying.

If you use Disable Keying, you must take full responsibility for understanding whether the
device being used can fulfill the functional requirements of the application.

Exact Match

Indicates that all keying attributes must match to establish communication. If any attribute
does not match precisely, communication with the device does not occur.

Carefully consider the implications of each keying option when selecting one.

IMPORTANT  When you change Electronic Keying parameters online, it interrupts connections to
the device and any devices that are connected through the device. Connections from
other controllers can also be broken.

If an 1/0 connection to a device is interrupted, the result can be a loss of data.
More Information

For more detailed information on Electronic Keying, see
Electronic Keying in Logix 5000 Control Systems Application Technique,
publication LOGIX-AT001.
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Remote I/0 Modules Remote I/O modules do not reside in the CompactLogix 5380 or Compact
GuardLogix 5380 control system. The controller connects to the I/O modules

Applies to these controllers: via an EtherNet/IP™ network. The controllers support the use of a wide range

CompactLogix 5380 of remote I/O modules. For maximum performance, we recommend that you

Compact GuardLogix 5380 SIL2 use Compact 5000 I/O modules when you use remote I/O modules.

Compact GuardLogix 5380 L. 3 For example, CompactLogix 5380 and Compact GuardLogix 5380 controllers

can connect to following:
e Chassis-based I/O module families, such as Compact 5000 I/O, 1756
ControlLogix"I/O, 1769 Compact I/O™, or 1746 SLC™I/O modules
o In-cabinet I/O module families, such as 1734 POINT I/O™ or
1794 FLEX™ I/O modules

¢ On-Machine™ I/O module families, such as 1732E ArmorBlock® I/O
modules

IMPORTANT  The following network examples are solely intended to show remote 1/0
modules in various network topologies. The examples do not address
network communication rates between the controller and the /0 modules.

We recommend, however, that you consider network communication rates
when you determine the best way to incorporate remote I/0 modules in your
CompactLogix 5380 system.

For more information, see EtherNet/IP Network Communication Rates on
page 127

Figure 32 - Remote I/0 Modules in a CompactLogix 5380 System on a DLR Network Topology

CompactLogix 5380 Controller Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 1/0 Modules Compact 5000 I/0 Modules

El
PowerFlex® 527 &0

Drive Hﬂ”ﬂ

H Remote I/0 Modules
E

Compact 5000 I/0 EtherNet/IP Adapter
v Compact 5000 /0 Modules
. N —_—
Kinetix® 5500 = 1FEH 3
Drives P . e
1734-AENTR Adapter PanelView™ Plus 7 Terminal

1734 POINT I/0 Modules
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Figure 33 - Remote I/0 Modules in a CompactLogix 5380 System on a Linear Network Topology

CompactLogix 5380 Controller
Compact 5000 1/0 Modules PowerFlex 527 Drive

1734-AENTR Adapter
1734 POINT I/0 Modules

57

B
LL]
[uu]

[
L

PanelView Plus 7
Terminal

Compact 5000 I/0 EtherNet/IP Adapter Compact 5000 1/0 EtherNet/IP Adapter Kinetix 5500 Drives
Compact 5000 /0 Modules Compact 5000 1/0 Modules

Figure 34 - Remote I/0 Modules in a CompactLogix 5380 System on a Star Network Topology

CompactLogix 5380 Controller
Compact 5000 1/0 Modules

Compact 5000 I/0 EtherNet/IP Adapter
Compact 5000 I/0 Modules

PanelView Plus7  ||= :
Terminal kS e 552

PowerFlex 527 Drive

Kinetix 5500 Drive

1734-AENTR Adapter
1734 POINT I/0 Modules
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Add Remote I/0 Modules to a Project

Before you can add remote I/O modules to a project, you must add the
EtherNet/IP communication module that facilitates communication between
the controller and the remote I/O modules.

There are two methods to add remote I/O modules to the project:

e Discover Modules

e New Module
Discover Modules

The Discover Modules feature is useful when I/O modules are already installed
and connected to the network. When you use Discover Modules to find
Ethernet devices, the Logix Designer application browses based on how
Ethernet browsing is configured in RSLinx" Classic software.

e If the EtherNet/IP driver is used in RSLinx Classic software, the Logix
Designer application automatically detects remote I/O modules.

e Ifthe Ethernet devices driver is used in RSLinx Classic software, you
must configure the IP address for each Ethernet device that you want to
display in the Select Module Type dialog box that is shown on page 180.

e If the Ethernet bus is browsed via a CIP™ router, you must configure the
IP address for each Ethernet device that you want to display in the Select
Module Type dialog box that is shown on page 180.

The tasks in this section apply when you use the
EtherNet/IP driver in RSWho to browse the network.

To use Discover Modules to add a remote I/O module, complete these steps.

1. Go online with your Logix Designer application.

2. Right-click Ethernet and choose Discover Modules.

O —
b Alarm Manager
4 Assets
e Logical Model
4 Y0 Configuration

4 B3 5069 Backplane
£ (0] 5069-L340ERM L340ERM _application
# (1) 5069-IF8/A Local_Input
f 2] 5069-OX41/A Local_Output
4 . Al Ethernet
5 5069-L340ERM L B New Module...
4 £5 A2, Ethernet t Module
£ 5069-L340ERM L Discover Modulesh

Properties Alt+Enter

Print 3

The Logix Designer application automatically detects available modules
that are installed in the system.
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3. Atthe Select Module Type window, click Create to add a discovered
adapter to your project.

L ——— 1
Select Module Type & e - &
[Catsog | Mode Dacavery | Favarten|
Modules Revision Addgional Information Action

& Al Bheme

B <152168.1.18> 5063-4EN2TR 300¢ [ Cran

§ <152.162.1.27> Stratex 3000 6001 [ ceme
| Close on Create L [(Close | [ Hew |

4. At the New Module window, configure the module properties and

click OK.
o Newodde &l —— BT e

Genoral® General

Connection

s Tive S0ES-AENZTR 5065 Exhemat Adapter, 2 Port, Twsted Par Media

Pont Configuration Vendor: Rockwel Atomation. Aben-Bradiey

Metwodk Parert Local Ethemet Address

Teme Syne Hame Remote_Eshemet_Adscter © Prvate Network: 1921681, 18/
i Descrpten - WP Address
i X Host Name.
I Moduie Defintion - =
| | Genge... |
\ Revision: 3004

Bactronic Keying: Compatible Module
| Connectien None
' Chasss Se 2
|
l
I
||

l
i Status: Creating O I\{' [ Cancel |t

5. At the warning dialog box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

([ —

A DANGER. Online module creation.

ch

Creating new module online could affect running system.

To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.

[ Inhibit module connection(s).

L Create new module online?

E e w
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6. Close the Select Module Type dialog box.
7. Right-click 5069 Backplane and choose Discover Modules.

4 ] /0 Configuration

4 B9 5069 Backplane
{8 (0] 5069-L340eRM | B
f [1] 5069-IF8/A Log
§ [2] 5069-0OX41/A Lt

4 25 Al, Ethernet
& 5069-L340ERM L34
4 [ 5069-AENZTR Ren

HNew Module...
Import Module..

Discover Modules...

7] Paste Ctri+V

Print L4

5069 Backplan.

4 25 A2, Ethernet

@ 5069-L340ERM L340ERM _application

The Logix Designer application automatically detects available modules
that are installed in the system.

8. At the Select Module Type window, click Create to add a discovered

module to your project.

- e e — ——

Maodule Type

B —

b —" -

Maodules
= 5055 Backplane
8§ [ 50634816

Revascn

30m

9. At the New Module window, configure the module properties and

click OK.
[ 87 New Module — - - “
[ General
::: ek Tipe S063IAT6 16 Poirt 79V-264V AC lnput
Vendor Fockwel Automaton/Alen-Bradiey
Farert Remote_Ethomet_Adapter
Name =m St
Descnppon
Module Defirtion
Senes. A
Farvison 3001
Bectronc Keyng  Compatile Moduls
Connection Data
Suatn: Croting " _9513; [ Conct | [ b |
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10. At the warning dialog box, click Yes.

TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.

r al
Logix Designer ﬁ

l DANGER. Online module creation.

Creating new module online could affect running system,

To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.

Inhibit module connection(s).

Create new module online?

{ Yes J Mo

h a4

11. Close the Select Module Type dialog box.

After you add the remote I/O module, consider the following:
e To add remote I/O modules in the same remote location:

- Ifyou cleared the Close on Create checkbox when you created the
first I/O module, repeat steps 8...11.

- Ifyou did not clear the Close on Create checkbox when you created
the first I/O module, repeat steps 7...11.

¢ To add remote I/O modules in another new remote location, repeat
steps 2...11.
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New Module

You can add a standard I/O module offline or online. If you do not have
physical I/O installed, or you cannot connect to the controller, this is the
easiest method to add I/O. To use New Module to add a remote I/O module,
complete these steps.

1. Right-click Ethernet and choose New Module.

Controller Organizer * I X

& 5

b Controller L340ERM _application
b Tasks
4 Motion Groups
Ungrouped Axes
b Alarm Manager
b Assets
" Logical Model
4 ! YO Configuration
4 B9 5069 Backplane
ﬁ:ﬂ [0] 5069-L340ERM L340ERM _application
ﬂ [1] 5069-H5C2x0B4/A High_Speed_Counter
4 F5 Al, Ethernet
ﬁ! 5069-L340ERM L340ERM_application
b [ 5069-AEN2TR Remote COMPACT_5000_10_modu
1, 2198-H008-ERS K5500_drive_1
1, 2198-H003-ERS K5500_drive2

{5 5069-L340€F B Mew Module..
Import Module...

Properties Alt+Enter

Print g

2. Select the EtherNet/IP adapter and click Create.

For some modules, the Select Major Revision dialog box can appear.
If the dialog box appears, choose the major revision of the module

and click OK.
TIP

Remember, if the Series and Revision parameter values do not
match those of the module for which this configuration is intended,
your project can experience module faults.

Catalog | Modus Discovery | Favories
F Giow P | St s]
Catalog Mumber Diescription -
S063-AENZTR 5069 Ethemet Adapter. 2-Port, Twisted-Par Media
S069-AENTR 5063 Bthemet Adagter, 2-Port, Twisted Par Media £
5069-L¥6ER CompactLoge™ 5380 Controller 1
S063-LI0EERM Compaciloge™ 5380 Controber
S065-L306ERMSZ Compact GuardLogec® 5350 Safety Controler
S069L306ERS2 Compact GuandLog® 5380 Safety Controller
5063-L31D0ERM CompactLoge™ 5380 Controlier
S063-L2100ERMS2 Compact GuardLogec® 5180 Safety Controber
S069-L3100ERS2 Compact GuardLoge® 5380 Safety Controer
5065-L310ER Compactloge™ 5380 Controller
5069-L110ERM CompactLoge™ 5380 Controller
S065-L310ERMSZ Compact GuandLogoc® 5380 Safety Controber
5063-L310ER-NSE CompactLoge™ 5350 Controber -
0 0
33 of 578 Module Types Found #Add to Favories |
Clese on Create Craate _. Close | Help |
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3. At the New Module window, configure the module properties and
click OK.
:“:::";m Tive: 5063 AENTR 5059 Ettemet Adapter, 2P0t Tusied Par Meda [(CepeTiwess]
Pt Carfiguration Vendor Fiockwel Automation/ Aen-Eradiey
Network Parent Local Ethemet Address
Tinp Syec Hame Femote_Ethames_Adacter ® Prvate Netwod: 1921681, 132
Descrption . P Addess it
Host Nama
Module Defintion
Rievision: 2001 =
Bactronic Keying: Compatible Modue
s i
)
Sstus: Creatrg o'n'h'_ _Cacel | [ heo l
4. Ifyouadd a module while online, then at the warning dialog box, click
Yes.
TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.
rLﬂgix Designer ﬂ1
I DANGER. Online module creation,
P LN
Creating new module online could affect running system.
To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.
[ Inhibit module connection(s).
Create new module online?
| Ly J[ ™ ]
! A
5. Close the Select Module Type dialog box.
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6. Right-click the newly added EtherNet/IP communication module or

the backplane and choose New Module.

4w/ /O Configuration
4 B9 5069 Backplane
G [0] 5069-L340ERM L34( B  New Module...
ﬂ [1] 5069-1F8/A Local_In Import Module... b
f (2] 5069-0X41/A Local,
4 25 Al, Ethernet
G 5069-L340ERM L340ER; (1] Paste
4 [} 5069-AENTR Remote |
5069 Backplane
4 25 A2, Ethernet
E! 5069-L340ERM L340ERM _application

Discover Madules

7. Select the I/O module that you want to add and click Create.

TIP  Ifyou must add multiple I/0 modules to the same remote location, we
recommend that you clear the Close on Create checkbox before you
click Create.
If the Close on Create checkbox is cleared, when you complete configuration
foran1/0 module, the Select Module Type dialog box appears automatically
and you can skip step 6.

Catalog | Module Discovery | Faverites |

Enier Searcl Text for Modtée Type. Clear Filters Show Filters ¥

Catalog Number Description Vendor Category
B06S-ARM Address Reserve Module Alen-Bradiey Miscellaneous
B0ES-HSC2:0B4 2 Point High Speed Counter, 4 Point 24V DC Output  Allen-Bradley Specialty
5069-1816 16 Poirtt 24V DC Input, Sink: Allen-Bradley Digital
5069-1816F 16 Poirtt 24V DC High Speed Input, Sink Aler-Bradley Digital
5069-1B6F-3W & Point 24V DC High Speed Input, Sink, 3 Wire Allen-Bradley Digttal
50E5-F8 8 Channel Voltage,/Curert Analog Input Allen-Bradiey Analog
5069-1Y4 4 Channel Voltage,/Cumrent/RTD/ Thermacouple An... Allen-Bradley Analog
5065-0B16 16 Poirt 24V DC Output, Source Allen-Bradiey Digital
5063-0B16F 16 Pairt 24V DC High Speed Output, Source Allen-Bradley Digital
B0ES-OF4 4 Channel Voltage/Curent Analog Output Alen-Bradiey Analog
50E5-0F8 & Channel Voltage,/Curent Analog Output Allen-Bradiey Analog
5065-0W4l 4 Point AC/DC Relay Output, lsolated, N.O Allen-Bradley Digital
5065-0X4 4 Point AC/DC Relay Output, Isolated, N.O./N.C. Allen-Bradley Digital

< m | v

13 0f 13 Module Types Found

[] Close on Create [ Cfeate] [ Clese ] [ Help ]
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8. Configure the I/O module.

9. At the New Module window, configure the module properties and

Geneal® General
-~ Connection
Modde Irfo
i Type: 50851F8 & Chiannel Vokiage/Curent Analog Iput
-ChoD Vendor Al Bradiey
Hams
had Parert: remote_5069_ adapter
Aams Name: emote_vol_curert_analog_npt Sl
£-Ch2
- Alams Descrption i
B-Che3
Hams
E-Cho4.
Hams |
B-Ch5
s Module Defintion
£-Ch
iy - Seres A
B-Cho7 Revison 2005
Hams
e Bectronic Keying:  Compatile Module
Connecton Data
Input Data Aanalog Data
St Crsatng

10. Ifyouadd a module while online, then at the warning dialog box, click

Yes.
TIP  Ifyou inhibit the module connection, you must remember to uninhibit the
connection later.
rLogix Designer &1

DANGER. Online module creation.

i

Creating new module online could affect running system,

To prevent module creation from affecting running system, ceate
module with connection(s) inhibited.

Inhibit module connection(s).

Create new module online?

(1
h

11. Close the Select Module Type dialog box.

After you add the remote I/O module, consider the following:
e To add remote I/O modules in the same remote location:

- Ifyou cleared the Close on Create checkbox when you created the
first I/O module, repeat steps 7...8.

- Ifyou did not clear the Close on Create checkbox when you created
the first I/O module, repeat steps 6...8.

¢ To add remote I/O modules in another new remote location, repeat
steps 1...11.
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Add to the I/0 Configuration
While Online

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

You can add local and remote I/O modules and other devices to the controller
configuration while the project is online.

IMPORTANT Toadd /0 modules when the controller is online, the controller mode switch
must be in the REM or PROG position.

The Compact 5000 1/0 modules must already be installed in the system. You
cannot install Compact 5000 1/0 modules when the system is powered.

The modules and devices you can add while online depends on the software
version that you use. Later versions have more modules and devices that can be

added while online.

Add-on Profiles (AOP) for modules are made available between releases of
different Logix Designer application versions. There are cases in which, after
you download and install the AOP file for a module, you can add the module
to a project while online.

To sce alist of the available AOP files, go to:

https://download.rockwellautomation.com/esd/download.aspx ?downloadid=addonprofiles

For more information about how to add to the I/O Configuration while
online, see the Logix 5000 Controllers Design Considerations Reference

Manual, publication 1756-RM094.

Modules and Devices That Can Be Added While Online

You can add these modules and devices to the CompactLogix 5380 or
Compact GuardLogix 5380 controller I/O configuration while online with
Logix Designer, version 28 or later.

e Compact 5000 I/O modules - As local or remote I/O modules

e Compact 5000 I/O EtherNet/IP adapters

e 1756 ControlLogix EtherNet/IP modules

e 1756 ControlLogix I/O modules

IMPORTANT  These modules cannot be added while online:

1756 ControlLogix Motion modules (1756-MO2AE, 1756-HYDO02,
1756-M02AS, 1756-M03SE, 1756-MO8SE, 1756-MO8SEG, 1756-M16SE)

ControlLogix 1756-RI0
ControlLogix 1756-SYNCH
Safety 1/0
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Determine When Data
Is Updated

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Method of Input Data Production

CompactLogix 5380 and Compact GuardLogix 5380 controllers update data
asynchronously with the execution of logic. See these flowcharts to determine

when a controller, input module, or bridge sends data:

e Input Data Update Flowchart

e Output Data Update Flowchart

Input Data Update Flowchart

IMPORTANT Safety Consideration

Compact GuardLogix standard inputs are updated just like CompactLogix
standard inputs, but Compact GuardLogix safety input tags (inputs,

consumed, and mapped) are updated and frozen at the beginning of safety

task execution.
See Safety Task Execution on page 236.

Digital without events, analog without RTS, produced tag

Produced tag with data state change events

Digital with Events Enabled

Analog with RTS Enabled

RTS<RPI?

No

Y

The module sends data at the RPl and
at the change of a specified point.

Y

The producing controller sends data at
the RPI and when an I0T executes.

The Event task in a consuming controller
is only triggered when an 10T instruction
is executed in the producer.

Y

The module or the producing

Yes
Y
The module sends data at
The module sends data at the RTS. the RTS and RP.
o
N
<
a
Y
a
Y
Y

New data can appear in Input tags at any point in the program scan. If the
control logic reads input tag values in multiple locations, do not assume
that the data remains unchanged throughout the scan of the logic.

188

controller sends data at the RPI.
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Output Data Update Flowchart

Method of Qutput Data Production

Automatic output
processing of each task.

A

y Y

(yclic data production at 0T instruction executes. We

the RPI. recommend to minimize the use of
I0T instructions to critical outputs
Safety Consideration that must be updated immediately.

The safety output RPI is
the safety task period. For
information on safety
output updates, see
Safety Task Execution on
page 236.

Data is sent by the
controller triggered

Data is sent by the
controller triggered

at the RPI.

by the user program.

Y

Output Module Profile Configuration

Y

Module profile lets data be
sent at the RPI only

Y

No data is sent by automatic
output processing

Datais sent by the controller
triggered by the end of task.

Module profile lets data be
sent at the RPI or at the
end of task scans
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Notes:
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Topic Page
Add Safety 1/0 Devices 191
Configure Safety 1/0 Devices 192
Using Network Address Translation (NAT) with CIP Safety Devices 194
Set the SNN of a Safety 1/0 Device 196
Connection Reaction Time Limit 200
Safety 1/0 Device Signature 201
1/0 Device Address Format 203
Replace a Safety I/0 Device 204
Add Safety 1/0 Devices When you add a safety I/O device to the system, you must define a

configuration for the device, including the following:

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3 IMPORTANT A Compact GuardLogix® 5380 controller can access devices on a
DeviceNet network only via a linking devices, for example, the
1788-EN2DN linking device.

The controller can communicate with devices on the DeviceNet
network. However, typically Compact GuardLogix 5380 controllers
use EtherNet/IP™ networks to communicate with safety devices.

e Node address for DeviceNet® networks

o IP address for EtherNet/IP networks
o Safety network number (SNN). To set the SNN, see page 196.

¢ Configuration signature. See page 201 for information on when the
configuration signature is set automatically and when you must set it.

¢ Reaction time limit. See page 200 for information on setting the
reaction time limit.

e Safety input, output, and test parameters complete the module
configuration

IMPORTANT - You cannot add Safety I/0 Devices while online with the controller.

You can configure safety 1/0 devices via the Compact GuardLogix 5380
controller by using the Studio 5000 Logix Designer® application.

«  The Discover Modules feature is not compatible with safety 1/0 devices.
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COnfigure Safety I/0 Devices Add the safety I/O device to the I/O Configuration folder.

TIP  Some safety I/0 devices support both standard and safety data. The Module

Applies to these controllers: > L
Definition defines what data is available.

Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3 1.

Right-click the Ethernet network and choose New Module.

" Logical Model
4 ! /O Configuration
4 B3 5069 Backplane
& [0] 5069-L3100ERMS2 SIL2_Test

[ 5069-13100, A
f 1783-EMs0¢

New Module...

Import Module...
4 @ama-nenty
4 B9 Pointl0
@011 5] Paste Cri=V
' . Properties Alt+Enter
4 25 A2, Ethemnet
& 5069-13100 Print »

2. From the Catalog tab, select the safety I/O device.

TIP  Use the filters to reduce the list of modules to choose from.

Select Module Type

: Catalog | Madule L‘ugcour;g'FWMS

e Type  Cloot Filurs. |

Hado Fillers. 2

wowarManiicr 5000 Series
Risgrammatie Logic Controller

Madule Type Category Filters. '

Module Type Vendor Fileis
'! Allen-Bradley
Endress-Hauser
= FANUC CORPORATION

v | |

16 Point 24 VDC Sink Safety Input

Sataty Digital

por Chives on EtharNeyIP FANUC Robotics America -
f = Catalog Numbser  Dosenpbon Vendar Catogory -
AllarrBradiey  Safaty Digital

H0-ENIZD-MOT-51  Kinetx 6500 Single Auis Ethomat Safe Spee . Allen-Bradley  Safaty Drive Motian |
i 2188-HO0G-ERS2 Kinetx 5500, 1A, 195-528 Vol CIP Safe Torg . Allen-Bradley  Drive Motion Safety 3
2188-HD0B-ERS2 Kanite 8500, 2 A, 195-578 Voll, CIF Safe To Allen-Bradley  Deve Mobon Safety
2188-HNS-ERS2 Kined 5500, 54, 195-528 Vol CIP Sale Torg . Allen-Bradley  Dove Mobon Salety
2188-HOZS-ERS2 Kineto 5500, 8A, 195-528 Vol CIP Safe Torg.. Allen-Bradiey  Deive Mobon Safety
! 213-HHO-ERSZ Honelo 5500, 134, 195-528 Voll, OIF Sale Tor.  AllenBradley  Dive Mobon Salety
! 2198-HOT-ERSZ Kinetn: 5500, 234, 195-528 Volt CIF Safe Tor.. AllenBradiey  OwiveMobon Satety -
| ETUEDMET.GAEE _ (mnnsis Bt b lnbi Emfnn: Mn sl AllamBrmlns _ Gnfains Cins
| 12 of 372 Module Types Found ! Add 1o Favorites
U — = = =
Close on Creste _ Creste | | Close | Help |

3. Click Create.
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4. Type a name for the new device.
i 1 7 New Module o ]
| | Generl” | Connection | Safety | Modue ino | Intemet Protocal | Port Configuraton | Input Confguraton | Test Output
Type: 1791E5-1616 16 Point 24 VDC Sink Safety Input
Vendor: Rodavell Automation//Allen-Bradley Ethernet Address
farents xz ) Private Network: 192.168.1. 25 /%
Name: Safety_Input
. IP Address:
Description:
fini
;‘::;?De . A o zﬁ:{l‘fﬂm 4103_0307_58F9
fiemons 1.001 - 7/26/2017 1:54:04.665 PM
Electronic Keying:  Compatible Module
Input Data Safety
Input Status: Pt Status
Output Data: Test
Data Format: Intager
Status: Creating ok [ Cancel ] [ Hew
5. To modify the Module Definition settings, click Change (if necessary).
IMPORTANT  For safety 1/0 devices, do not use Disable Keying.
For more information on Electronic Keying, see page 176.
6. Enter the node address for DeviceNet networks, or the IP address for
EtherNet/IP networks.
Only unused node numbers are included in the pull-down menu.
If your network uses network address translation (NAT), see Using
Network Address Translation (INAT') with CIP Safety Devices on
page 194.
7. To modify the Safety Network Number, click the .. | button (if
necessary).
See page 196 for details.
8. Set the Connection Reaction Time Limit by using the Safety tab.
See page 200 for details.
9. To complete the configuration of the safety I/O device, refer to the user

documentation and the Logix Designer online help.
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Using Network Address
Translation (NAT) with CIP
Safety Devices

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

194

NAT translates one IP address to another IP address via a NAT-configured
router or switch. The router or switch translates the source and destination
addresses within data packets as traffic passes between subnets.

This service is useful if you must reuse IP addresses throughout a network. For
example, NAT makes it possible for devices to be segmented into multiple
identical private subnets while maintaining unique identities on the public
subnet, such as for multiple identical machines or lines.

This section only applies to safety users where the controller and the devices it
talks to are on separate sides of the NAT-configured router or switch.

With CIP Safety™, the IP address of the device is part of the unique node
reference that is part of the protocol. The device compares the IP address
portion of the unique node reference in CIP Safety packets to its own IP
address, and rejects any packets where they do not match. The IP address in the
unique node reference must be the NAT 'ed IP address. The controller uses the
translated address, but the CIP Safety protocol requires the actual address of
the device.

If you are using NAT to communicate with a CIP Safety device, follow these
steps to set the IP address.

1. In the IP Address field, type the IP address that the controller will use.
This is usually the IP address on the public network when using NAT.

A ~— _m=
General” | Connection | Saiewl Module Info | Input Configuration | Test Qutput IOanut Corfiguration I Intemet Protocol I Pot C[* |+
Type: 1732E5-IBEX0BS & Point 24V DC Sink Safety Input, 8 Point 24V DC Source Safety Output
Vendor: Allen-Bradley Ethernet Address
R L=l ) Private Network: 192.168.1.
MName: Remote_safety_input
© [P Address: 192 . 168 . 10 . 25
Description: B o
Il Advanced...
Module Definition Safety Network —
- — 2 Etworl 4002 0442 79EB | |...
Series: A Change ... Nurnber: -
BEIEEIE 1.001 6/7/2017 3:51:05.451 PM
Electronic Keying:  Compatible Module
Controlled By: This Controller
Input Data: Safety
Output Data: Safety
Input Status: None
Stalus: Crealing oK | [ Cancel | [ Heb
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2. To open the Advanced Ethernet Settings dialog box, click Advanced.

Advanced Ethernet Settings

=)

Module address used by controller: 192 . 168 . 10 . 25

Actual module address:

Module and controller communicate through Network Address Translation (NAT) devices.

192.168.10.25
NAT
NAT Router

Controller This Module

‘ Ok hll Cancel J {

3. Check the checkbox to indicate that this module and the controller

communicate through NAT devices.

4. Type the Actual module address.

TIP  Ifyou configured the IP address using the rotary switches, this is the address
that you set on the device. Alternately, the Actual module address is the

same address that is shown on the device Internet Protocol tab.

5. Click OK.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020

195



Chapter12  Safety I/0 Devices

Set the SNN of a Safety I/0
Device

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

196

A time-based SNN is automatically assigned when you add the first safety I/O
device on the network. This does not apply to the controller backplane or
Ethernet ports since the controller counts as a device on the network.

When subsequent safety devices are added to the same network, they are
assigned the same SNN as defined in the lowest address on that CIP Safety
network, or the controller itself in the case of ports attached to the controller.

For most applications, the automatic, time-based SNN is sufficient.

If your application requires you to manually assign the SNN of safety I/O

devices, you only have to assign the SNN of the first safety I/O device you add
in a remote network or backplane. Logix Designer then assigns the SNN of the
first device to any additional devices that you add to that same remote network

or backplane.

For an explanation of the Safety Network Number, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.

Change a Safety 1/0 Device SNN

Follow these steps to change the safety I/O device SNN to a manual
assignment:

1. Right-click the remote EtherNet/IP communication module in the I/O
Conlfiguration tree, and select New Module.

2. Select your safety I/O device, and click Create.

3. On the New Module configuration dialog, click E] to the right of the

safety network number.

General" | Connection | Safety | Module Info | Input Configuration | Test Output
Type: 1734-1B8S 8 Point 24V DT Sink. Input
Wendor, Rockwell Automation/Allen-Bradley
Parent: Remote_Safety |0_2
Mame: Femote_Safety_|nput Module Number: |_1 - .
Description: = Safety Metwork T |
N : 41F8_033C_6974 | .. |
- 3/28/2M812:3213.684 F‘E
Module Definition
Series: B I i
Revision: 21 =
Electronic Keying: Compatible Module
Configured By: This Controlier -
Input Data: Safety =
Output Data: Test
Input Status: Pt. Status L
Status: Creating [ ok | [ camel | [ hHep |
e —
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4. On the Safety Network Number dialog box, select Manual

5. Enter the SNN as a value from 1...9999 (decimal).

-
Safety Network Number

Format:
| Time-based

4 (Decimal)

6. Click OK.

7. On the New Module configuration dialog, click OK.

| General™ | Connection [ Safety | Module Info | Input Configuration | Test Output |

Type: 1734-1B8S 8 Point 24¥ DC Sink Input
Vendor: Rockwell Automation/Allen-Bradley
Parent: Remote_Safety 10_2
Mame: Femote_Safety_|nput Module Mumber: EI
Description: Safety Network.
ipt polonLl 0001_0000_0004 [
- Backplane: 4
Module Definition
Revigion: 21
El ic Keyingg  Compatible Module
Configured By: This Controlier -
Input Data: Safety =
Output Data: Test f |
Input Status: Pt Status .
Status: Creating [ ok N [ canel | [ hHep |
L ~ =
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Copy and Paste a Safety I/0 Device Safety Network Number (SNN)

If you must apply an SNN to other safety I/O devices, you can copy and paste
the SNN. There are multiple ways to copy and paste safety I/O device SNNG.

Copy a Safety 1/0 Device SNN
From the Module Properties General Tab:

1. On the General tab, select and highlight the SNN.
2. Press Ctrl-C to copy the SNN.

T e et sy o 1 v o
General C.omectm! Safety | Module Info Input Configuration , Test Output
Type: 17344B8S 8 Pomnt 24 DC Sink Input
Vendor Rockwel Automation/Allen-Bradley
Parent: Remote_Safety_|0_2
Name: Remate_S afety_Input Module Number: il =
il SafetyNetwork ™ FTTNTTNONND | (o]
Description P i v o 00010000 0004 F |
Backplane: 4 '}
Module Definfion
Seq'fs.. B [ o "
Revision: 21 I i
Electionic Keying:  Compatible Module
Configured By: This Controlier
input Data: Safety -
Output Data: Test
Input Status: Pt Status
Satus: Offine Lok ] [Cmes ][ sov | [ Hew

From the Safety Network Number dialog:

1. On the Module Properties General Tab, click ... | to the right of the
safety network number to open the Safety Network Number dialog.

2. On the Safety Network Number dialog, either click Copy, or click in the
SNN field and Press Ctrl-C.

- S
Safety Network Number S

| Fomat:

Time-based

@ Manual
Backoplane: 4 (Decimal)

Number.
0001_0000_DO004 {Hex) Copy
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Paste a Safety I/0 Device SNN

1. On the Module Properties General tab, click .. | to the right of the
safety network number to open the Safety Network Number dialog.

Tt e vt sty o s s o [
Geners | Conecton | Sfety | Modue o | iput Configuraton | Test Outpt|

Type: 1734B8S 8 Pot 24V DC Sink Input

endor: Rockwel Automation/Allen-Bradiey

Parent: Remote_Safety |10_2

Name: Remote_Safety_nput Module Number: 11 =)

Drescripti Safety Network F
escription: i ; 00010000 0004 D

) Backplane: 4 b
Module Definfion
Senes: B | C
Revizion: 21 =T
Electionic Keying:  Compatible Module
Configured By: This Controlier -
Input Data Safety A
Output Data: Test
Input Status: Pt Status L
Satus: Offine [ Concet

2. On the Safety Network Number dialog, either click Paste, or click in the
SNN field and Press Ctrl-V.

"
Safety Network Number -

Format:
) Time-based
@ Manual
Backplane: 4 (Decimal)
Number:
0001_0000_0004 (Hex)

-

oK ][ Cancel |

[ Hep ]

For an explanation on Safety Network Number, see the GuardLogix 5580 and
Compact GuardLogix 5380 Controller Systems Safety Reference Manual,

publication 1756-RM012.
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Connection Reaction Time
Limit

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

200

These three values define the Connection Reaction Time Limit (CRTL).

Value Default

Description

Requested Packet Interval (RPI) 10 ms (Input RPI)

How often the input and output packets are placed on
the wire (network).

Timeout Multiplier 2 The Timeout Multiplier is essentially the number of
retries before timing out.
Network Delay Multiplier 200 The Network Delay Multiplier accounts for any known

delays on the wire. When these delays occur, timeouts
can be avoided using this parameter.

If you adjust these values, then you can adjust the Connection Reaction Time
Limit. If a valid packet is not received within the CRTL, the safety connection
times out, and the input and output data is placed in the safe state (OFF).

IMPORTANT  The default values generate an Input connection reaction time limit of

40 ms. If no edits are made to

the defaults, verify that this connection

reaction time limit is used in the safety reaction time calculations.

We recommend that you do not decrease the timeout multiplier and

network delay multiplier from
connection drops.

the default, as this could lead to nuisance

IMPORTANT  For applications with large banks of POINT Guard Safety I/0, the default
connection reaction time limit can result in connection loss to the safety 1/0

modules. In these cases, it can

be necessary to increase the RPI value from

the default. Make sure that the new connection reaction time limit is used in

the safety reaction time calcul

ations.

For an explanation on reaction times, see the GuardLogix 5580 and Compact
GuardLogix 5380 Controller Systems Safety Reference Manual, publication

1756-RMO12.
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Safety 1/0 Device Signature Each safety device has a unique configuration signature that defines the

module configuration. The configuration signature is composed of an ID
Applies to these controllers: number, date, and time, and is used to verify the configuration of the module.
Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Configuration Via the Logix Designer Application

When the I/O device is configured by using the Logix Designer application,
the configuration signature is generated automatically. You can view and copy
the configuration signature via the Safety tab on the Module Properties dialog
box.

Figure 35 - View and Copy the Configuration Signature

General | Connection | Safety | Module Irfo I Input Corfiguration ITest Output IOutput Corfiguration | Intemet Protocol | Part Ca * |+

Connection | Reguested Packet | Connection Reaction Max Observed
Type Interval (RPI) (ms) Time Limit (ms) Network Delay (me)
Safety Output 20 60.0 | Reset
Configuration Cwnership:
Reset Cwnersh «

Configuration Signature:

Date:  6/22/2017
Time:  20040PM = 9865 ms
Status: Offline Apply Help
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Reset Safety I/0 Device to Out-of-box Condition

If a Guard I/O™ module was used previously, clear the existing configuration
before installing it on a safety network by resetting the module to its out-of-box
condition.

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current configuration ownership. When the opened
project owns the configuration, Local is displayed. When a second device owns
the configuration, Remote is displayed, along with the safety network number
(SNN), and node address or slot number of the configuration owner.
Communication error is displayed if the device read fails.

If the connection is Local, you must inhibit the module connection before you
reset ownership. Follow these steps to inhibit the module.

1. Right-click the module and choose Properties.

2. Click the Connection tab.

3. Check Inhibit Connection.

4. Click Apply and then OK.
Follow these steps to reset the module to its out-of-box configuration when
online.

1. Right-click the module and choose Properties.

2. Click the SafCty tab. Configuration Dwhership: Local

3. Click Reset Ownership. HesetDwnershipl «

TIP  You cannot reset ownership when there are pending edits to the module
properties, when a safety signature exists, or when safety-locked.
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1/0 Device Address Format

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

When you add a device to the I/O configuration folder, the Logix Designer
application automatically creates controller-scoped tags for the device.

I/O information is presented as a set of tags. Each tag uses a structure of data,
depending on the type and features of the I/O device. The name of a tag is

based on the device name in the system.

A Safety I/O module address follows this example.

EXAMPLE  Modulename.Type.Member

Table 18 - Safety I/0 Device Address Format

Where Is

Modulename The name of the safety I/0 device

Type Type of data Input: |
Output: 0

Member Specific data from the 1/0 device

Modulename:l.RunMode ™
Modulename:1.ConnectionFaulted ™
Modulename:l.Input Members

Input-only module

Output-only module Modulename:L.RunMode!"
Modulename:1.ConnectionFaulted
Modulename:0.0utput Members

Modulename:|.RunMode("
Modulename:1.ConnectionFaulted ™
Modulename:l.Input Members
Modulename:0.0utput Members

Combination 1/0

(1) This member is required.

Table 19 - More Resources

Resource Description

Logix 5000 Controllers I/0 and Tag Data Programming | Provides information on addressing standard 1/0 devices
Manual, publication 1756-PM004

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 203


http://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm004_-en-p.pdf

Chapter12  Safety I/0 Devices

Replace a Safety 1/0 Device

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

204

This section provides information on replacing safety I/O devices when they
are connected to Compact GuardLogix controllers.

Configuration Ownership

When the controller project is online, the Safety tab of the Module Properties
dialog box displays the current configuration ownership.

When the opened project owns the configuration, Local is displayed.

When a second device owns the configuration, Remote is displayed,
along with the safety network number (SNN), and node address or slot
number of the configuration owner.

If the module read fails, Communication error is displayed.

If the connection is Local, you must inhibit the module connection before you
reset ownership. Follow these steps to inhibit the module.

1.

2
3.
4

Right-click the module and choose Properties.
Click the Connection tab.

Check Inhibit Connection.

Click Apply and then OK.
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Replacement Configuration

You can use the Logix Designer application to replace a safety I/O device on an
Ethernet network.

To replace a Guard I/O™ module on a DeviceNet network, your choice
depends on the type of module.

Table 20 - Software

If you are using a Use See
Safety 1/0 device on EtherNet/IP The Logix Designer Below
network. application

1791DS Guard I/0 module via a Logix Designer application Below

1788-EN2DN linking device

1734 POINT Guard /0™ module via a RSNetWorx™ for DeviceNet | See the POINT Guard I/0 Safety
1788-EN2DN linking device and a software Modules User Manual, publication
1734-PDN adapter 1734-UM013.

e Ifyouare relying on a portion of the CIP Safety system to maintain SIL
or PL-rated behavior during device replacement and functional testing,
the Configure Always feature cannot be used.

For more information, see Replacement with ‘Configure Only When
No Safety Signature Exists’ Enabled on page 206.

o Ifthe entire routable CIP Safety control system is not being relied on to
maintain SIL or PL-rated behavior during the replacement and
functional testing of a device, the Configure Always feature can be used.

For more information, see Replacement with ‘Configure Always’
Enabled on page 211.

Safety I/O device replacement is configured on the Safety tab of the Compact
GuardLogix 5380 controller properties dialog box.

Figure 36 - Safety 1/0 Device Replacement

Controller Properties -

| Nonvelatic Memory | Capaciy | Iniemet Protocel | Pori G | Secutty | Mamlog |
| Genersl | Major Fauts | MinorFauts | Date/Time | Advanced | SFC Bxecuion | Project | Safety
Safety Appiication: Unlocked
Safety Status:

Safety Signature:

[ Preotect Signature in Run Mode

When replacing Safety /0 | Corfigure Only When No Safety Signature Exists hd
i When No Safety Signature Exists

orfigure O
Safety Level: Configure Aways

Safety Metwork Numbers: 5089 Backplane 40D2_0442_79EA
87/2017 3:51:05.450 PM

]
A1, Ethemet 40D2_0442_79EB (o]
L]

8/7/2017 3:51:05.451 PM
AZ, Ethernet 40D2_0442_79EC
8/7/2017 3:51:05 452 PM

0K | [ Cancel || e Help
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Replacement with ‘Configure Only When No Safety Signature
Exists’ Enabled

When a safety I/O device is replaced, the configuration is downloaded from
the safety controller if the DeviceID of the new device matches the original.
The DevicelD is a combination of the node/IP address and the SNN and is
updated whenever the SNN is set.

If the project is configured as ‘Configure Only When No Safety Signature
Exists’, follow the appropriate steps in Table 21 to replace a safety I/O device
based on your scenario. After you complete the steps, the DeviceID matches
the original, and this enables the safety controller to download the proper
device configuration, and re-establish the safety connection.

Table 21 - Replacing a Module

Compact Replacement Action Required

GuardLogix Safety | Module Condition

Signature Exists

No No SNN None. The device is ready for use.
(Out-of-box)

Yes or No Same SNN as original | None. The device is ready for use.
safety task
configuration

Yes No SNN See Scenario 1 - Replacement Device Is Out-of-box and Safety
(Out-of-box) Signature Exists on page 206.

Yes ) See Scenario 2- Replacement Device SNN Is Different from
Different SNNfrom | Original and Safety Signature Exists on page 208.

— ! original safety task
No configuration See Scenario 3 - Replacement Device SNN Is Different from
Original and No Safety Signature Exists on page 210.

Scenario 1- Replacement Device Is Qut-of-box and Safety Signature Exists

1. Remove the old I/O device and install the new device.

2. Right-click the replacement safety I/O device and choose Properties.

3. To open the Safety Network Number dialog box, click J to the right

of the safety network number.

ENEW Madule -_ - Ié“

General ‘Cnnnacﬁmn I Safety I Module Infa | Input Configuration | Test Cutput

Tupe: 1734-1B8S & Point 24V DC Sink Input

Wendor: Allen-Bradley

Parent: Remote_PointGuard_modules

Marne: Module Number: 1 ~

Description: P Salety Network A0E2 041F focs @
Number: =

i E/23/2017 3:1X32 965 Phd

odule Definition

Series: B ?ge._.

Revision: 21

Electronic K.eying: Compatible Module

Configured By: This Controller -
Input Data: Safety c
Qutput Data: Test
Input Status: Pt. Status il
Status: Creating OK | [ Cancel | [ Hep
————
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4. Click Set.

Safety Network Number |
FEormat:
Generate |

9/417/2012 11:07:00.283 A
" Manual

Backplane;: I [Decimal]

Murnber:

I?,A‘I E_0375_51BB [Hex) Copy |
Baste |

QK I Cancel | Help |

S. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.

Set Safety Metwork Number, in Module

'E DANGER., Setting Safety Metwork Mumber in module,
= Metwork status indicator on module's front panel is alternating red and green ko help validate module addressing.

I bwo or more controllers are attempting to configure module, setting Safety Metwork Mumber will result in
configuration ownership being granted to first controller that successfully configures module,

I bwo or more controllers are attempting to connect to outputs of module, setting Safety Network Mumber will result
in output ownership being granted to first controller that successfully connects to outputs,

Set Safety Metwaork Number?

6. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 207



Chapter12  Safety I/0 Devices

Scenario 2- Replacement Device SNN Is Different from Original and Safety Signature Exists

1. Remove the old I/O device and install the new device.

2. Right-click your safety I/O device and choose Properties.
3. Click the Safety tab.
4. Click Reset Ownership.
[ Module Properties: DNB_local (1791DS-IB8X0B8/A 1.1) - 101 x|
Generall Connection  Safety Modulelnfol Input Eonfigurationl TestDutputI Output Eonfigurationl
Connection | Reguested Packet | Connection Reaction Mz Cheerved -
Type Interval (R (ms) Time Limit (ms) Metwark Delay (ms)
Safety Input 10 % 40.1 365] Reset Advanced... I
Safety Cutput 10 301 283 Reset
Configuration Ownership: Local
Feset Dwnershipl +
Configuration Signature:
[n5 Hath 9365 ex) Copy |
Date:  |12/15/2004 o’
Time: |10:56:534M = 112_:I s
Statuz:  Running 0k Cancel Apply Help
5. Click OK.

6. Right-click the device and choose Properties.
7. 'To open the Safety Network Number dialog box, click J to the right

of the safety network number.

New Module - - @‘

General | Connection I Safety I Module Info I Input Configuration I Test Output‘

Type: 1734-IB8S 8 Paint 244 DC Sink [nput

endor: Allen-Bradley

Parent: Remote_PointGuard_modules

I ame: Maodule Nurmber:

Drescription: L S afety Metwork 40E2 041F 3C5
Murnber: = =

- B/23/2017 31 2: 3G

Module Definition

Rievision: 21

Electronic Keying: Compatible Module

Configured By: This Controller -
Input Data: Safety ‘: ‘
Output Data: Test | 3
Input Status: Pt. Status il
Status: Creating 0K | [ Camcel | [ Hep
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8. Click Set.

Safety Network Number |

FEormat:
Generate |

9/417/2012 11:07:00.283 A
" Manual

Backplane;: I [Decimal]

Murnber:

3416_0375_51EB [Hex) Copy |
Baste |

QK I Cancel | Help |

9. Verify that the Network Status (NS) status indicator is alternating red/
green on the correct device before clicking Yes on the confirmation
dialog box to set the SNN and accept the replacement device.

Set Safety Network Number in Module

'j DAMGER., Setting Safety Metwork Mumber in module.,
£ Mebwork skatus indicator on module's front panel is alkernating red and green ta help validate module addressing.

If twio or more controllers are attempting to configure module, setting Safety Metwork Number will result in
configuration ownership being granted ta firsk controller that successfully configures madule.

If twio or more controllers are attempting o connect ko outputs of module, setting Safety Metwork Number will result
in output cwnership being granted to first controller that successfully connects o autputs.

Sef Safety Metwork Mumber?

10. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN Is Different from Original and No Safety Signature

Exists

1.

Remove the old I/O device and install the new device.

2. Right-click your safety I/O device and choose Properties.

3.

Click the Safety tab.

[ Module Properties: DNB_local {1791D5-IB8X0B8/A 1.1)

=10 %]

Generall Connection  Safety Modulelnfol Input Eonfigurationl TestDutputI Olutput Eonfigurationl

Connection | Reguested Packet | Connection Reaction Mz Cheerved
Type Interval (RPI (ms) Time: Limnit (ms=) Metwark Delay (ms)
Safety Input 10 % 40.1 365 Reset Advanced... I
Satety Output 10 301 283| Reset

Configuration Ownership: Local

Fezet Ownership | +

Configuration Signature:

1D: IBaBb_SSBS [Hex] Copy |
D ate: I 12415742004 b l

Time: |10:56:534M = 112_:I ms

Statuz:  Running (u] % Cancel

Apply Help

Click Reset Ownership.
Click OK.

Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.
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Replacement with ‘Configure Always’ Enabled

ATTENTION: Enable the ‘Configure Always'feature only if the entire CIP
Safety Control System is not being relied on to maintain the safety
controller’s SIL/PL behavior during the replacement and functional testing of
a device.

Do not place devices that are in the out-of-box condition on a CIP Safety
network when the Configure Always feature is enabled, except while following
this replacement procedure.

When the ‘Configure Always’ feature is enabled in the controller project, the
controller automatically checks for and connects to a replacement device that
meets all of these requirements:

e The controller has configuration data for a compatible device at that
network address.

e The device is in out-of-box condition or has an SNN that matches the

configuration.

If the project is configured for ‘Configure Always) follow the appropriate steps
to replace a safety I/O device.
1. Remove the old I/O device and install the new device.

a. If the device is in out-of-box condition, go to step 6.
No action is needed for the Compact GuardLogix 5380 controller to
take ownership of the device.

b. If an SNN mismatch error occurs, go to the next step to reset the
device to out-of-box condition.

2. Right-click your safety I/O device and choose Properties.
3. Click the Safety tab.

[ Module Properties: DNB_local {(1791D5-168X0B8/A 1.1} =] ]

Generall Connection  Safety | Modulelnfol Input Eonfigulationl TestDutputl Output Eonfigurationl

Connection | Reguested Packet | Connection Reaction M Chserved o
Type Interval (RPI) (ms) Time Limit (ms) Metweark Delay (ms)
Safety Input 10 % 404 65| Reset Advanced... I
Safety Output 10 301 283| Reset

Configuration Ownership: Local

Reszet Ownership | €

Configuration Signature:

1D Babb_9365 [Hex] Copy |
[rate: |122'1 B/2004 'l
Time: |10:5E:594M = 112_:I s
Status:  Running 0K Cancel Apply Help

4. Click Reset Ownership.
5. Click OK.
6. Follow your company-prescribed procedures to functionally test the

replaced I/O device and system and to authorize the system for use.
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Notes:
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Elements of a
Control Application

Applies to these controllers:

CompactLogix™ 5380

Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Develop Standard Applications

Topic Page
Elements of a Control Application 213
Tasks 215
Programs 220
Routines 222
Parameters and Local Tags 223
Programming Languages 224
Add-On Instructions 225
Extended Properties 226
Access the Module Object from an Add-On Instruction 227
Monitor Controller Status 228
Monitor 1/0 Connections 229

A control application consists of several elements that require planning for
efficient application execution. Application elements include the following:

o Tasks

e Programs

¢ Routines

e Parameters and Local Tags

e Add-On Instructions
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Figure 37 - Elements of a Control Application

Controller Fault Handler

\ Task32
\
\
Task 1
‘ Program 1000 Watchdog
Program 1 Program Tags
) ) and Program
Main Routine Parameters
Fault Routine

Controller (global) Tags

Add-On Instruction
Definition

1/0 Data

System-shared Data
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Tasks

The controller lets you use multiple tasks to schedule and prioritize the
execution of your programs based on criteria. This multitasking allocates the
processing time of the controller among the operations in your application:

e The controller executes one task at a time.

e One task can interrupt the execution of another and take control based
on its priority.

e Inany given task, you can use multiple programs. One program executes
at a time.

e You can display tasks in the Controller or Logical Organizer views, as
necessary.

TIP  Alarge number of tasks can make it difficult to optimally tune your system.

Figure 38 - Task Within a Control Application

‘ Controller Fault Handler ‘

| [ Task 32
[
’Program 1000
’ Watchdog
Program 1 Program Tags
Main Routine and Program
Parameters
Fault Routine
e | R
Routines —
Controller (global) Add-On _In_sFruction 1/0 Data System-shared
Tags Definition Data
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Figure 39 - Tasks

Controller Organizer

4 Controller My_Project 1
<7 Controller Tags
Controller Fault Handler

X Power-Up Handler
MainTask g 4 | Tasks

(continuous) 4 £ MainTask
4 L MainProgram
<7 Parameters and Local Tags
@ MainRoutine
Dg Routine_B
4 L Program_2
<7 Parameters and Local Tags

Z@ Routine
Task 2 P <] My_Phase
(periodic) 4 ©Task2

— 4 L Task_2 _Program_1
<7 Parameters and Local Tags
[ Task_2_Routinel
Unscheduled

Logical Organizer
Main Task — P 4 L MainProgram
(continuous) 4 ] Logic and Tags

<7 Parameters and Local Tags
@ MainRoutine
Dg Routine_B
4 5] My_Phase
4 Legic and Tags
<7 Parameters and Local Tags
=1 Running
4 L Program_2
4 Legic and Tags
<7 Parameters and Local Tags
Task 2 Z@ Routine
. d) — P 4 L Task 2 Program_1
(perlo Ic 4 Legic and Tags
<7 Parameters and Local Tags
[ Task_2_Routinel

A task provides scheduling and priority information for a set of one or more

programs. Use the Task Properties dialog box to configure tasks as continuous,
periodic, or event.

Figure 40 - Configuring the Task Type

@ Task Properties - MainTask

I?I@

General | Corfiguration | Program / Phase Schedule I Mon'rtor|

216

Type:

Watchdog:

[ Inhibit Task

[ Disable Automatic Output Processing To Reduce Task Overhead

Table 22 explains the types of tasks you can configure.
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Table 22 - Task Types and Execution Frequency

Task Type Task Execution Description
Continuous Constant The continuous task runs in the background. Any CPU time that is not allocated to other operations (such as motion and
other tasks) is used to execute the programs in the continuous task.
«The continuous task runs constantly. When the continuous task completes a full scan, it restarts immediately.
« A project does not require a continuous task. If used, you use only one continuous task.
Periodic At a set interval, such as every A periodic task performs a function at an interval.
100 ms + Whenever the time for the periodic task expires, the task interrupts any lower priority tasks, executes once, and returns
control to where the previous task left off.
« You can configure the time period from 0.1....2,000,000.00 ms. The default is 10 ms. It is also controller and
configuration dependent.
Event Immediately when an event occurs | An event task performs a function when an event (trigger) occurs. The trigger for the event task can be the following:

+ Module input data change of state

« A consumed tag trigger

+ An EVENT instruction

«Anaxis trigger

« A'motion event trigger

You can configure an optional timeout interval for missed event triggers. The timeout interval causes the event tasks to
execute even in the absence of the trigger. Set the Check the Execute Task If No Event Occurs Within <timeout period>
checkbox for task.

The CompactLogix 5380 and Compact GuardLogix 5380 controllers support
up to 32 tasks. Only one of the tasks can be continuous.

A task can have up to 1000 programs, each with its own executable routines
and program-scoped tags. Once a task is triggered (activated), the programs
that are assigned to the task execute in the order in which they are grouped.
Programs can appear only once in the Controller Organizer and multiple tasks
cannot share them.

Event Task with Compact 5000 I/0 Modules

TIP  Compact 5000™ 1/0 safety input modules cannot trigger events.

Some Compact 5000 I/O digital input modules can trigger an Event task. For
example, complete these steps to configure an Event task with a 5069-IB16F
module input state change that triggers the event.

1. Configure the 5069-IB16F input module to trigger the Event task. The
following tasks are required.

a. Use the Data with Events connection type in the 5069-IB16F
module definition.

b. Enable the Event.
c. Select at least one point on the module to participate in the event.

d. Define what constitutes an event, for example, a state change from

Off to On.

e. Choose which edge of the event triggers the event. That is, the rising
edge, the falling edge, or both can trigger an event.
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You can also latch an event and enable independent point triggers.
2. Create an Event task in your project.

3. Conlfigure the Event task.

e You must choose the event trigger. For example, you can choose
Module Input Data State Change as the trigger.

e Link the task to the appropriate Event Input tag on the module.

For more information on how to use event tasks with Compact 5000 I/O
modules, see the Compact 5000 I/O Digital and Safety Module User Manual,
publication 5000-UM004

For more information on how to use event tasks in general, see the Logix 5000
Controllers Tasks, Programs, and Routines Programming Manual, publication

1756-PM00S5.
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Task Priority

Each task in the controller has a priority level. The operating system uses the
priority level to determine which task to execute when multiple tasks are
triggered. A higher priority task interrupts any lower priority task. The
continuous task has the lowest priority and a periodic or event task
interrupts it.

The continuous task runs whenever a periodic task is not running. Depending
on the application, the continuous task could run more frequently than the
periodic tasks, or much less frequently. There can also be large variability in the
frequency that the task is called, and its scan time (due to the effect of the other
periodic tasks).

IMPORTANT  If you configure multiple tasks with the same priority, the controller
timeslices them, which de-optimizes their application. This is not
recommended.

You can configure periodic and event tasks to execute from the lowest priority
of 15 up to the highest priority of 1. Use the Task Properties dialog box to
configure the task priority.

Figure 41 - Configure Task Priority

@ Task Properties - Task_2 |?'|E|
General | Corfiguration | Program / Phase Schedule I Monitor|
Type: IPeriodic: v]
Period: 10.000 ms
Priority: 10 | (Lower Number Yields Higher Priority)
Watchdog: 500.000 ms

[ Disable Automatic Output Processing To Reduce Task Overhead
[ Inhibit Task
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Programs The controller operating system is a pre-emptive multitasking system that is in

compliance with IEC 61131-3. This system provides the following:

e Programs to group data and logic

¢ Routines to encapsulate executable code that is written in one

programming language

Each program contains the following:
e Local Tags
o Parameters
¢ A main executable routine
e Other routines

e An optional fault routine

Figure 42 - Program Within a Control Application

Controller Fault Handler
\ Task 32
[
[
Task 1
Configuration
Status
Watch
‘ Program 1000 atchdog
Program 1
Program Tags
Main Routine and Program
Parameters
Fault Routine
Other Routines L
Controller (global) Tags Add-On In'sFruction /0 Data System-shared Data
Definition
Figure 43 - Programs
Controller Organizer v I X Logical Organizer

4 Controller OrgProject
<7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks

4 Legical Model OrgProject
4 L MainProgram
4 Legic and Tags
<7 Parameters and Local Tags
@ MainRoutine

4 % MainTask

4 L Secondary_Program

4 L MainProgram
<7 Parameters and Local Tags
@ MainRoutine

4 L Secondary_Program

<7 Parameters and Local Tags
@ Secondary_1
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Scheduled and Unscheduled Programs

The scheduled programs within a task execute to completion from first to last.
Programs that are not attached to any task show up as unscheduled programs.

Unscheduled programs within a task are downloaded to the controller with the
entire project. The controller verifies unscheduled programs but does not
execute them.

You must schedule a program within a task before the controller can scan the
program. To schedule an unscheduled program, use the

Program/Phase Schedule tab of the Task Properties dialog box.

Figure 44 - Scheduling an Unscheduled Program

@ Task Properties - MainTask '?'@
Program / Phase Schedule | Monitar
Unscheduled: Scheduled:
Reszerve Progra Progra
Secondary_Program
Move
o
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Routine

Routine

A routine is a set of logic instructions in one programming language, such as
Ladder Diagram. Routines provide the executable code for the project in a

controller.

Each program has a main routine. The main is the first routine to execute when
the controller triggers the associated task and calls the associated program. Use
logic, such as the Jump to Subroutine (JSR) instruction, to call other routines.

You can also specify an optional program fault routine. The controller executes

this routine if it encounters an instruction-execution fault within any of the

routines in the associated program.

Figure 45 - Routines in a Control Application

Controller Fault Handler

| Task32
\
\
Task 1
Watchdog
‘ Program 1000
Program 1
Program Tags
Main Routine and Program
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Fault Routine
Other Routines — 7
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Figure 46 - Routines
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Parameters and Local Tags

Controller Organizer —Main Program Parameters and Local Tags

Controller Organizer X

4 Controller My_Project_1
7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 % MainTask
4 4 MainProgram
<7 Parameters and Local Tags
@ MainRoutine
Bg Routine_B
P4 Program_2
P <] My_Phase
b (@ Task_2
Unscheduled
4 Meotion Groups
& Motion_Group
Ungrouped Axes
4 Assets
" Legical Model
b 1 /O Configuration

With a Logix 5000™ controller, you use a tag (alphanumeric name) to address
data (variables). In Logix 5000 controllers, there is no fixed, numeric format.
The tag name identifies the data and lets you do the following:

¢ Organize your data to mirror your machinery.

e Document your application as you develop it.
y pp ! p

This example shows data tags that are created within the scope of the Main
Program of the controller.

Figure 47 - Tags Example
Logical Organizer —Main Program Parameters and Local Tags

Logical Organizer x

4 Legical Model My _Project 1
4 L MainProgram
4 Legic and Tags

<7 Parameters and Local Tags
@ MainRoutine
Dg Routine_B

P <] My_Phase

P4 Program_2

P4 Task_2_Program_1

Program Tags Window—Main Program Parameters and Local Tags

Scope: C&Maiangmm » Show: Al Tags * T
Name =3| & | Usage Alias For Base Tag Data Type Description BExtemnal Access Constant Style
north_tank_mix | Local BOOL Read/Write ] Decimal
north_tank_pr... |Local REAL Read Wite [l Float
Analog 1/0 Device north_tank_temp |Local REAL Read/Wrte O [Foat
+|-one_shots Local DINT Read/Wiite ] Decimal
+|recipe Local TANK Read/Write ]
IntegerVaIue +|-recipe_number  |Local DINT Read/Write ] Decimal
Storage Bit replace_bit Local BOOL Read/Wiite [] |Decimal
Counter +/unning_hours | Local COUNTER Read/Wiite ]
Timer +/-unning_secon... | Local TIMER ReadWrite ]
Digital 1/0 Device start Local BOOL Read/Writ= ] |Decimal
stop Local BOOL Read/ Wiite ] Decimal
& ]

There are several guidelines for how to create and configure parameters and
local tags for optimal task and program execution. For more information, see
the Logix 5000 Controllers and I/O Tag Data Programming Manual,
publication 1756-PM004.
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Program Parameters

Program parameters define a data interface for programs to facilitate data
sharing. You can achieve data sharing between programs through either pre-
defined connections between parameters, or directly through a special
notation.

Unlike local tags, all program parameters are publicly accessible outside of the
program. Additionally, HMI external access can be specified on individual
basis for each parameter.

There are several guidelines for how to create and configure parameters and
local tags for optimal task and program execution:

e Logix 5000 Controllers and I/O Tag Data Programming Manual,
publication 1756-PM004

e Logix 5000 Controllers Program Parameters Programming Manual,
publication 1756-PM021

e Logix 5000 Controllers Design Considerations Reference Manual,

publication 1756-RM094

Programming Languages The Studio 5000 Logix Designer® application supports these

programming Ianguages.

Language Is best used in programs with

Ladder Diagram (LD) Continuous or parallel execution of multiple operations (not sequenced)

Boolean or bit-based operations

Complex logical operations

Message and communication processing

Machine interlocking

Operations that service or maintenance personnel have to interpret to
troubleshoot the machine or process

IMPORTANT: Ladder Diagram is the only programming language that can
be used with the Safety Task on Compact GuardLogix 5380 controllers.

Function Block Diagram (FBD) Continuous process and drive control

Loop control

(alculations in circuit flow

Sequential Function Chart (SFC) | High-level management of multiple operations

Repetitive sequence of operations

Batch process

Motion control that uses Structured Text

State machine operations

Structured Text (ST) Complex mathematical operations

Specialized array or table loop processing

ASCll string handling or protocol processing

For information about programming in these languages, see the
Logix 5000 Controllers Common Procedures Programming Manual,

publication 1756-PM001.
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Add-On Instructions With the Logix Designer application, you can design and configure sets of

commonly used instructions to increase project consistency. Similar to the
built-in instructions that are contained in Logix 5000 controllers, these
instructions you create are called Add-On Instructions.

Add-On Instructions reuse common control algorithms. With them, you can

do the following:
o Ease maintenance by creating logic for one instance.
o Apply source protection to help protect intellectual property.

¢ Reduce documentation development time.

You can use Add-On Instructions across multiple projects. You can define your
instructions, obtain them from somebody else, or copy them from another
project. Table 23 explains some of the capabilities and advantages of use Add-

On Instructions.

Table 23 - Add-On Instruction Capabilities

Capability Description

SaveTime With Add-On Instructions, you can combine your most commonly used logic into sets of reusable instructions. You save time when you create
instructions for your projects and share them with others. Add-On Instructions increase project consistency because commonly used algorithms
all work in the same manner, regardless of who implements the project.
IMPORTANT: You cannot edit AOIs while online. You can overwrite existing AOls by using the partial import online feature.

Use Standard Editors You use one of these editors to create Add-On Instructions:

« Ladder Diagram
« Function Block Diagram
« Structured Text

Export Add-On Instructions

You can export Add-On Instructions to other projects and copy and paste them from one project to another. Give each instruction a unique,
descriptive name to make it easier to manage and reuse your collection of Add-On Instructions.

Use Context Views

Context views let you visualize the logic of an instruction to perform instant and simple online troubleshooting of your Add-On Instructions.

Document the Instruction

When you create an instruction, you enter information for the description fields. Each instruction definition includes revision, change history, and
description information. The description text also becomes the help topic for the instruction.

Apply Source Protection

When you create Add-On Instructions, you can limit users of your instructions to read-only access. You can also bar access to the internal logic or
local parameters that the instructions use. This source protection lets you stop unwanted changes to your instructions and helps protect your
intellectual property.

Once defined in a project, Add-On Instructions behave similarly to the built-in
instructions in Logix 5000 controllers.

With Studio 5000 Logix Designer Version 31 and greater, Add-On
Instructions appear under the Assets folder in the organizer. They appear on
the instruction tool bar for easy access along with internal instructions.

Figure 48 - Add-On Instructions (Studio 5000 Logix Designer Version 31 Example)

Controller Organizer v I X

4 Controller My_Project 1
<7 Controller Tags
Controller Fault Handler

Power-Up Handler Instruction Toolbar

[ Tasks

4 Motion Groups £ (= | e S el

4 Assets = 4 p Favorites Add-On  Program Control Bit  Timer/Co
4 B8 Add-On Instructions -

I Motor_Starter
I My_Instruction
I My_Instructionl
P Data Types
Trends
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Extended Properties The Extended Properties feature lets you define more information, such as

limits, engineering units, or state identifiers for various components within the
controller project.

Component Extended Properties

Tag In the tag editor, add extended properties to a tag.

User-defined data type In the data type editor, add extended properties to data types.

Add-On Instructions In the properties that are associated with the Add-On Instruction definition,

add extended properties to Add-On Instructions.

7 Convar o ot cnericrees > [
Scope: [fBL340ERM aoplkc »  Show: Al Tags - T -
Name [E% ~ Alias For Base Tag Style | Properties - &
b K5500_drive 155 558y 4t [Edences Properties -]
¥ K5500_drive2:s 4 General Engineering Unit e
¥ Remote COMPACT_5000_10_modules1:C Marme At ‘
Description S
4 Remote COMPACT_S5000_10_modubes:1: Usage
4 Remote_COMPACT_S000_I0_modules:1d.. T
Remote COMPACT_5000_10_modules1... Dec Alias For
[ Remote COMPACT 5000 J0_modulesd..| Deci. Base Tag
Remote COMPACT_5000_10_modules:1... Float Diata Type
Remote_COMPACT_5000_10_modules:]... Deci. ;:::a S
Remote COMPACT_5000_10_modules1... Deci. Style
Remote COMPACT_5000_10_modules:l... Deci. Constant
Remcte COMPACT _5000_10_modulesd... Deci..
Remote COMPACT_5000_10_modules:]... Deci...
Remote COMPACT_5000_10_modules:1... Deci... : ?:‘:\'I.-u-r:
Remote_COMPACT_5000_10_modules... Deci: 04 Comsu =
Remcte COMPACT_5000_10_modules:1. Deci... 4 Parameter Connections (0:0]
Remote_COMPACT _5000_10_modules:... Dei.

Pass-through behavior is the ability to assign extended properties at a higher
level of a structure or Add-On Instruction and have that extended property
automatically available for all members. Pass-through behavior is available for
descriptions, state identifiers, and engineering units and you can configure it.

Configure pass-through behavior on the Project tab of the Controller
Properties dialog box. If you choose not to show pass-through properties, only
extended properties that are configured for a given component are displayed.

Pass-through behavior is not available for limits. When an instance of a tag is
created, if limits are associated with the data type, the instance is copied.

Use the .@Min and .@Max syntax to define tags that have limits. There is no
indication in the tag browser that limits extended properties are defined for a
tag. If you try to use extended properties that have not been defined for a tag,
the editors show a visual indication and the routine does not verify. Visual
indicators include:

¢ A rungerror in Ladder Logic.
e A verification error X in Function Block Diagrams.

e The error underlined in Structured Text.

You can access limit extended properties that the .@Min and .@Max syntax
defines. However, you cannot write to extended properties values in logic.

For more information on Extended Properties, see the Logix 5000 Controllers

I/0 and Tag Data Programming Manual, publication 1756-PM004.
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Access the Module Object
from an Add-On Instruction

The MODULE object provides status information about a module. To select a
particular module object, set the Object Name operand of the GSV/SSV
instruction to the module name. The specified module must be present in the
I/O Configuration section of the controller organizer and must have a device
name.

You can access a MODULE object directly from an Add-On Instruction.
Previously, you could access the MODULE object data but not from within an
Add-On Instruction.

You must create a Module Reference parameter when you define the Add-On
Instruction to access the MODULE object data. A Module Reference
parameter is an InOut parameter of the MODULE data type that points to the
MODULE Object of a hardware module. You can use module reference
parameters in both Add-On Instruction logic and program logic.

-
= Add-On Instruction Defnton - Moduiesates 10 [

General Parameters :_Local Tags E Scan Modes E Signat.

Data Context: {=F ModuleStatus <definition - l:l :

d

Name Usage | Data Type | Defa Torhwe
e 10_ModRef

| Enableln Input  BOOL Em—w;ﬂt:s
& utput it

10_ModRef InOut MODULE

91\

For more information on the Module Reference parameter, see the Logix
Designer application online help and the Logix 5000 Controllers Add-On
Instructions Programming Manual, publication 1756-PM010.

The MODULE object uses these attributes to provide status information:
e EntryStatus
e FaultCode
¢ Faultlnfo
o FWSupervisorStatus
o ForceStatus
e Instance
e LEDStatus
e Mode
e Path
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Monitor Controller Status

228

The controller uses Get System Value (GSV') and Set System Value (SSV)
instructions to get and set (change) controller data. The controller stores
system data in objects.

The GSV instruction retrieves the specified information and places it in the
destination. The SSV instruction sets the specified attribute with data from the
source. Both instructions are available from the Input/Output tab of the
Instruction toolbar.

Figure 49 - GSV and SSV Instructions for Monitoring and Setting Attributes

When you add a GSV/SSV instruction to the program, the object classes,
object names, and attribute names for the instruction are shown. For the GSV
instruction, you can get values for the available attributes. For the SSV
instruction, only the attributes that you can set are shown.

Some object types appear repeatedly, so you have to specify the object name.
For example, there can be several tasks in your application. Each task has its
own Task object that you access by the task name.

The GSV and SSV instructions monitor and set many objects and attributes.
See the online help for the GSV and SSV instructions.
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Monitor I/0 Connections

If communication with a device in the I/O configuration of the controller does
not occur in an application-specific period, the communication times out and
the controller produces warnings.

The minimum timeout period that, once expired without communication,
causes a timeout is 100 ms. The timeout period can be greater, depending on
the RPI of the application. For example, if your application uses the default
RPI = 20 ms, the timeout period is 160 ms.

For more information on how to determine the time for your application, see

the Knowledgebase Article EtherNet/IP Reduced Heartbeats as of RSLogixS000

version 16.

When a timeout does occur, the controller produces these warnings;

e I/O Fault status information scrolls across the 4-character status display
of the controller.

o« A & shows over the I/O configuration folder and over the devices that
have timed out.

e A module fault code is produced. You can access the fault code via the
following:

— The Module Properties dialog box
— A GSV instruction

For more information about I/O faults, see the Logix 5000 Controllers Major,
Minor, and I/O Faults Programming Manual, publication 1756-PM014.

Determine If /0 Communication Has Timed Qut

This example can be used with the CompactLogix 5380 or Compact
GuardLogix 5380 controllers, and help determine if controller communication
has timed out:

e The GSV instruction gets the status of the I/O status indicator (via the
LEDStatus attribute of the Module object) and stores it in the
I0_LED tag.

e IO_LED isa DINT tag that stores the status of the I/O status indicator
or status display on the front of the controller.

e IfIO_LED equals 2, at least one I/O connection has been lost and the
Fault_Alert is set.

Figure 50 - GSV Used to Identify /0 Timeout

GSV

EQU Fault_Alert
Cla Sourc

Module — Source A 10_LED —_—
e O
ame LedStatus Source B 2
Dest 10_LED
O

IMPORTANT Safety Consideration
Each Safety 1/0 module has a connection status in the module defined tag.
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Determine If /0 Communication to a Specific /0 Module Has
Timed Out

If communication times out with a device (module) in the I/O configuration
of the controller, the controller produces a fault code and fault information for
the module. You can use GSV instructions to get fault code and information
via the FaultCode and FaultInfo attributes of the Module object.

For Safety I/O modules, see Monitor Safety Connections on page 261.

Automatic Handling of I/0 Module Connection Faults

You can use an I/O connection error to cause the Controller Fault Handler to
execute. To do so, set the module property that causes a major fault to result
from an I/O connection error. The major fault causes the execution of the
Controller Fault Handler.

IMPORTANT  You cannot program Safety I/0 module connections or safety
produce/consume connections to automatically cause a major fault on the
controller. See Develop Safety Applications on page 233.

It can be important to interrupt your normal program scan to handle an I/O
connection fault. In this case, set the 'Major Fault On Controller If
Connection Fails While In Run Mode' and put the logic in the Controller
Fault Handler.

Figure 51 - 1/0 Connection Fault Causes Major Fault

7] Module Properties: Local:1 (5069-OF8 2.005) [E=NEER =

Connection

Requested Packet Interval (RP)
(ms)

Outoua 500 2027500

[T mbibit Mode

Major Fault On Controler If Connection Fais While in Run Mode

R

Madule Fault

Status: Offine ok ) [ cancel | [ Aoy | [ Hep |

You can configure the application so that a response to a failed I/O module
connection can wait until the next program scan. In this case, put the logic in a
normal routine and use the GSV technique that is described on page 229 to

call the logic.
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First, develop a routine in the Controller Fault Handler that can respond to
I/O connection faults. Then, in the Module Properties dialog box of the I/O
module or parent communication module, check Major Fault On Controller If
Connection Fails While in Run Mode.

It takes at least 100 milliseconds to detect an I/0 connection loss, even if the

mp Controller Fault Handler is used.

For more information about programming the Controller Fault Handler, see
the Logix 5000 Major, Minor, and I/O Faults Programming Manual,
publication 1756-PM014.

Sample Controller Projects

Logix Designer includes sample projects that you can copy and modify to fit
your application. To access the sample projects, choose Sample Project in the
Studio 5000° environment.

Figure 52 - Opening Sample Projects

Rockwell Software’

Studio 5000

New Project Existinn Project
From Import Sample Project

) From Sample Project From Upload
Recent Projects

& My_Project_1 & omProject @ siL_2_ssfety_Project & vai_Test
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Notes:
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Overview

Develop Safety Applications

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Topic Page
Overview 233
Safety Task 234
Safety Programs 236
Safety Routines 236
Safety Add-On Instructions 237
Safety Tags 237
Produced/Consumed Safety Tags 239
Safety Tag Mapping 248
Safety Application Protection 251
Generate the Safety Signature 254
Programming Restrictions 257
Monitor Safety Status 258
Safety Faults 264
Develop a Fault Routine for Safety Applications 267
Use GSV/SSV Instructions in a Safety Application 268

This chapter explains the components that constitute a safety project and
provides information on using features that help protect safety application
integrity, such as the safety signature and safety-locking.

The GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems
Safety Reference Manual, publication 1756-RM012 addresses the following

topics:

Guidelines and requirements for developing and commissioning safety
applications, including the use of Add-on Profiles

Creating a detailed project specification

Writing, documenting, and testing the application

Generating the safety signature to identify and help protect the project
Confirming the project by printing or displaying the uploaded project
and manually comparing the configurations, safety data, and safety
program logic

Verifying the project through test cases, simulations, functional
verification tests, and an independent safety review, if necessary

Locking the safety application
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¢ Calculating system reaction time

ATTENTION: Performing an on-line modification (to logic, data, or
configuration) can affect the Safety Function(s) of the system if the
modification is performed while the application is running. A modification
should only be attempted if absolutely necessary. Also, if the modification is
not performed correctly, it can stop the application. Therefore, when the
safety signature is deleted to make an online edit to the safety task, before
performing an online modification alternative safety measures must be
implemented and be present for the duration of the update.

Safety Task When you create a safety controller project, the Studio 5000 Logix Designer”
application automatically creates a safety task with a safety program and a
Applies to these controllers: main (safety) routine.

Compact GuardLogix 5380 SIL 2

Figure 53 - Safety Task in the Controller Organizer and Logical Organizer
Compact GuardLogix 5380 SIL 3

4 . Controller L3100ERMS2_application = 4 Logical Medel L3100ERMS2_application
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Within the safety task, you can use multiple safety programs, which are
composed of multiple safety routines. The Compact GuardLogix" 5380
controllers support one safety task. The safety task cannot be deleted.

You cannot schedule standard programs or execute standard routines within
the safety task.
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Safety Task Period

The safety task is a periodic timed task. You set the task priority and watchdog
time via the Task Properties - Safety Task dialog box.

To open the dialog box, right-click the Safety Task and choose Properties.

Figure 54 - Configure the Safety Task Period

Task Properties - Safety’

General Corfiguration* i_Prpgmm Schedule | Manitor |

Type: Perodic

Period: 20 ms

Pricrity: 3 +| (Lower number yields higher priority)
Watchdog: 20.000 ms

T e

To get the most consistent safety task execution time, and to minimize safety
task watchdog faults, we recommend running the safety task as the highest
priority user task.

You specify the safety task period (in ms) and the safety task watchdog (in ms).
The safety task period is the elapsed time between successive starting times for
the safety task. The safety task watchdog is the maximum time allowed from
the start of safety task execution to its completion.

The safety task period is limited to a maximum of 500 ms and cannot be
modified online. Be sure that the safety task has enough time to finish logic
execution before it is triggered again. If a safety task watchdog timeout occurs,
a nonrecoverable safety fault is generated in the safety controller.

The safety task period directly affects system reaction time.
For more information on how to calculate system reaction time, see the

GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012.
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Safety Programs

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Safety Routines

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

236

Safety Task Execution

The safety task executes in the same manner as a standard periodic task, with
these exceptions:

o All safety input tags (inputs, consumed, and mapped) are updated and
frozen at the beginning of safety task execution. For more information

on safety tag mapping, see page 248.
o Safety output packets (produced tags and output modules) are
generated at the conclusion of safety task execution.

e When the controller does not have a safety signature and is not safety
locked, the safety task can be held off until an online edit of a safety
element completes.

e Fora SIL 3/PLe application, the safety task does not begin executing
until the controller and the internal safety partner establish their control
partnership. Standard tasks begin executing as soon as the controller
transitions to Run mode.

Safety programs have all attributes of standard programs, except that they can
only be scheduled in the safety task and can only contain safety components.
Safety programs can only contain safety routines. One safety routine must be
designated as the main routine, and another safety routine can be designated as
the fault routine.

Safety programs cannot contain standard routines or standard tags.

Safety routines have all attributes of standard routines, except that they exist
only in a safety program. Only ladder diagram is supported for safety routines

A watermark feature visually distinguishes a safety routine from a standard
routine.
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Safety Add-On Instructions

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

Safety Tags

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

You can create safety Add-On Instructions to be used in Safety applications.
Safety Add On Instructions feature a safety instruction signature for use in
safety-related applications up to and including SIL 2- and SIL 3-rated
applications.

For more information, see the Logix 5000 Controllers Add On Instructions

Programming Manual, publication 1756-PM010.

Safety tags have all attributes of standard tags with the addition of mechanisms
that are certified to provide SIL 2/PLd and SIL3/PLe data integrity.

When you create a tag, you assign the following properties:
e Name
e Description (optional)
o Tagtype
e Datatype
e Scope
o Class
e Style
o External Access

e If the tagvalue is a constant

IMPORTANT  You cannot create a standard alias tag of a safety tag. Instead, standard tags
can be mapped to safety tags using safety tag mapping. See Safety Tag
Mapping on page 248.

The Logix Designer application can write to safety tags directly via the Tag
Monitor when the Compact GuardLogix 5380 controller is safety-unlocked,
does not have a safety signature, and is operating without safety faults.

The controller does not allow writes to safety tag data from external human
machine interface (HMI) devices or via message instructions from peer
controllers. HMI devices can have read-only access to safety tags (depending
on the External Access setting).
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Valid Data Types

The data type defines the type of data that the tag stores, such as bit or integer.

Data types can be combined to form structures. A structure provides a unique
data type that matches a specific need. Within a structure, each individual data
type is called a member. Like tags, members have a name and data type. You can
create your own structures, such as arrays or user-defined data types.

Logix controllers contain predefined data types for use with specific
instructions. Safety tags can be composed of the following:

e All primitive data types (for example, BOOL, SINT, INT, DINT,
LINT, REAL)

o DPredefined types that are used for safety application instructions

e User-defined types or arrays that are composed of the two types above

Scope

The scope of a tag determines where you can access the tag data. When you
create a tag, you define it as a controller tag (global data) or a program tag for a
specific safety or standard program (local data). Safety tags can be controller-
scoped or safety program-scoped.

Controller-scoped safety tags can be read by either standard or safety logic or
other communication devices, but can be written by only safety logic or
another safety controller. Program-scoped safety tags are accessible only by
local safety routines. These are routines that reside within the safety program.

When you create program-scoped tags, the class is automatically specified,
depending on whether you created the tag in a standard or a safety program.
When you create controller-scoped tags, you must manually select the tag class.

When safety tags are controller-scoped, all programs have access to the safety
data. Tags must be controller-scoped if they are used in these ways:

e Multiple programs in the project
¢ To produce or consume data

e In safety tag mapping

For more information, see Safety Tag Mapping on page 248.

Controller-scoped safety tags can be read, but not written to, by
standard routines.
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Program Parameters For program parameters, a safety parameter cannot be connected with or

bound to a standard parameter or controller-scoped tag.

Applies to these controllers:

Compact GuardLogix 5380 SIL 2 For information on program parameters, see Program Parameters on page 224.

Compact GuardLogix 5380 SIL 3

Produced/Consumed To transfer safety data between Compact GuardLogix 5380 controllers, you
Safety Tags use produced and consumed safety tags.

Applies to these controllers: Tags that are associated with safety I/O and produced or consumed safety data
must be controller-scoped safety tags. For produced/consumed safety tags, you
must create a user-defined data type with the first member of the tag structure
that is reserved for the status of the connection. This member is a predefined

data type called CONNECTION_STATUS.

Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

Table 24 - Produced and Consumed Connections

Tag Connection Description
Produced Compact GuardLogix 5380 controllers can produce (send) safety tags to other GuardLogix
controllers.

« Compact GuardLogix 5380 controllers only support unicast produced tags.

«Compact GuardLogix 5380 controllers do support producing a tag to up to 15 consumers if all
consumers are configured to consume the tag unicast.

« The producing controller uses one connection for each consumer.

Consumed Compact GuardLogix 5380 controllers can consume (receive) safety tags from other GuardLogix

controllers in these configurations:

«Ifyou have a Compact GuardLogix 5380 controller (the producer) in the I/0 tree of another
Compact GuardLogix 5380 controller (the consumer), then the consumer can only consume a
tag from the producer if the tag is unicast.

« Ifthe producer controller is a GuardLogix 5570 controller, then a Compact GuardLogix 5380
consumer controller can consume multicast or unicast tags.

« Each consumed tag consumes one connection.

Produced and consumed safety tags are subject to these restrictions:
¢ Only controller-scoped safety tags can be shared.
¢ Produced and consumed safety tags are limited to 128 bytes.
e Produced/consumed tag pairs must be of the same user-defined data
type.

e The first member of that user-defined data type must be the predefined
CONNECTION_STATUS data type.

o The requested packet interval (RPI) of the consumed safety tag must
match the safety task period of the producing Compact GuardLogix
5380 controller.

To properly configure produced and consumed safety tags to share data
between peer safety controllers, you must properly configure the peer safety
controllers, produce a safety tag, and consume a safety tag, as described in this
section.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 239



Chapter 14

Develop Safety Applications

240

Configure the SNN for a Peer Safety Controller Connection

The peer safety controller is subject to the same configuration requirements as
the local safety controller. The peer safety controller must also have a safety
network number (SNN).

The safety application that is downloaded into the peer safety controller
configures SNN values for each CIP Safety™ port on the controller.

Table 25 - SNN and Controller Placement

Peer Safety Controller Location SNN

Placed in the local chassis The user application on the peer controller generates an SNN value for the
local backplane port of the controller.

Placed in another chassis The controller must have a unique SNN.

For an explanation of the Safety Network Number, see the GuardLogix 5580
and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.

If the automatically assigned SNN of the producer controller does not match
the SNN the controller actually uses, you can follow these steps to copy and
paste the SNN.

TIP  When set the correct SNNs of the controller as described in Assign the Safety
Network Number (SNN) on page 78, it results in the producer controller being
assigned the correct SNN. In these cases, you need not perform this procedure.

1. Add the producer controller to the I/O tree of consumer controller.

In this example, the producer controller is accessed via an EtherNet/IP™
network through the A1 Ethernet port. Set the Al port SNN to the
same SNN as the Ethernet port SNN from the SIL2_SafetyProject.

Controller Organizer -+ 1 x Consumer Controller

a "5

4 B Controller L3100ERMS2_application
7 Controller Tags
Controller Fault Handler

Power-Up Handler
Tasks
Motion Groups
Alarm Manager
Assets
Y. Logical Model
4 | I/0 Configuration
4 B39 5069 Backplane
[ [0] 5069-L3100ERMS2 L3100ERMS2_application
4 5 Al, Ethernet
8 5083-L3100ERMS2 L3100ERMS2_application

( 8] 1756-L84ES SIL2_SafetyProject
4 Tz AJ Ethernet
Eﬁ! 5069-L3100ERMS2 L3100ERMS2_application

2. In the producer controller project, right-click the producer controller
and choose Controller Properties.

v v v v

Producer Controller
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3. On the Safety tab, click the (] next to the port (Ethernet or
Backplane) that communicates with the consumer controller. This
opens the Safety Network Number dialog box.

r@ Controller Pmper‘ties—SILZ_Safetmej;ct ﬁ
| Monvolatile Memory I Capacity I Intemet Protocol I Port Corfiguration I Security I Alarm Log |
| General I Maijor Faults I Minor Faults I Date/Time I Advanced I SFC Execution I Project | Safety

Safety Application: Unlocked
Safety Status:
Safety Signature: Generate -
Copy
Delete -

[ Protect Signature in Run Mode

When replacing Safety 1/0: [Configure Only When No Safety Signature Exists

I||  sefetyLevel [si2/PL -
Safety Network Numbers:  [1756 Backplane, 40DB_03DB_FG8C (]
1736-A10 B/B/201T 1:58:07.148 FM
Ethernet 40DB_03DB_F&8D
BA18/201T 1:55:07.149 PM
i
! [ ok ][ Cancel Apply Help

4. Copy the producer controller SNN.

Safety Network Number ﬁ
Format:
6/16/2017 1:53:07.149 PM
) Manual
(Decimal)
Number:
40DB_03DB_F68D (Hex) Copy
Paste
[ ok ][ cancel |[ Heb

TIP  You can also copy the SNN directly from the Safety Tab. On the Safety tab, select
the cell with the SNN. Right-click and select Copy (or press Ctrl-C).
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5. Inthe I/O tree of the consumer controller project, right-click on the
module that represents the producing controller, and choose Properties.

Controller Organizer v I X
a "5
4 Controller L3100ERMS2_application
<7 Coentroller Tags New Module...
Controller Fault Handler Discover Modules...
Power-Up Handler - ——
D TESkS L =X
b1 Motion Groups Copy Ctrl+C
b1 Alarm Manager Paste Ctrl+V
4 Assets Delete Delete

Y. Logical Model

4 /0 Configuration Cross Reference Ctrl=E
4 B39 5069 Backplane Export Module...
Eﬁ! [0] 5063-L3100ERMS2 L3100ERMS2_appli
4 5 Al, Ethernet Properll'esl/\\’ Alt+Enter

Eﬁ‘ 5063-L3100ERMS2 L3100ERMS2_applicat —
4 T A2, Ethernet
Eﬁ‘ 5063-L3100ERMS2 L3100ERMS2_application

6. On the Module Properties General tab, click L] to open the Safety
Network Number dialog.

[Tt e

General ‘Connection I Module Info I Intemet Protocol I Port Configuration I Time: Sync‘

Type: 1756-LB4ES GuardLogix® 5580 Safety Controller

Vendor: Rockwell Automation/Allen-Bradley

Parent: Local

Name: DT | EhemetAddess

Description: . @) Private Network: 1921681, 202
@ IP Address:

:
Module Definition

Revision: 31.001 Safety Network 4103_03D7_58F8

Number:
Electronic Keying:  Compatible Module 7/26/2017 1-54:04.664 P
Connection None
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Producer Controller Properties Dialog Box in Producer Project

7. DPaste the producer controller SNN into the SNN field and click OK.

r

Safety Network Number @

]

Format:
@ Time-based

6/16/2017 1:55:07.145 PM

) Manual
{Decimal)
Number:
40DB_03DE_FEED (Hex)

Set «

[ ok ][ cancel |[ Hep |

The safety network numbers match.

Producer Module Properties Dialog Box in Consumer Project

.
@ Controller Properties - SIL2_SafetyProject

==

[ Nonvolatie Memory | Capaciy | intemet Protocol | Port G

Securty

| General | Major Fautts [ Minor Fauts | Date/Time [ Advanced | SFCExecution [ FProject | Safety I

Safety Appication: Unlocked

[T Protect Signature in Run Mode

Safety Status
Safety Signature: Generate -
' me: Delete -

When replacing Safety 1/0:  [Corfigure Only When No Safety Signature Exists

Safety Level [si2/pL

Safety Network Numbers:  [1766 Backpians,

40DB_03DB_F68C
1756-A10

6/16/2017 1:56:07.148 PM

Ethernet 40DB_03DB_FE8D

6/16/2017 1:56:07.149 PM

-

Alam Loy s
e General" | Connection | Module Info [ Intemet Protocal | Port C | Time Sync|
Type: 1756-L84ES GuardLogin® 5580 Safety Controller
Vendor Rockwel Automation/Allen-Bradiey
Parert: Local
Name: SIL2_SafetyProject Bthemet Address
Description: @ Private Network: 192.168.1 A5
©) 1P Address
:
Module Definition
Revision: 31.001 Safety Network LI
Syl 40DB_03DB_F68D s—
Blectronic Keying:  Compatible Moduie BT 15507 149 Pl
Connection None
Help Status: Offine [ ok | [ cancel | [ spy | [ Hep
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Produce a Safety Tag

Complete these steps to produce a safety tag.
1. In the producing controller project, create a user-defined data type
defining the structure of the data to be produced.

Make sure that the first data member is of the
CONNECTION_STATUS data type.

For more information on the CONNECTION_STATUS data type,
see Monitor Safety Connections on page 261

2. Right-click Controller Tags and choose New Tag.

3. Set the type as Produced, the class as Safety, and the Data Type to the
user-defined data type you created in step 1.

4, Click Connection and enter the max limit on the number of consumers

i == FI/Sniil Sequencer  Program Contiol  ForBreak  Special AT Trig Fun
Neme:  WySaferyTag
Description:
Usage <cortroller> Produced Tag
Type Connection | Status
e [T
Data Typs:  Producer D Send Data State Change Evert To Consumeris)
Parameter
Connection
Scope: [EB L3100ERMS2_producer -
Class Safely -
P — o] [Comea ] [
Stye:
[ Constant
Sequencing
Open Corfiguration
Open Parameter Connections

5. Click OK.
6. Click Create.
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Consume Safety Tag Data

Follow these steps to consume data that is produced by another controller.

IMPORTANT  Logix Designer does not download a project if you try to consume a safety
tag from a remote controller that has disable keying enabled.

1. In the consumer controller project, create a user-defined data type
identical to the one created in the producer project (the names of the
user-defined data types must match).

TIP  The user-defined data type can be copied from the producer
project and pasted into the consumer project.

2. Right-click Controller Tags and choose New Tag.

3. Set the Type as Consumed, the Class as Safety, and the Data Type to the
user-defined data type you created in step 1.

Name: ConsumerSafetyTag

Description:

<controller>

Type: [Consumed v] [Connection...}

Alias For:

Data Type: MySafetyTag [:]

Parameter
Connection

Scope ﬂﬁ‘ L3100ERMS2_consumer

Class: [Safety

= [Readwie
CESS

Style:

Constarit

Sequencing

Open Configuration

Consumed Tag Connection

Connection | Safety I Status

Producer: [ L3100ERMS2_producer -

Remote Data:  MySafetyTag

{Tag Name or Instance Number)

RP: 20 =l s o The RPI must match the safety task period of the
- producing controller.

Use Unicast Connection over EtherMet/IP
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Consumer Project

From the Producer pull-down menus, select the controller that produces
the data.

In the Remote Data field, enter the name of the produced tag.
Click the Safety tab.

In the Requested Packet Interval (RPI) field, enter the RPI for the
connection in 1 ms increments. The default is 20 ms.

The RPI specifies the period when data updates over a connection. The
RPI of the consumed safety tag must match the safety task period of the
producing safety project.

Consumed Tag Connection

Connection | Safely | Status

Connection Reaction Time Limit: 80.0|ms

Max Network Delay: 0.0(ms -

Requested Packet Interval (RPI): 20~ ms (1- 500}

Producer Project
Task Properties - S ﬂ
- Corfiguration | Program Schedule | Monitor
Type: Periodic
Period: 20} ms
Priority: 10 %+ (Lower number yields higher priority)
Watchdog: 20.000 ms

oK | [ Camesl ||

9.

Aol Help

The Connection Reaction Time Limit is the maximum age of safety
packets on the associated connection. For simple timing constraints, you
can achieve an acceptable Connection Reaction Time Limit by
adjusting the safety task period of the producing controller, which
adjusts the RPL

The Max Network Delay is the maximum observed transport delay from
the time the data was produced until the time the data was received.
When online, click Reset Max to reset the Max Network Delay.

If the Connection Reaction time limit is acceptable, click OK.
TIP  Ifasafety consumed tag has the error code: “16#0111 Requested Packet

Interval (RPI) out of range,” check that the consumed tag RPI matches the
producer safety task period.

246 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Develop Safety Applications ~ Chapter 14

10. Ifyour application has more complex requirements, click Advanced on
the Safety tab to access the Advanced Connection Reaction Time Limit

par ameters.
Advanced Connection Reaction Time Limit Configuration @
Requested Packet Interval (RPI): 20=ms (1-500)
Timeout Muttiplier: 2=1(1-4)
Metworke Delay Muttiplier: 200 = % of RPI (10 - 600%)
Connection Reaction Time: Limit: 800 ms
ok | [ cancel | [ Heb

e The Timeout Multiplier determines the number of RPIs to wait for a
packet before declaring a connection timeout.

The Network Delay Multiplier defines the message transport time that
is enforced by the CIP Safety protocol. The Network Delay Multiplier
specifies the round-trip delay from the producer to the consumer and
back to the producer.

You can use the Network Delay Multiplier to increase or decrease the
Connection Reaction Time Limit.

ATTENTION: If you decrease the timeout multiplier or network delay
multiplier below the defaults, this could cause nuisance safety connection
losses. If you use wireless networks, you may need to increase the values
above the default.

Table 26 - More Resources

Resource Description

Provides more information on how to set the RPI and
understand how the Max. Network Delay, Timeout
Multiplier, and Network Delay Multipliers affect the
Connection Reaction Time

Connection Reaction Time Limit on page 200

Monitor Safety Connections on page 261

Contains information on the CONNECTION_STATUS
predefined data type

Logix 5000 Controllers Produced and Consumed Tags
Programming Manual, publication 1756-PM011

Provides detailed information on using produced and
consumed tags
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Safety Tag Ma pp|ng A safety routine cannot directly access standard tags. To allow standard tag data
to be used within safety task routines, the Compact GuardLogix 5380

Applies to these controllers: controllers provide a safety tag mapping feature that lets standard tag values be

Compact GuardLogix 5380 SIL 2 copied into safety task memory.

Compact GuardLogix 5380 SIL 3

Mapped tags are copied from the standard tags to their corresponding safety
tags at the beginning of the safety task. This can increase the safety task scan
time.

TIP  Standard task routines can directly read safety tags.

Restrictions

Safety tag mapping is subject to these restrictions:
o The safety tag and standard tag pair must be controller-scoped.
e The data types of the safety and standard tag pair must match.
o Alias tags are not allowed.

e Mapping must take place at the whole tag level. For example,
myTimer.pre is not allowed if myTimer is a TIMER tag.

¢ A mapping pair is one standard tag mapped to one safety tag.

¢ You cannot map a standard tag to a safety tag that has been designated as
a constant.

e Tag mapping cannot be modified when the following is true:
— The project is safety-locked.
— A safety signature exists.
— The key switch is in RUN position.
- A nonrecoverable safety fault exists.

- An invalid partnership exists between the controller and internal
safety partner

verify that the data is used in an appropriate manner. Using standard data in
a safety tag does not make it safety data. You must not directly control a
safety output with standard tag data.

c ATTENTION: When you use standard data in a safety routine, you must

For more information, see the GuardLogix 5580 and Compact GuardLogix 5380
Controller Systems Safety Reference Manual, publication 1756-RM012.
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Create Tag Mapping Pairs

1. To open the Safety Tag Mapping dialog box, choose Map Safety Tags

from the Logic menu.

Safety Tag Mappu

Standard Tag Name atm Ea{e{y Tag Name -

2. Add an existing tag to the Standard Tag Name or Safety Tag Name
column by typing the tag name into the cell, or choose a tag from the
pull-down menu.

Click the arrow to display a filtered tag browser dialog box. If you are in
the Standard Tag Name column, the browser shows only controller-
scoped standard tags. If you are in the Safety Tag Name column, the
browser shows controller-scoped safety tags.

X
Standard Tag Mame £ € | Safety Tag Mame € | Lloze I
* j Help |
_Iq In_out:| ABATID
A in_out:0 ABATID

| LController Standard |
Brogram | | Safety
Filter: Show &l ¥ |

3. Toadd anew tag to the Standard Tag Name or Safety Tag Name

column:
a. Right-click in the empty cell and select New Tag.
b. Type the tag name into the cell.

4. Right-click in the cell and choose New tagname, where tagname is the
text you entered in the cell.
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Monitor Tag Mapping Status

The leftmost column of the Safety Tag Mapping dialog box indicates the status
of the mapped pair.

Table 27 - Tag Mapping Status Icons

Cell Contents Description

Empty Tag mapping is valid.

When offline, the X icon indicates that tag mapping is invalid. You can move to another row
or close the Safety Tag Mapping dialog box.

When online, an invalid tag map results in an error message explaining why the mapping is
invalid. You cannot move to another row or close the Safety Tag Mapping dialog box if a tag
mapping error exists.

Indicates the row that currently has the focus.

Represents the Create New Mapped Tag row.

E3yRd

Represents a pending edit.

||

(1) Tag mapping is also checked during project verification. Invalid tag mapping results in a project verification error.

For more information, see the tag mapping restrictions on page 248.
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Safety Application
Protection

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

You can help protect your application program from unauthorized changes by
generating a safety signature, setting passwords, and safety-locking the
controller.

Safety-lock the Compact GuardLogix 5380 Controller

ATTENTION: Safety-locking alone does not satisfy SIL 2/PLd or SIL 3/PLe
requirements.

To help protect safety-related control components from modification, and help
prevent the safety signature from being deleted accidentally, you can safety-lock
the controller and set passwords to lock and unlock the controller.

IMPORTANT  If the application is configured to load from the SD card on power up, then
the application in the controller is overwritten even if the controller is safety
locked.

The safety-lock feature applies only to safety components, such as the safety
task, safety programs, safety routines, safety Add-On Instructions, safety tags,
safety I/O, and the safety signature.

You can modify all standard components while the controller is safety locked.

TIP  There are multiple ways to view the safety lock status of the controller:
«  The 4-character display on the controller indicates lock status.

« Inthe Logix Designer application, the text of the online bar Safety Status button
indicates the safety-lock status.

I Program Mode s )
EE Corroller OK 'F Fath: USB\14* AL
ll Enengy Storage OK

= /O OK Rem Prog F . No Forces b No Edits 2. Safety Locked LB

4

wnrites  Addn

« The Logix Designer application tray also displays the following icons to indicate the
safety controller safety-lock status.

= controller safety-locked
= controller safety-unlocked

You can safety-lock the controller project regardless of whether you are online
or offline and regardless of whether you have the original source of the
program. However, no safety forces or pending online safety edits can be
present.

You cannot change the Safety-locked or -unlocked status when the controller
mode switch is in the RUN position.
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TIP  Safety-lock or -unlock actions are logged in the controller log.

For more information on how to access the controller log, refer to the Logix 5000
Controllers Controller Information and Status Programming Manual,
publication 1756-PM015.

You can safety-lock and -unlock the controller from the Safety tab of the
Controller Properties dialog box.

Figure 55 - Safety-locking the Controller
[Contole: Prore e =]

| Nonvolatile Memory I Capacity I Intemet Protocol Port Corfiguration I Security I Alamm Lo
Major Faults Minor Faults Date/Time

Safety Application: Unlocked
Safety Status:

Safety Signature

[ Protect Signaturs in Fun Made

When replacing Safety 1/0: [Conﬁgure Only When No Safety Signature Exists

Safety Level: [si2/pLd

Safety Network Numbers: 5069 Backplane 40E2_0462_64D0
6232017 4:25:57 200 PM
A1, Ethernet 40E2_0462_(4D01
6232017 4:25:57 201 PM
AZ, Ethernet 40E2_0462_54D2
6232017 4:25:57 202 PM

0K | [ Cancel || pply

TIP  Inthe Logix Designer application, you can also choose Tools > Safety >
Safety Lock/Unlock.

If you set a password for the safety-lock feature, you must type it in the Enter
Password field. Otherwise, click Lock.

Figure 56 - Safety-locking the Controller
("safety Lock s |

Locking disables data editing, logic editing, and
forcing in the safety application.

Lock safety application?

Generate Safety Signature

[Change Password... ] l Lock.[}J [ Cancel ] [ Help ]
— —— = e —e—

You can also set or change the password from the Safety Lock dialog box. See

Set Passwords for Safety-locking and Unlocking on page 253.
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The safety-lock feature, described in this section, and standard security
measures in the Logix Designer application are applicable to Compact
GuardLogix controller projects.

See the Logix 5000 Controllers Security Programming Manual, publication
1756-PM016, for information on Logix Designer security features.

Set Passwords for Safety-locking and Unlocking

The safety-lock and -unlock feature uses two separate passwords. Passwords are
optional.

IMPORTANT  Rockwell Automation does not provide any form of password or security
override services. When products and passwords are configured, Rockwell
Automation encourages customers to follow good security practices and to
plan accordingly for password management.

Follow these steps to set passwords.

1. On the Logix Designer menu bar, click Tools > Safety > Change
Passwords.

2. From the What Password pull-down menu, choose either Safety Lock or
Safety Unlock.

F al
Change Passwords ﬁ

What Password: iSafety Lock

mitJ

Old Password:
New Password:

Corfirm New Password:

‘OK‘ || Cancel || Help_

3. Type the old password, if one exists.
4. Type and confirm the new password.

5. Click OK.

TIP  Passwords can be from 1...40 characters in length and are not case-
sensitive. Letters, numerals, and the following symbols can be used:* ~ ! @
FS%A&*()_+,-={}[1\:;2/.

To clear an existing password, enter a new password of zero length.
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Generate the Safety Signature

IMPORTANT  To generate a signature, the controller must be in Program mode.

Before verification testing, you must generate the safety signature. You can
gy g y sig
generate the safety signature only when these conditions exist:

¢ The safety-unlocked Compact GuardLogix 5380 controller project is

online.

o There are no safety forces, pending online safety edits, or safety faults.

e The safety status must be Safety Task OK.

TIP  You can view the safety status via the safety status button on the online bar on
the Safety tab of the Controller Properties dialog box.

To generate the safety signature from the Safety tab of the Controller
Properties dialog box, click Generate.

Figure 57 - Generate Safety Signature

i @ Controller Properties - SIL2_Test

| Norvolstle Memory. | Capacty Intamet Protocod Pont Corfiguration Securty Aam Log
||| General | MajorFauts | MoceFauts | DmteTime | Advenced | SFCEwasen [ Propct | Soety
| Safety Apphcation: Uniocked Safety Lock/Uniock
Safety Status: Safety Task OK
For the safety signature, Compact GuardLogix 5380 Saty Sonwiin e, =
controllers have a 32 byte ID. Only the first 4 bytes of the ID > e
display on the tab. To view and copy the entire 32 byte ID, :
dick [..] to open the Safety Signature ID dialog box.
Whan reolacing Sefety 1O
Safety Level
| Safety Network Numbers 5053 Backpane |41F1_03E3_a159

!):I I8 20T 20 A28 Pu
A1, Emmernet |49F1_oze

A3, Emarnat incs_oa
|2200m 13394 322 S0

oK Cancel Help

TIP  Inthe Logix Designer application, you can also choose Tools > Safety >
Generate Signature.

If a previous signature exists, you are prompted to overwrite it.

TIP  Safety signature creation and deletion is logged in the controller log.

For more information on how to access the controller log, refer to Logix 5000
Controllers Controller Information and Status Programming Manual, publication
1756-PM015.
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When a safety signature exists, these actions are not permitted in the safety

portion of the application:

e Online/offline programming or editing (including safety Add-On

Instructions).

e Force safety I/0.

o Change the inhibit state of safety I/O modules or producer controllers.

o Manipulate safety data (except by safety routine logic).

e Download a new safety application only if the controller is locked.

Protect the Safety Signature in Run Mode

You can help prevent the safety signature from being deleted while the
controller is in Remote Run mode, regardless of whether the safety application

is locked or unlocked.

IMPORTANT  You must complete these steps before you create a safety signature or safety
lock the controller. Once a safety signature exists, or the application is safety
locked, the Protect Signature in Run Mode checkbox is not editable.

Follow these steps to protect the safety signature:

1. Open the Controller Properties dialog box.

2. Click the Safety tab.
3. Check Protect Signature in Run Mode.
4. Click OK.
| MNonvolatile Memory I _Capacrt)' I Iljternet Protocol . I Port Configuration | Secun’r)' I
| General i Major Faults I Minor Faults I Date/Time I Advanced i SFC Execution | Project |
Safety Application: Unlocked Safety Lock/Unlock...
Safety Status:
I Safety Signature: -
-
[¥] Protect Signature in Run Mode
When replacing Safety 1/0: lConfigure Only When No Safety Signature Exists ']
Safety Level: [siLz/PLd -
Safety Network Numbers:  [5089 Backplane 4103_03D7_58F7 =
TI28201T 1:54:04.8583 PM
A1, Ethernet 4103_03D7_58F8 ()
TIZN201T 1:54:04.624 P
A2, Ethernet 4103_03D7_58F9 =
TI28201T 1:54:04.085 PM

:;\Iarrn Log

Safety”

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020

255



Chapter 14 Develop Safety Applications

Copy the Safety Signature

You can use the Copy button to create a record of the safety signature for use in
safety project documentation, comparison, and validation.

Click Copy to copy the ID, Date, and Time components to the Windows
clipboard.

Delete the Safety Signature

Click Delete to delete the safety signature. The safety signature cannot be
deleted when these are true:

e The controller is safety-locked.
e The controller is in Run mode with the mode switch in RUN.

e The controller is in Run or Remote Run mode with Protect Signature in
Run Mode enabled.

must retest and revalidate your system to meet SIL 2/PLd or SIL 3/PLe
requirements.

Without a safety signature, the controller is not SIL 2/PLd or SIL 3/PLe capable.

For more information on Safety Integrity Level (SIL) and Performance Level
(PL) requirements, see the GuardLogix 5580 and Compact GuardLogix 5380
Controller Systems Safety Reference Manual, publication 1756-RM012.

c ATTENTION: If you delete and then generate a new safety signature, you
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Programming Restrictions The Logix Designer application imposes restrictions that limit the availability

of some menu items and features (such as cut, paste, delete, search and replace).
Applies to these controllers: These restrictions help protect safety components from being modified
Compact GuardLogix 5380 SIL 2 whenever at least one of these are true:

Compact GuardLogix 5380 SIL 3

e The controller is safety-locked.
o A safety signature exists.
e Safety faults are present.

o Safety status is in any of these states when online:
— Partner missing
— Partner unavailable

- Firmware incompatible

IMPORTANT  The maximum and last scan times of the safety task and safety programs can
be reset when online.

If even one of these conditions apply, you cannot do the following:

e Create or modify safety objects, including safety programs, safety
routines, safety tags, safety Add-On Instructions, and safety I/O devices.

o Apply forces to safety tags.

e Create new safety tag mappings.

e Modify or delete tag mappings.

¢ Modify or delete user-defined data types that are used by safety tags.

e Modify the controller name, description, chassis type, slot, and safety
network number.

e Create, modify, or delete a safety connection.

When the controller is safety-locked, you cannot modify or delete the safety
signature.

For a program parameter, a safety parameter cannot be connected with, or
bound to, a standard parameter or controller-scoped tag.
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Monitor Safety Status You can use the following to monitor the controller status:

e Online bar in the Logix Designer application

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

e Safety tab in the Controller Properties dialog box

View Status Via the Online Bar

The online bar displays project and controller information, including the
controller status, force status, online edit status, and safety status.

Figure 58 - Status Buttons

I Program Mode

Ty = F Path: AB_ETHIP-1\192.168.1. 1% % 2 [

I Energy Storage OK

B 1O OK Rem Prog [ MoForces P No Edits . Safety Unlocked B,
Controller Status
When the Controller Status button Rrem prog Y is selected as shown above,

the online bar shows the controller mode (Remote Program) and status (OK).
The Energy Storage OK indicator combines the status of the primary
controller and the safety partner.

If either or both have an energy storage fault, the status indicator illuminates.
The I/0 indicator combines the status of standard and safety I/O. The I/O

with the most significant error status is displayed next to the status indicator.

Forces Status

The Forces Status button neFarces ». indicates Forces or No Forces. When
the button is selected, the online bar shows whether I/O or SFC forces is
enabled or disabled and installed or not installed. The ForcesStatus menu
contains commands to remove, enable, or disable all forces.

Online Edit Status

The Online Edit Status button no-its 2 indicates whether edits or no
edits exist in the online ladder routine or Function Block Diagram. When the
button is selected, the online bar shows the edit state of the controller. If edits
are made by another user, this area shows a textual description of the edits.
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Safety Status

When you click the Safety Status button [ssfetyunoded 2 , the online bar
displays the safety signature.

Figure 59 - Safety Signature Online Display

Bl Program Mode

~ Safety Signature: F 4
=gl F 0 om0 Oweowzi0  Tweo2sessoupw B B Sl
=16 oK Rem Prog A. No Forces P NoEdits . Safety Unlocked

ontroller Organizer

The Safety Status button itself indicates whether the controller is safety-locked
or -unlocked, or faulted. It also displays an icon that shows the safety status.

When a safety signature exists, the icon includes a small check mark.

V'ﬂv
Table 28 - Safety Status Icons
If the safety status is | This icon appears |
SIL 2/PLd Application, both online and SIL 3/PLe Application
offline Online Offline
Safety Unlocked i The controller is not safety locked. [F The controller is not safety locked and online. B.-8 The controller is not safety
- - + locked and offline.
Safety Locked The controller is safety locked. g The controller s safety locked and online. myg  The controller is safety locked
E! E E"E and offline.
Safety Faulted Iﬂl There is a safety fault.
- ikl
| KA

Safety Task Inoperable

The controller is not safety locked and the safety task is inoperable.

b
i\
-

A

The controller is safety locked and the safety task is inoperable.

There is a safety fault and the safety task is inoperable.
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View Status Via the Safety Tab

View controller safety status information on the safety status button on the
online bar and on the Safety tab of the Controller Properties dialog box.

Figure 60 - Safety Status

~

@ Controller Properties - SIL2_Test &

[ Nonvolatie Memory | Capacy | Intemet Protocol | Port Configuration | Secuity [ Aamlog |

I _General_! _ Major Faults !___I'v'ljnor_FaLdts_I_DateiT ime _i__Advanced___!___SFC Exscution | ! _ Project | Safety

Safety Application: Unlocked [ Safety Lock/Unlock... ]

Safety Status: Safety Task OK

[ Generate |«

o Safety task inoperable.
o Safety Task OK.

Except for Safety Task OK, the descriptions indicate that nonrecoverable
safety faults exist.

See Major Safety Faults (Type 14) on page 266 for fault codes and corrective

actions.
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Monitor Safety Connections

For tags associated with consumed safety data, you can monitor the status of
safety connections by using the CONNECTION_STATUS member. For
monitoring input and output connections, safety I/0 tags have a connection
status member called SafetyStatus. Both data types contain two bits:
ConnectionFaulted and RunMode.

The ConnectionFaulted value indicates whether the safety connection
between the safety producer and the safety consumer is Valid (0) or

Faulted (1). If ConnectionFaulted is set to Faulted (1) for any reason, the safety
data is reset to zero and the RunMode value is set to Idle State (0).

The RunMode value indicates if consumed data is actively being updated by a
device that is in the Run Mode (1) or Idle State (0). Idle state is indicated if the
connection is closed, the safety task is faulted, or the remote controller or
device is in Program mode or Test mode. For safety I/O connections, the
RunMode is always inverse the ConnectionFaulted status. It does not provide
unique data.

The following table describes the combinations of the ConnectionFaulted and
RunMode states.

Table 29 - Safety Connection Status

ConnectionFaulted Status | RunMode Status | Safety Connection Operation

0 =Valid 1=Run Data s actively being controlled by the producing device.
The producing device is in Run mode.

0=Valid 0=Idle The connection is active and the producing device is in
the Idle state. The safety data is reset to zero. This applies
to consumed connections only.

1= Faulted 0=Idle The safety connection is faulted. The state of the
producing device is unknown. The safety data is reset to
zero and the RunMode value is set to Idle State (0).

1="Faulted 1=Run Invalid state.

If a device is inhibited, the ConnectionFaulted bit is set to Faulted (1) and the
RunMode bit is set to Idle (0) for each connection that is associated with the
device. As a result, safety consumed data is reset to zero.
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Utilize Status

Connection Status(.ConnectionFaulted) is the status of the safety connection
between the safety controller and safety I/O module. When the connection is
operating properly, this bit is LO (0). When the connection is NOT operating
propetly, this bit is HI (1). When the connection status is HI (connection not
operating properly), all other module defined tags are LO, and should be

considered ‘invalid’ data.

Point Status is available for both safety inputs (.PtxxInputStatus) and safety
outputs (.PtxxOutputStatus). When a point status tag is HI (1), it indicates
that individual channel is functioning and wired correctly, and that the safety
connection between the safety controller and the safety I/O module on which
this channel resides is operating properly.

Combined Status is also available for both safety inputs
(.CombinedInputStatus) and safety outputs (.CombinedOutputStatus).
When the combined status tag is HI (1), it indicates that all input or output
channels on the module are functioning and wired correctly, and that the safety
connection between the safety controller and the safety I/O module on which
these channels reside is operating properly.

Whether combined status or point status is used is application dependent.
Point status simply provides more granular status.

The dual-channel safety instructions have built in safety I/O status
monitoring. Input status and Output status are parameters for the safety input
and output instructions. The DCS instruction (and other dual-channel safety
instructions) has input status for input channels A and B. The CROUT
instruction has input status for Feedbacks 1 and 2, and has output status for the
output channels that are driven by the CROUT outputs O1 and O2. The
status tags used in these instructions must be HI (1) for the safety instruction
output tag(s) (O1 for input instructions and O1/O2 for CROUT)) to be

energized.
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AENTR:1:LPtO0Status

AENTR:1:1.Pt0G5tatus

For proper safety instruction operation, it is important to drive the input status
and output status tags BEFORE/ABOVE the safety instruction as shown in

Figure 61.

Figure 61 - Instruction Examples

AENTR:Z:| Pt020utputStatus

AENTR:1:1.Pt07 Status

AENTR:Z:1.P030utputStatus

Safety_Actuator.01

Safety_Actuator.02

AENTR:1:LPt015tatus

DCS
DCS Safety_Interlock
Safety Function SAFETY GATE
Input Type EQUNALENT - ACTIWE HIGH
Discrepancy Time (Msec) 3000
Restart Type MANUAL
Cold Start Type MANUAL
Channel & AENTR:1:1.Pt00Data
(0 dm
Channel B AENTR:1:1.Pt01Data
04
Input Status 1B35_Pt_00_01_InputStatus
4=
Reset Reset
(4=

CROUT
CROUT Safety_Actuator
Feedback Type NEGATNE
Feedback Reaction Time (Msec) 1000
Actuate Output_Enable
4=
Feedback 1 AENTR: 1:1.Pt0SData
g
Feedback 2 AENTR:1:1.PtO7Data
(4
Input Status IBES_Pt_06_07_InputStatus
4=
COutput Status 0B85 _Pt_02 03 OutputStatus
g
Reszet Rezet
(4

AENTR:2:0.PtOZData

IBES_Pt_06_07_InputStatus

OBa5_Pt_02_03_0OutputStatus

AENTR:Z2:0.Pt030ata

IB&S_Pt_00_01_InputStatus

o

FP

o

0z

FP

Safety I/O status should be interrogated when using instructions such as XIC
and OTE. The responsibility for this falls to the user. You should verify that
safety input channel status is HI (1) before using a safety input channel as an
interlock. You should verify that safety output channel status is HI (1) before
energizing a safety output channel.
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Safety Faults

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

264

Faults in the Compact GuardLogix 5380 system can be:
e Recoverable controller faults
e Nonrecoverable controller faults
o Nonrecoverable safety faults in the safety application

e Recoverable safety faults in the safety application

Nonrecoverable Controller Faults

Nonrecoverable controller faults occur when the controller internal diagnostics
fail. If a nonrecoverable controller fault occurs, standard and safety task
execution stops and outgoing connections stop. Safety I/O devices respond to
the loss of output data by transitioning to the safe state. Recovery requires that
you download the application program again.

If a fault occurs, diagnostic data is automatically written to the SD card.
Rockwell Automation can then use the data to help investigate the cause of the
fault. Contact Technical Support.

Nonrecoverable Safety Faults in the Safety Application

If a nonrecoverable safety fault occurs in the safety application, safety logic and
the safety protocol are terminated. Safety task watchdog and control
partnership faults fall into this category.

When the safety task encounters a nonrecoverable safety fault, a standard
major recoverable fault is also logged, and the controller proceeds to execute
the controller fault handler, if one exists. If the controller fault handler handles
this fault, then the standard tasks continue to run, even though the safety task
remains faulted.

If you override a safety fault, it is your responsibility to prove that

c ATTENTION: If you override a safety fault, it does not clear the fault.
operation of your system is still safe.

You must provide proof to your certifying agency that your system can
continue to operate safely after an override of a safety fault.

If a safety signature exists, you can clear the fault to enable the safety task to
run. If no safety signature exists, the safety task cannot run again until the
entire application is downloaded again.

e Ifyou use the Clear Majors button or Clear Faults menu item in Logix
Designer to clear the fault, the standard application should continue to
run while the safety application is recovered from the snapshot.

e Ifyou use the mode switch method (turn the mode switch to Program,
then back to Run), the safety application is recovered from the snapshort,
but the standard application briefly transitions out of Run mode.
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Recoverable Faults in the Safety Application

If a recoverable fault occurs in the safety application, the system can halt the
execution of the safety task, depending upon whether or not the fault is
handled by the Program Fault Handler in the safety application.

When a recoverable fault is cleared programmatically, the safety task continues
without interruption.

When a recoverable fault in the safety application is not cleared
programmatically, a Type 14, Code 2 recoverable safety fault occurs. The safety
program execution is stopped, and safety protocol connections are closed and
reopened to reinitialize them. Safety outputs are placed in the safe state and the
producer of safety-consumed tags commands the consumers to place them in a
safe state, as well.

If the recoverable safety fault is not handled, a standard major recoverable fault
is also logged, and the controller proceeds to execute the controller fault
handler, if one exists. If the controller fault handler handles this fault, then the
standard tasks continue to run, even though the safety task remains faulted.

The occurrence of recoverable faults is an indication that the application code
is not protecting itself from invalid data values or conditions. Consider
modifying the application to eliminate these faults, rather than handling them
at run-time.

If you override a safety fault, it is your responsibility to prove that

c ATTENTION: If you override a safety fault, it does not clear the fault.
operation of your system is still safe.

You must provide proof to your certifying agency that your system can
continue to operate safely after an override of a safety fault.

View Faults

The Recent Faults dialog box on the Major Faults tab of the Controller
Properties dialog box contains two subtabs, one for standard faults and one for
safety faults.

The status display on the controller also shows fault codes with a brief status
message. See Status Indicators on page 299.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 265



Chapter 14 Develop Safety Applications

Fault Codes

Table 30 shows the fault codes specific to Compact GuardLogix 5380
controllers. The type and code correspond to the type and code that is
displayed on the Major Faults tab of the Controller Properties dialog box and
in the PROGRAM object, MAJORFAULTRECORD (or
MINORFAULTRECORD) attribute.

Table 30 - Major Safety Faults (Type 14)

Code | Cause Status Corrective Action
Task watchdog expired. User task has not completed in a Nonrecoverable (lear the fault.
specified period of time. A program error caused an infinite If a safety signature exists, safety memory is reinitialized and the safety task
01 | loop, the program is too complex to execute as quickly as begins executing.
:\pe_c;ﬁed, ora higher priority taskis keeping this task from If a safety signature does not exist, you must redownload the program so the
inishing. safety task can run.
02 | Anerror exists in a routine of the safety task. Recoverable Correct the error in the user-program logic.
07 | Safety task is inoperable. Nonrecoverable (lear the fault.
This fault occurs when the safety logic s invalid. If a safety signature exists, safety memory is reinitialized via the safety

signature and the safety task begins executing.

If a safety signature does not exist, you must download the program again so
the safety task can run.

The Logix 5000 Controllers Major and Minor Faults Programming Manual,
publication 1756-PM014, contains descriptions of the fault codes common to
Logix controllers.
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Develop a Fault Routine for
Safety Applications

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

If a fault condition occurs that is severe enough for the controller to shut down,
the controller generates a major fault and stops the execution of logic.

Some applications do not want all safety faults to shut down the entire system.
In those situations, use a fault routine to clear a specific fault and let the
standard control portion of your system continue to operate or configure some
outputs to remain ON.

ATTENTION: You must provide proof to your certifying agency that your
system can continue to operate safely after an override of a safety fault.

The occurrence of recoverable faults is an indication that the application code
is not protecting itself from invalid data values or conditions. Consider
modifying the application to eliminate these faults, rather than handling
them at run-time.

The controller supports two levels for handling major faults in a safety
application:

e Safety Program Fault Routine

e Controller Fault Handler

Both routines can use the GSV and SSV instructions as described on page 268.

Each safety program can have its own fault routine. The controller executes the
program fault routine when an instruction fault occurs. If the program fault
routine does not clear the fault, or if a program fault routine does not exist, the
safety task faults and shuts down.

When the safety task faults, a standard major recoverable fault is also logged,
and the controller proceeds to execute the controller fault handler, if one exists.
If the controller fault handler handles this fault, then the standard tasks
continue to run, even though the safety task remains faulted.

The controller fault handler is an optional component that executes when the
program fault routine cannot clear the fault or does not exist.

You can create one program for the controller fault handler. After you create
that program, you must configure a routine as the main routine.

The Logix 5000 Controllers Major and Minor Faults Programming Manual,
publication 1756-PM014, provides details on creating and testing a fault

routine.
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Use GSV/SSV Instructionsina
Safety Application

Applies to these controllers:
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

For standard tasks, you can use the GSV instruction to get values for the
available attributes. When using the SSV instruction, the software displays only
the attributes that you can set.

For the safety task, the GSV and SSV instructions are more restricted. SSV
instructions in safety and standard tasks cannot set bit 0 (major fault on error)
in the mode attribute of a safety I/O device.

ATTENTION: Use the SSV instruction carefully. Making changes to objects
can cause unexpected controller operation or injury to personnel.

Access FaultRecord Attributes

Create a user-defined structure to simplify access to the MajorFaultRecord and
SafetyTaskFaultRecord attributes.

Table 31 - Parameters for Accessing FaultRecord Attributes

Name Data Type Style Description

TimeLow DINT Decimal Lower 32 bits of the fault timestamp value

TimeHigh DINT Decimal Upper 32 bits of the fault timestamp value

Type INT Decimal Fault type (program, I/0, or other)

Code INT Decimal Unique code for this fault (dependent on fault type)

Info DINT[8] Hexadecimal Faglt)—speciﬁc information (dependent on fault type and
code

Capture Fault Information

The SafetyStatus and SafetyTaskFaultRecord attributes can capture
information about non-recoverable faults. Use a GSV instruction in the
controller fault handler to capture and store fault information. The GSV
instruction can be used in a standard task in conjunction with a controller fault
handler routine that clears the fault and lets the standard tasks continue
executing.

For more information on using the GSV and SSV instructions in safety
applications, refer to the Input/Output Instructions chapter of the Logix 5000
Controllers General Instructions Reference Manual,

publication 1756-RM003.
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Overview

Applies to these controllers:

CompactLogix 5380 Motion Controllers

Compact GuardLogix 5380 SIL 2 Motion Controllers

Compact GuardLogix 5380 SIL 3 Motion Controllers

Develop Motion Applications
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Some CompactLogix™ 5380 and Compact GuardLogix” 5380 controllers
support Integrated Motion over an EtherNet/IP™ network on digital and
integrated motion interfaces.

e The controllers support these numbers of integrated motion axes:

CompactLogix 5380 Controllers

Compact GuardLogix 5380 Controllers

5069-L306ERM 2 5069-L306ERMS2, 5069-L306ERMS3 2
5069-L310ERM 4 5069-L310ERMS2, 5069-L310ERMS3 4
5069-L320ERM, 5069-L320ERP 8 5069-L320ERMS2, 5069-L320ERMS2K, | 8
5069-L320ERMS3, 5069-L320ERMS3K
5069-L330ERM 16 5069-L330ERMS2, 5069-L330ERMS2K, | 16
5069-L330ERMS3, 5069-L330ERMS3K
5069-L340ERM, 5069-L340ERP 20 5069-L340ERMS2, 5069-L340ERMS3 20
5069-L350ERM 24 5069-L350ERMS2, 5069-L350ERMS2K, | 24
5069-L350ERMS3, 5069-L350ERMS3K
5069-L380ERM 28 5069-L380ERMS2, 5069-L380ERMS3 28
5069-L3100ERM 32 5069-L3100ERMS2, 5069-L3100ERMS3 | 32

e Digital drive interfaces include EtherNet/IP connected drives.

e Integrated Motion over an EtherNet/IP network supports some
Kinetix® drives and some PowerFlex® drives. For example, Kinetix 5700

and PowerFlex 755 drives.

o All CompactLogix 5380 and Compact GuardLogix 5380 controllers

support single-axis motor control with PowerFlex variable frequency

drives over an EtherNet/IP network.

This functionality is available on CompactLogix 5380 and Compact
GuardLogix 5380 controllers that do not support other aspects of
Integrated Motion over an EtherNet/IP network.

For more information, see the following:

e Integrated Motion on the EtherNet/IP network Configuration and
Startup User Manual, publication MOTION-UMO003.

e Integrated Motion on the EtherNet/IP network Reference Manual,

Publication MOTION-RMO003.
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Motion Overview The controllers support up to 256 axes of integrated motion. The 256 axes can

be any combination of CIP™, Virtual, and Consumed axes. You can add all axes

Applies to these controllers: to one Motion Group, and you can assign any combination of axes to different
CompactLogix 5380 Motion Controllers axis update schedules. You can associate Integrated Motion axes to any

Compact GuardLogix 5380 SIL 2 Motion Controllers appropriate drive.

Compact GuardLogix 5380 SIL 3 Motion Controllers The controllers do not support Analog or SERCOS motion.

The configuration process varies, depending on your application and your
drive selection. The following are general steps to configure a motion
application.

1. Create a controller project.
Select the type of drive.
Create axis tags as needed.

Configure the drive.

AN

Create axes as needed.
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Prog ram Motion Control The controller provides a set of motion control instructions for your axes:
Applies to these controllers: e The controller uses these instructions just like the rest of the Logix
CompactLogix 5380 Motion Controllers 5000™ instructions.

Compact GuardLogix 5380 SIL 2 Motion Controllers o )
e Each motion instruction works on one or more axes.

Compact GuardLogix 5380 SIL 3 Motion Controllers

¢ You can use motion control instructions in these
programming languages:
- Ladder Diagram (LD)
— Structured Text (ST)
- Sequential Function Chart (SFC)

e Each motion instruction needs a motion control tag. The tag uses a
MOTION_INSTRUCTION data type and stores the information

status of the instruction.

For more information, see the Logix 5000 Controller Motion Instructions
Reference Manual, publication MOTION-RMO002.

Unintended operation can result if you reuse the same motion control tag in
other motion instructions, or if you write to any of the motion control tag
elements.

c ATTENTION: Use each motion control tag in only one motion instruction.
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In this example, a simple ladder diagram that homes, jogs, and moves an axis.

If Initialize_Pushbutton = on and the axis = off (My_Axis_X.ServoActionStatus = off), the MSO instruction turns on the axis.

Initialize_Puzhbutton

My Az ¥ ServadctionStatus

1 E
J L

Home_Puzhbutton
1E

qE
J"'IL

by Amiz_ dwisHomedStatus

If Home_Pushbutton = on and the axis hasn’t been homed (My_Axis_X.AxisHomedStatus = off), the MAH instruction homes the axis.

J L

Jog_Pushbuttan

J/E
_I',IL

bdy_Awiz_x ServodctionSatus

b S0
kation Serva On EM
Biriz by Amiz_i= |:| [ ]
kotion Control by bz =_On ER>—
bt H
Mation Axis Home EM—
Bz bely_ iz |:| ]
Mation Cantrol My_Awiz_#_Home ER>—
IPo—
PCo==

If Jog_Pushbutton = on and the axis = on (My_Axis_X.ServoActionStatus = on), the MAJ instruction jogs the axis forward at 8 units/second.

tis )
ki atian Awxis Jog
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ki ation Control
Diirection

Speed
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If Jog_Pushbutton = off, the MAS instruction stops the axis at 100 units/.second?. Make sure that Change Decel is Yes. Otherwise, the axis decelerates at

its maximum speed.

Jog_Pushbuttan
/e

MAS

10 units at 1 unit/second.

Move_Command

272

ky_Amiz_¥ ServodctionStatus
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If Move_Command = on and the axis = on (My_Axis_X.ServoActionStatus = on), the MAM instruction moves the axis. The axis moves to the position of
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Obtain Axis Information

Applies to these controllers:

CompactLogix 5380 Motion Controllers

Compact GuardLogix 5380 SIL 2 Motion Controllers

You can obtain axis information via these methods:

e Double-click the axis to open the Axis Properties dialog box.

e Usea Get System Value (GSV) or Set System Value (SSV) instruction to

Compact GuardLogix 5380 SIL 3 Motion Controllers

e View the Quick View pane to see the state and faults of an axis.

e Use an axis tag for status and faults.

Figure 62 - Obtain Axis Information

read or change the configuration at runtime.

B File Edit View Search Logic
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=58 MainProgram
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=@ my_motion_group
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N - i »
Type AXIS_SERVO_DRIVE
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| Axis State
Update Period 2.0 ms
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Node <none=
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Drive Fault
|Module Faults
Attribute Error
Ampiifier Catalog | <none>
Motor Catalog <none>

my_axis_x_Uninhibit_Cmd

|_- Axis Properties Dialog Box

my_ax9s_x_InhibitStatus  my_drive_x.ServoActionStatus.
JE JE

Class Name Axis
Instance Hame my_drive_x
Aftribute Name  InibitAxis
Source my_drive_x

7

my_axis_x_OK

2 pi=

Set System Value —

Axis Tag

T Quick View Pane

SSV (or GSV) Instruction

m
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Notes:
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Chapter 16

Automatic Diagnostics

Troubleshoot the Controller

Topic Page
Controller Diagnostics with Logix Designer 276
Controller Diagnostics with Linx-based Software 289
Controller Web Pages 290
Other Potential Issues to Troubleshoot 298

This chapter describes how to troubleshoot the controller if issues occur during
normal operation.

You can use messages on the 4-character display to troubleshoot the controller.
For more information, see Appendix A, Status Indicators on page 299.

Automatic Diagnostics is a system-level feature in Logix 5000 controllers that
provides device diagnostics to HMIs and other clients, with zero
programming. The diagnostics include device description conditions and state
events.

Automatic Diagnostics is enabled by default in Logix 5000 controllers with
firmware revision 33 or later. You can disable and enable the whole feature
while online or offline from the Advanced tab on the Controller Properties
dialog. You can also disable Automatic Diagnostics for a specific device in the
device's configuration.

& Controller Properties - V33 Project x
Nonwolatie Memory Capacty Intemet Protocol Port Configuration Securty Alam Log
General Major Fauits Minor Faults Date/Time ~ Advanced SFC Execution Project Redundancy

[[] Match Project to Controller

Serial Number: |0

[ Allow Consumed Tags to Use RP| Frovided by Producer
[] Report Overflow Fauts )

Enable Automatic Diagnastics 4—

Cancel Apply Help
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Considerations for The response time and diagnostic information for a loss of communication
o gs depends on the device and configuration settings.
Communication Loss P 8 5
Diag nostics Type of Connection Device Behavior
Direct connection to a Logix 5000 Device reports communication loss.The device communication loss can
controller be replaced by the diagnostics of a communication adapter

No connection to a Logix 5000 controller | Communication adapters that do not have a connection to the
controller do not report a communication loss diagnostics.

It is recommended that you configure your communications adapters
for a status connection to ensure they report any communication loss
diagnostic in a timely manner.

Data connection Device reports communication loss.

The device communication loss can be replaced by the diagnostics of a
communication adapter

Rack-optimized connection Device does not report communication loss diagnostics. The
communication adapter reports communication loss diagnostics.
A device with a rack optimized connection has a reduced set of
diagnostics as compared to a direct connection.

When enabled, the Automatic Diagnostics feature enables:

o Communication loss diagnostics for all devices in the controller I/O
configuration

e Device-level automatic diagnostics evaluations for all uninhibited and
enabled devices.

You can disable Automatic Diagnostics for a specific device in the device
configuration. The communication loss diagnostic remains active even if the
device disables Automatic Diagnostics. To disable communication loss
diagnostic, inhibit the device or disable Automatic Diagnostics at the
controller.

Controller Diagnostics with You can use the Controller Properties in the Studio 5000 Logix Designer”

. . application to view fault conditions in these ways:
Logix Designer PP Y
Applies to these controllers: e Warning Symbol in the I/O Configuration Tree
CompactLogix™ 5380

o Categories on I/O Module Properties Dialog
Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3 ¢ Notification in the Tag Monitor

e Fault Information in the Controller Properties Dialog Box

e DPort Diagnostics

e Advanced Time Sync
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Warning Symbol in the I/0 Configuration Tree

IMPORTANT Safety Consideration

You cannot configure safety connections to automatically fault the
controller.

A warning symbol appears in the controller organizer next to the I/O module.
This occurs when there are faults or other conditions in the I/O module, or if
the connection to the I/O module fails while in run mode.

Figure 63 - Warning Symbol on 1/0 Module

| Controller Organizer > 1 X “I
[ Controller L340ERM _application

+[:, Tasks EI 3 5009 Backplane
e (3 Metion Groups H

l:l Add-0n Instructions
[ Data Types

-[[3 Trends

oMy, Logical Model

= @L’O Configuration
_--5069 Backplane

! igh_speed_counter
H [3]5069 HSC2x0B4/A high d_
L8y "

The following conditions are possible:

e When the I/O module is configured to cause a major fault on the
controller and an I/O module fault occurs, the following can result:

- Controller state displays Faulted.
— Controller status displays Controller Fault and is steady red.

— I/O module status displays I/O Not Responding and blinks green.

I Program Mode 1 .

. . Controller Fauk S\ Path: AB_ETHIP-
i I Energy Storage OK

S m 1/O Mot Responding  Faulted @ noFe

IMPORTANT  The descriptions in the Logix Designer application can change based on the
controller mode and status.

IMPORTANT Safety Consideration

You cannot configure safety connections to automatically fault the
controller.
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e When the I/O module is not configured to cause a major fault on the
controller and an I/O module fault occurs, the following result:

— Controller state displays the current state, for example, Rem Run.
— Controller status displays Controller OK and is steady green.
- I/O module status displays I/O Not Responding and blinks green.

i B Run Mode 1

Y 1 Contoller OK N\ 7 Path: AB_ETHIP-
I Energy Storage OK =
% BN /O Mot Responding RN FIE Mo Fe

Categories on 1/0 Module Properties Dialog

The Module Properties dialog for I/O modules includes a series of categories.
You can use some of the categories to troubleshoot the controller.

IMPORTANT  The number and type of categories varies by 1/0 module type.

The following are examples of ways to use categories on the Module Properties
dialog box when you troubleshoot a controller:

e Module Status on General Category

¢ Module Fault Descriptions on Connection Category

¢ Module Fault Descriptions on Module Info Category

o Diagnostics Option on Module Info Category

The categories that are described in this section display the module status.
When a fault exists, the text is Status: Faulted in the module status line as
shown in Figure 64.
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Module Status on General Category

The General category displays the module status.

Figure 64 - Module Status in Fault Message Line

5 Module Properties: Local1 (5069-OF5 2006) (=0 =R ===
General
Type: 5063-0F8 & Channel Vokage /Cument Analog Output
Vendbr: Alen-Bradiey
Parent: Local
Neme: andlog_voh_curent_output
Ch
Limits Desciption:
Ch03
Limits.
Ch4
Limits.
Ch05
Limits.
cndt
Limits.
-Ch07
Limts Modie Defiiion
Calibration Seres:
Revision: 2.006
EBlectronic Keying:  Exact Match
Connection Data
Output Data Analog Data
Change
L~
< Status: Fauted [ ok ] [ concal Help
™

Module Fault Descriptions on Connection Category

The Connection category displays the module fault description that includes

an error code that is associated with the specific fault type.

Figure 65 - Fault Description with Error Code

1 Module Properties: Locak:1 (S069-OF8 2.006) fele=s
General Connection
( ==
i
Channels
chon >
Lt \ame Reauested Packet hterval (RP)
=]
Limits
= cno2 CutputDats
Limits
cno3
Limits
chos
Linis
Chos
Limits
cnos
Limits
& Cho7
Limits
Calibration
[Clihibit Module
Modie Fault
(Code 1620116) Electranic Keying Mismatch: Major andjor Minor revision invald or incorrect.

Status: Fauted ok ] [ caneal

Hep
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Module Fault Descriptions on Module Info Category

When you click the Module Info category, a dialog box displays the module
fault description and the corresponding fault code. Click OK to access the
Module Info category.

TIP  The Module Info tab requires successful communications to help you
troubleshoot the fault effectively. Consider the following:

+  If communication to the I/0 module is OK, but the module is faulted, we
recommend that you use the Module Info category to troubleshoot the
fault.

«  If communication to the 1/0 module is faulted, we recommend that you
use the Connection category to troubleshoot the fault.

On the Module Info category, the Status section displays the following about
the I/O module:

¢ Major and Minor Faults

o Internal State

Figure 66 - Major and Minor Fault Information

] Module Properties: Local:1 (5069-OF8 2.006) [=lle =

Module Info

Alen-Bradley

e Rodsnel Automalpnm...
ode:  S069-0F8 ntermal State:  Unconmec
2008

ial Number: 70302218

=
e S069-OF8/A Ouned: No

Status: Fauited [ ok | [ Cancd Hep |
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Diagnostics Option on Module Info Category

You can access the diagnostics for a module from the Module Info category.
Click Diagnostics, to access the Module Diagnostics dialog box.

Figure 67 - Module

Diagnostics

] Module Properties: Local1 (5069-OF8 2.006) = E ==
General Module Info
Connegion
T otk Identfcation Status
Cramnels
™ Vendor: Allen-Bradley Majeor Fault: Nene
=5 ProductType:  Rocknel Automaton m. Minor Fauit: None
E-ChO1
Linis Procuct Code:  5069-0F8 Internal State:  Unconected
InC2 Revision: 2005
- Linis
B-che3 Serial Number: 70302218 Configured:  Configured
== ProductName:  S063-CFG/A Ouned: No
£-Chi4
Limis Modue Identity:  Match
£-Ches
Limits
£-ChiE
iagnostics Refresh Reset Module | &
B Ch07 L
Limis
Calbration
Status: Fauted oK [ Cancel Heb |

Module Diagnostics

Run Mods:

Diagrostics Thresholds Exceeded:
Diagnostics Sequence Count:
Self Test:

CPU Utilzation:

Time Synchronization
Status:

Grand Master Clock Identity:

Ide
Present
9
Passed

0%

Not Synchronized

Local Clock Offset to System Time:

Local Clock Offset Timestamp:

ons

Diagnostic Counters
Connections:
Packet lost:

Timeout:

1969-12-31-20:54:13.703_349_190(UTC-05:00)
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Notification in the Tag Monitor

General and diagnostic module faults are reported in the Tag monitor of your
Logix Designer application project.

The Value field indicates a fault with the number 1.

Controller Tags - L340ERM_application(controller)
Scope: ELMDERM_appIic ~ Show: Al Tags - W
Mame =g|o | Value + | Force Mask * | Style Diats Type
+-Local:1:C floonl flcoal) AB:5000_ADBC.D
—-Local:1:1 fooal flooa]) AB:5000_ADS:1:0
Logal 1l Sumdd 1] Decimal BOOL
Local:1:|.ConnectionFautted 1 ) Decimal BOOL
T o —T| Decimal BOOL
+/ Local: 1:1. Diagnostic SequenceCount ] Decimal SINT
E o {...1 CHANNEL_AO_D..
| Local:1:1.CrDD.Faut ) Decimal BOOL
oo T e tesa g Decimal BOOL

Fault Information in the Controller Properties Dialog Box

You can use these tabs on the Controller Properties dialog box to
troubleshooting the controller:

e Major Faults
e Minor Faults

o Network
Major Faults

You can monitor information about recent major faults and also clear major
faults on the Major Faults tab.

Table 32 - Major Faults Tab in Controller Properties Dialog Box

CompactLogix 5380 Controller

& Controller Properties - L340ERM _application o 2=

[ NonvolajeMEmoy | Mewqy | Iniemet Prolocol | Port Corfiguration | Network | Seowity |

General WaorFauts | Minor Fauts | Date/Tine | Advanced | SFC Execuon | Project
1 major fault since, = —_——

| Clear Majors |

Recent Fauts:

12/31/1897 914,46 FM

(Type 03) /0 Fault

{Code 18) 1/ module connection falled on required
modue:

Pot.  Backplane

Module: - analog_vok_sument_outpt

Emor Bectronic Keying Mismatch: Major and/or Minor
revision invalid or incormect

Info: <none

ok | [ Cancel Apph Help
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Minor Faults

You can monitor information about recent minor faults and also clear minor

faults on the Minor Faults tab.

Table 33 - Minor Faults Tab in Controller Properties Dialog Box

CompactLogix 5380 Controller

3 Controller Properties - L340ERM_application I=ECR =3
[ Nonvolatie Memay [ 1) TEeTeNRgtocol | PortConfiguration | Network | Secutty |
General | Major Faults Minor Fauks | Date/Tme | Advanced | SFCExecuon | Project

No minorfauts since last cleared. 3
Recent Falts
Faul Bis:
[C] Powerup
Evo
[ Progrem
[ Watchdog
[T Nonvalatie Memary
[] Energy Storage
[7] Diagnestics
ok | [ Cancel Help

Network

Typically, the Network tab is used to monitor for faults that occur when the

controller is used in a DLR network.

IMPORTANT  The Network tab is not available when the controller operates in

Dual-IP mode.

Figure 68 - Network Tab in Controller Properties Dialog Box

i Controller Properties - L340ERM _application

o[- ]
| Gener | Maorfauts | MinorFaks | Date/Tme | Advanced JZFC Exccuion TN Froect |
Nonvolatle Memory |  Memory | Intemet Protocol | Port Configuratioh_ | Network | Jecurty
Network Topology: Ring =
Network Status: Ring Faut
Active Ring Supervisor: 19216812
Active Supervisor 0
Frecedence
Enable Supervisor Mode
Ring Fauts Detected: 1 Reset Counter | «
Supenvisor Status Active
Ring Fault
Last Active Node on Fort 1 192.168.1.3
Last Active Node on Port 2: 192.168.1.2
Vierfy Fault Location | «
ok | [ Cancel Aoply Help
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Port Diagnostics

When your project is online, you can view the status of the embedded Ethernet
ports on the controller.

1. Access the Controller Properties.

2. Click the Port Configuration tab.

3. On the Port Configuration tab, click the Port Diagnostics button for an
active port.

@ Controller Properties - L340ERM_application = @
‘ General I Maijor Faults | Minor Faults I Date/Time: | Advanced | SFC Execution I Project |
‘ Nonwvaolatile Memory | Memary | Intemet Protocol | Port Conffiguration Network Security

Port | Enable | LinkStatus [ A4 Spsed ek Port

Negotiate | Selected Current Selected current [ | Diagnostics
Al Active w|1Gbps w |[Full Eg
A2 [l - -

The Port Diagnostics page, displays information for the port. See

Table 34 on page 285 for parameter descriptions.

284

=
Port Diagnostics - Port: 1 - ——  — — [
R — — b

Interface Counters Media Counters

Octets Inbound: 444804 Alignment Emors 1]

Octets Quthound: 436980 FCS Emors: o

Unicast Packets Inbound: 1913 Single Collisions: 1]

Unicast Packets Outbound 2955 Muttiple Collisions 0

Mon-unicast Packets Inbound 508 SQE Test Emors o

Mon-unicast Packets Qutbound: 12 Defemed Transmissions: ]

Packets Discarded Inbound: o Late Collisions: o

Packets Discarded Outbound: o Excessive Collisions: o

Packets With Emors Inbound: o MAL Transmit Emors: o

Packets With Emors Outbound o MAC Receive Emors: o

Unknown Protocol Packets Inbound: o Camier Sense 0
Frame Too Long: 0

—
Close ] [ Help
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Table 34 - Port Diagnostics Parameters - Logix Designer

Parameter

Description

Interface Counters

The Interface Counters values have no value when you cannot communicate
out of the port.

Octets Inbound

Displays the number of octets that are received on the interface.

Octets Outbound

Displays the number of octets that are transmitted to the interface.

Unicast Packets Inbound

Displays the number of unicast packets that are received on the interface.

Unicast Packets Outbound

Displays the number of unicast packets that are transmitted on the interface.

Non-unicast Packets Inbound

Displays the number of non-unicast packets that are received on the
interface.

Non-unicast Packets Outbound

Displays the number of non-unicast packets that are transmitted on the
interface.

Packets Discarded Inbound

Displays the number of inbound packets that are received on the interface
but discarded.

Packets Discarded Outbound

Displays the number of outbound packets that are transmitted on the
interface but discarded.

Packets With Errors Inbound

Displays the number of inbound packets that contain errors (excludes
discarded inbound packets).

Packets With Errors Outbound

Displays the number of outbound packets that contain errors (excludes
discarded outbound packets).

Unknown Protocol Packets Inbound

Displays the number of inbound packets with unknown protocol.

Media Counters

The Media Counters values have no value when you are offline or online and
there is a communication error.

Alignment Errors

Displays the number of frames received that are not an integral number of
octets in length.

FCS Errors

Displays the number of frames received that do not pass the FCS check.

Single Collisions

Displays the number of successfully transmitted frames that experienced
exactly one collision.

Multiple Collisions

Displays the number of successfully transmitted frames that experienced
multiple collisions.

SQE Test Errors

Displays the number of times an SQE test error message was generated.

Deferred Transmissions

Displays the number of frames for which the first transmission attempt is
delayed because the medium is busy.

Late Collisions

Displays the number of times a collision is detected later than 512 bit-times
into the transmission of a packet.

Excessive Collisions

Displays the number of frames for which transmission fails due to excessive
collisions.

MAC Transmit Errors

Displays the number of frames for which transmission fails due to an internal
MAC sub layer transmit error.

MAC Receive Errors

Displays the number of frames for which reception on an interface fails due
to an internal MAC sub layer receive error.

Carrier Sense Displays the number of times that the carrier sense condition was lost or
never asserted when attempting to transmit a frame.

Frame Too Long Displays the number of frames received that exceed the maximum permitted
frame size.

Reset Counters Click Reset Counter to cause the interface and media counter values on the

module to set to zero, and the values in the dialog to update.
Reset Counter appears dimmed when:

« offline

- online and a communication error has occurred
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Advanced Time Sync

The Advanced Time Sync dialog displays information that is related to CIP
Sync™ time synchronization. The information appears only if the project is
online and Time Synchronization is enabled on the Date/Time tab. Also,
when the controller operates in Dual-IP mode, the Advanced Time Sync tab
provides data for each port.

IMPORTANT Precision Time Protocol (PTP) Software

« Access to software that manages/updates the Precision Time Protocol on
a control system network should be limited to users who are trained on
the administration of industrial control system time including PTP.

This includes the PTP update tool supplied by Rockwell Automation, or
other publicly available PTP management software.

Incorrect updates while a control system is running can disrupt the
operation of the control system (including major faults and some
devices taken off line).

« When disabling PTP on a controller, to give the controller time to process
the disable, use a two-second delay before setting the WallClockTime
(WCT) in the controller. Otherwise, there is a risk of the grandmaster
clock overwriting the W(T.

1. On the Date/Time tab, click the Advanced button.

@ Centroller Properties - L340ERM_application = @
‘ MNonvolatile Memony | Memory | Intemet Protocol | Port Corfiguration | Metwork | Security |
General I Major Faults | Minor Faults | Date:/Time: | Advanced | SFC Execution | Project |

i) The Date and Time displayed here is Controller local time. not workstation local time.
" Use these fields to corfigure Time attributes of the Controllzr

{Sa Date. Time and Zone from Workstation I €

Date and Time:  1/1/1970 2:28:39 AM Change Date and Time... | &

Time Zone:  [{UTC-00:00) e

[ Adjust for Daylight Saving {+01:00) «

Time Synchronize

A, DANGER. Iftime synchronization is

Enable Time Synchronization disabled online. active axes in any
controller in this chassis, or any other
3 Is the system time master synchronized device, may experience

unexpected motion
(3 Is & synchronized time slave

(3 Duplicate CST master detected
() CST Mastership disabled
) No CST master
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The Advanced Time Sync dialog box opens. See Table 35 on page 287

for parameter descriptions.

Controller Properties - Advanced Time Sync [
CIP Sync Time Synchronization: Enabled
UTC System Time 1/1/1970 02:30:26 AM
Grandmaster Clock Local Clock
Description: Synchronization Status: Synchronized
User Name: - Offset from Master: 18 ns
User Location: B
Profocol Address:  00.00.00.00 Backpiane State: Master (Port 1)
Physical Address:  00-00-00-00 i Ethemet State: Slave {Port 2)
Clnrk Tvne: Rnundary Fnd-Tn-e
Idertity: E43069FFFEAAICTT Identity: F45433FFFES276C8
Class: 248 Class: 248
Accuracy 254 Accuracy 254
Variance 65635 Variance 655635
Source Oscillator Source Oscillator
Priorty 1 128 Priorty 1 = (Master Ovemds)
Priority 2: 128 Priarity 2: 128 (Tie Breaker)
Cancel Soph Help
L

Table 35 - Time Sync Parameters

Grandmaster Clock

Description

Displays information about the Grandmaster clock. The vendor of the Grandmaster device
controls this information. The following information is specified:
+ User Name

« User Location

« Protocol Address

« Physical Address

+ (ClockType

« Manufacturer Name

+ Model

« Serial Number

- Hardware Revision

« Firmware Revision

- Software Version

« Profile Identity

« Physical Protocol

« Network Protocol

- Port Number

Use the vertical scroll bar to view the data.

Identity

Displays the unique identifier for the Grandmaster clock. The format depends on the
network protocol. Ethernet network encodes the MAC address into the identifier.

Class

Displays a measure of the quality of the Grandmaster clock. Values are defined from
0...255 with zero as the best clock.

Accuracy

Indicates the expected absolute accuracy of the Grandmaster clock relative to the PTP
epoch. The accuracy is specified as a graduated scale that starts at 25 nsec and ends at
greater than 10 seconds or unknown. The lower the accuracy value, the better the clock.

Variance

Displays the measure of inherent stability properties of the Grandmaster clock. The value
is represented in offset scaled log units. The lower the variance, the better the clock.

Source

Displays the time source of the Grandmaster clock. The available values are:
« Atomic Clock

« GPS

+ Radio

. PTP

- NTP

+ HAND set

« Other

« Oscillator
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Table 35 - Time Sync Parameters (Continued)

Priority 1/ Priority 2

Displays the relative priority of the Grandmaster clock to other clocks in the system. The
priority values range from 0. . .255. The highest priority is zero. The default value for both
settings is 128.

Local Clock

Synchronization Status

Displays whether the local clock is synchronized or not synchronized with the
Grandmaster reference clock. A clock is synchronized if it has one port in the slave state
and is receiving updates from the time master.

Offset to Master

Displays the amount of deviation between the local clock and the Grandmaster clock in
nanoseconds.

Backplane State

Displays the current state of the backplane. The available values are as follows:
- Initializing
- Faulty

- Disabled

« Listening

+ PreMaster
+ Master

+ Passive

« Uncalibrating
- Slave

+ None

Ethernet State

Displays the state of the Ethernet port. The available values are as follows:
« Initializing
- Faulty
+ Disabled
« Listening
+  PreMaster
+ Master
+ Passive
« Uncalibrating
+ Slave

None

IMPORTANT: When the controller operates in Dual-IP mode, this attribute provides data
for each controller port. The fields appear as follows:

- A1, Ethernet State

+ A2, Ethernet State

Identity

Displays the unique identifier for the local clock. The format depends on the network
protocol. Ethernet network encodes the MAC address into the identifier.

Class

Displays a measure of quality of the local clock. Values are defined from 0. .. 255, with
zero as the best clock.

Accuracy

Indicates the expected absolute accuracy of the local clock relative to the PTP epoch. The
accuracy is specified as a graduated scale that starts at 25 nsec and ends at greater than
10 seconds or unknown. The lower the accuracy value, the better the clock.

Variance

Displays the measure of inherent stability properties of the local clock. The value is
represented in offset scaled log units. The lower the variance, the better the clock.

Source

Displays the time source of the local clock. The available values are:
« Atomic Clock

.« GPS

« Terrestrial Radio

- PTP

« NTP

+ HAND set

« Other

« Oscillator
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Controller Diagnostics with
Linx-based Software

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

You can also view diagnostic information in Linx-based software.

1. Use the RSWho button to browse.
2. Navigate to the Ethernet network.

3. Right-click the controller and choose Module Statistics.

&% File Edit View Communications Station DDE/OPC  Securi

= & g8 =z ¥
¥ Autobrowse | g;,F Browsing - nods 19216013
=2} Workstation, NAUSMAYCT4SVYL =] F
25 Linx Gateways, Ethernet =] o
ETHIP-1. Ethernet 19216812 1921
TEMT | 5069-L340... 5069-

Remove

Cenfigure New DDE/OPC Topic
Data Monitor

Driver Diagnostics

Configure Driver

Upload EDS file from device

Security..
e Properties
< Module Statistics Ik >

figuration

The Module Statistics dialog provides this information:

e The General tab shows device information, and any faults on the
controller.

e The Port Diagnostics tab shows information for the Ethernet port.

¢ The Connection Manager Tab shows information on connection
requests.

e The USB tab shows information about the USB port.

#
AB_ETHIP-14,192.168.1.2 5069-1L340ERM/A Statistics l = éj

General | Port Diagnostics | Connection Managerl USBE |

Device Name: | 5063-L340ERM/A
Vendor: AMlen-Bradlsy Comparry
Product Type: 14

Product Code: 194

Revision: 22004

Seral Number: 60794F5D

Fautts:
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Controller Web Pages The controller provides diagnostic web pages that track controller perfo

rmance, network performance, and backplane performance.

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL2 IMPORTANT  With the Studio 5000 Logix Designer application version 33.00.00 and later,
Compact GuardLogix 5380 SIL 3 controller web pages are disabled by default.

To enable the controller web pages, select the checkbox on the Logix
Designer Controller Properties Security tab.

@ Controller Properties - V33 _Project P4
General  MajorFauts  MinorFauts  Date/Tme  Advanced  SFCExecition  Project  Redundancy

Honvolatie Memory Capacty Intemet Protocol Port Configuration Securty” Aam Log

Security Authority No Protection
Use only the selected Sscurty Authorty for Authentication and Athorization

Secure With:

[[] Restrict Communications Except Through Selected Slots

Select Slots: ml1]2[3][4]|5]6

Enable Cortroller Web Pages

Change Detection

Changes To Detect: 16H#FFFF_FFFF_FFFF_FFFF| | Configure..

Cancel Apply Help

To access the diagnostic web pages, follow these steps.

1. Open your web browser.

2. In the Address field, type the IP address of the controller and

press Enter.

3. To access the information that you need, use the links in the left-side
navigation bar.

IMPORTANT  The controller web pages are slightly different based on the EtherNet/IP™
mode that is used. The web pages look different and provide different
information.

For example, consider the following:

« When the controller operates in Linear/DLR mode, the left-side
navigation bar displays a Ethernet Port A1/A2 folder with three tabs.
There is one Ethernet Port web page for both ports, and the controller
web pages provide one set of Ethernet data.

+ When the controller operates in Dual-IP mode, the left-side navigation
bar displays an Ethernet Port A1 folder and an Ethernet Port A2 folder.
Each folder has three tabs.

There is an Ethernet Port web page for each port, and the controller web
pages provide one set of Ethernet data for port A1 and another set of
Ethernet data for port A2.
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Home Web Page

The Home web page provides device information and controller status.

Rockwell |
@ Allen-Bradiey Automation

Mar 8 2018, 04149146
GOYBAART

Linear/DLR Mode sl ; proorreer

F4:54:33:98:20:86
Port A1/AZ TP Address 192.168.1.11

Remote

Program
16#E5B8_3012_32C8_3768
Disabled - Mone Tnstalled
Disabled - Mone Installed

Seconds Betwaen Rafrash: [0 | Disable Refresh with 0.

faaeea framgdBNEaAap@ala@ala-a

Rockwell
@ Allen-Bradiey Automation

o1
Mar 8 2018, 04149146
6093RART

Dual-IP Mode

F4:54:33:98:20:86
192.168.1.11
F4:54:33:98:20:67
192.168.2.12

Seconds Batween Refrash: El Disable Refrash with 0.

hitpe//www.rockwellautemation.com/
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Tasks Web Page

On the Tasks web page, the pie chart shows the percentage of the control core's
CPU consumed by the tasks that are on that core. The gauges show the CPU

utilization of the control and communications cores.

The table shows the tasks that are running on the Control core (all system tasks
are summarized as one task).

ﬂ Rockwell Autornation

€« = C f [4192168.1.2/index.html

L340ERM_application © Alon-Bradiey Automition

Control

Control Tasks CPU Usage

e

VeEEE

The user project has a
Continuous task active, so
the Control utilization is always 100%

MSG (Class 3)

/0 (Class 0/1)

MainTask 100%

Control Task List
Name Type

System  System

dle System

Fault System

Motion  System

MainTask Continuous 10000 16 Enabled

Mot
Inhibited

Seconds Between Refrash: Disable Refresh with 0.
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Diagnostics Web Pages

The Diagnostics web pages use a series of tabs to provide information about

the following:
e Module Diagnostics
e Application Connections
e Bridge Connections

e Ring Staristics

i Rockwell Automation

€ = C f [)192168.12/indexhtml

L340ERM_application © Allen-Bradiey Autorantion

Minimize Module Diagnostics

/O Comms Utilization [Actual)
1/0 Comms Utilization (Theoretical)

Active Total
Active M N
Active I/O

Maximum Total Observed

Seconds Between Refresh: [15 | Disable Refrash with 0.
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Ethernet Port Web Pages

The Ethernet Port web pages use a series of tabs to provide information about

the following:
o Diagnostic Overview
e Network Settings

o FEthernet Statistics

fl Rockwell Automation

Roclowell
@ Allen-Bradiey Automation

HMI/MSG Connected (EtherNat/IR Port)
Active Sent Packets Per Second
Maximum Observed Recaived Packets Per Second
Guaranteed Sent Bytes Per Second
Maximum Allowed Received Bytes Per Second
Total Pool Size Sent Packet Count
Received Packet Count
HMI/MSG Unconnected (Etherliet/IP Port)
Linear/DLR Mode Eem-DickEB Per Secand /0 and Prod/Cons Packsts Per Second (EtherNet/IP Port)
Raceived Packats Per Second Total
Sent Packet Count Sent
Received Packst Count Recsived

1/0 and Prod/Cons Packet Counts (Etherlet/IP Port)
963537
481772
481765
L]
0

Multicast Producers (Etherhet/IP Port)
Active

Maximum Observed o

Maximum Supported 32

Base Address 23%.192.1.32

Seconds Between Refresh: [15 | Disable Refresh with 0.

§ Rockwell Automation % Y, |
€ - C A [ 192168.12/indexhtml

L340ERM_application @ Allen-Bradley Autornation

Expand Minimize Diagnostic Overviaw
O
TCP Connections (Etherliet/IP Port) HMI/MSG Connected (EtherNet/IP Port)
Active Sent Packets Per Second
Maximum Observed Received Packets Per Sacond
Guararteed Sent Bytes Per Second
Maximum Alloved Recelved Bytes Per Second
Total Pool Size Sent Packet Count
Received Packet Count
HMI/MSG Unconnected (EtherNet/IP Port)
Sent Packets Per Second 1/0 and Prod/Cons Packets Per Second (Etherfiet/IP Port)
Received Packsts Per Second Total o

Dual-IP Mode : T —- 2

Received Packet Count Received 0

10 and Prod/Cons Packet Counts (Etherfiet/IP Fort)
Total

Sent

Received

Rejected

Missed

Multicast Preducers (EtherNet/IP Port)
Active o

VEEEEEE

Maximum Observad o
Maximum Supported 32
Base Address 239.192.1.32

Seconds Batwsen Refrash: Disable Refrash with 0.
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Advanced Diagnostics Web Pages

The Advanced Diagnostics web pages provide information about

the following:

e TCP/IP Network - Provide information about the following:

ICMP Statistics
IP Statistics
UDP Statistics
TCP Statistics
TCP Connection
UDP Table

e Ethernet Port A1/A2- Provide information about the following:

Interface Statistics
ARP Table
IP Route Table

when the controller operates in Dual-IP mode.

IMPORTANT  This information is listed separately for, and is unique to, each port

e 1588 PTP (Time Sync)
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f Rockwell Automation

Roclawell
@ Alten-Bradley Automation

1n destination unreachable
In time excesded

In parameter problems

In source quenches

In rediracts

1n echos

In echo responses

In timestamps

Linear/DLR Mode In simssiams responess

1n address mask responses
Out messages

Qut erors

Out destinstion unraachable
Out time exceeded

Out parameter problems
Qut source quenches

Out redirects

Out achos

Out acho responses

Out timestamps

Out timestamp responses
‘Out address masks

Out address mask responses

Seconds Betwieen Refresh: Disable Refresh with 0.

o
fl Rockwell Automation x %

€ > C fi [[192168.12/indexhtml

L340ERM_application @ Allen-Bradley Autornation

Minimize

In messages

In erers

In destination unreachable
In time excesded

In parameter problems
In source quenches

In redirects

In echos

In echo responses

In timestzmps

In timestamp responses
In address masks

| In address mask responses
Dual-IP Mode out messages

Out errors
Out destination unreachable
Out time excesded
Out parameter problems

e Out seurce guenches

Out redivects

Out echos
Out echo responses
Out timestamps
Out timestamp responses
Out address masks
Out address mask rasponses

Seconds Between Refresh: Disable Refresh with 0.
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Browse Chassis Web Page

The Browse Chassis provides information about the devices in the system. You
can click the link for each catalog number to access more information about
that device.

! Rockwell Automation

€ > C A |[)192168.12/indexhtml

L340ERM_application © Alen-Bradey Autoraation

Mini

S5065-L340ERM/A
S063-0FS/A
SOE5-1B16F/ A
S06S-HSC2x0B4/A
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Other Potential Issues to
Troubleshoot

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

298

Your controller can experience other issues that you must troubleshoot.

Continuous Task Sends Output Data at High Rate

A free-running Continuous Task can keep sending outputs at a high rate. If the
Continuous Task executes repetitively with a short task execution time, and
local output or produced data is changing, the controller can produce data
faster than the receiving modules can react. We recommend that you program
appropriately to avoid this condition.

Immediate Output Instructions Issued at High Rate

CompactLogix 5380 and Compact GuardLogix 5380 controllers can issue
Immediate Output (IOT) instructions faster than I/O modules can react to
them. We recommend that you program IOT instructions so that they are sent
at a rate appropriate for the I/O module and the corresponding physical
devices.

Integrated Motion On an EtherNet/IP Network Traffic
Priority Status

When you use a Stratix” managed switch to change the network
communication rate from 1 Gbps to 100 Mbps, the system can fail to prioritize
the Integrated Motion On an EtherNet/IP network communication higher
than standard I/O communication.

For more information on when to use a Stratix managed switch to change the
network communication rate from 1 Gbps to 100 Mbps, see page 127.

For more information on managed switches in general, see the EtherNet/IP
Network section of the product directory accessible at this address:

http://ab.rockwellautomation.com/networks-and-communications/ethernet-
ip-network.

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020


http://ab.rockwellautomation.com/networks-and-communications/ethernet-ip-network

Appendix A

Status Indicators

The CompactLogix™ 5380 and Compact GuardLogix* 5380 controllers have a
four-character scrolling status display, controller status indicators,
EtherNet/IP™ network status indicators, and power indicators.

Topic Page
Status Display and Indicators 300
General Status Messages 301
Compact GuardLogix Status Messages 303
Fault Messages 303
Major Fault Messages 305
1/0 Fault Codes 305
Controller Status Indicators 306
EtherNet/IP Status Indicators 308
Power Status Indicators 309
Thermal Monitoring and Thermal Fault Behavior 310
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Status D|sp|ay and Indicators Eigure 69 shows the status display and indicators on CompactLogix 5380 and
Compact GuardLogix 5380 controllers.

Figure 69 - Status Display and Indicators

1 —p 1T —p @ Allen-Bradley
A
CJrun Ook CInerar [CIneTA2 e CJRUN ok [INET A1 [CINET A: il |
2 [CJrorce  [Jso Cunkar  CJungs 2 [] FORCE Osb [CJLINK A1 D)uﬂ .l.
M-
M
v M- 3 —
ED= U S
H | B
)E ==

Item | Description

N

4-Character Scrolling Status Display, see page 301

Controller Status Indicators, see page 306

EtherNet/IP™ Status Indicators, see page 308

S W

Power Status Indicators, see page 309

300 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Status Indicators ~ Appendix A

General Status Messages

Applies to these controllers:

CompactLogix 5380

The scrolling messages that are described in this table are typically indicated

upon powerup, powerdown, and while the controller is running to show the
status of the controller.

Compact GuardLogix 5380 SIL 2

Message

Interpretation

Compact GuardLogix 5380 SIL 3

No message is

The controller is Off.

indicated Check the MOD POWER status indicator to see if power is applied to the system.
Check the OK indicator to determine if the controller is powered and to determine the
state of the controller.
Identity Mismatch - This product’s identity has been modified from its original production state and the
Contact Tech Support | integrity of the product has been compromised.
This could be the result of unauthorized modifications made to the product or the product
may not be a genuine Rockwell Automation product.
This product should not be placed into service.
TEST The controller is conducting power-up tests.
CHRG The embedded energy storage circuit is charging.
PASS Power-up tests have completed successfully.
Saving...Do Not The controller is about to save an image to the SD card.
Remove SD Card
SAVE A project is being saved to the SD card. For more information, see SD Indicator on

page 307.

Let the save operation complete before you:
+ Remove the SD card.

- Disconnect the power.

IMPORTANT: Do not remove the SD card while the controller is saving to the SD card. Let
the save complete without interruption. If you interrupt the save, data corruption or loss
can occur.

One of the following:
LOAD

Loading . .. Do Not
Remove SD Card

A project is being loaded from the SD card. For more information, see SD Indicator on
page 307.

Let the load operation complete before doing the following:

+ Remove the SD card

- Disconnect the power

IMPORTANT: Do not remove the SD card while the controller is loading from the SD card.
Let the load complete without interruption. If you interrupt the load, data corruption or
loss can occur.

upDT

A firmware update is being conducted from the SD card upon powerup. For more
information, see SD Indicator on page 307.

If you do not want the firmware to update upon powerup, change the Load Image
property of the controller.

Rev XXaoxx

The firmware major and minor revision of the controller.

5069-L3xxx

The controller catalog number and series.

Link Down

Message appears when an Ethernet port does not have a network connection. Message
scrolls continuously during operation.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for each link, that is, Link A1 and Link A2. The link name appears before the information.

Link Disabled

Message appears when you have disabled an Ethernet port. Message scrolls continuously
during operation.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for each link, that is, Link A1 and Link A2. The link name appears before the information.

DHCP-
00:00:XX:XX:XX:XX

Message appears when the controller is set for DHCP, but not configured on a network.
The message shows the MAC address of the controller. Message scrolls continuously
during operation if no IP address is set.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port ATand Port A2. The port name appears before the information.
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Message

Interpretation

Ethernet Port Rate/
Duplex State

The current port rate and duplex state when an Ethernet port has a connection. Message
scrolls continuously during operation.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for each link, that is, Link A1 and Link A2. The link name appears before the information.

IP Address

The IP address of the controller. Appears on powerup and scrolls continuously during
operation. If the IP address is not yet set, the MACaddress appears.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port ATand Port A2. The port name appears before the information.

Duplicate IP -
00:00:XX:XX:XX:XX

Message appears when the controller detects a device with the same IP address on the
network. The message shows the MAC address of the device with the duplicate IP address.
Message scrolls continuously during operation.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port A1and Port A2. The port name appears before the information.

DHCP-Address Lost

The controller communicated with the DHCP server to renew the IP address. The server
either did not reply or did not renew the IP address.

The controller continues to operate, but with no Ethernet connectivity out of this port.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port ATand Port A2. The port name appears before the information.

IP Address/Mask/
Gateway/DNS Invalid

The DHCP server responded with an unusable combination.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port A1 and Port A2. The port name appears before the information.

IP Address Invalid

The IP Address that is used in the port configuration is not valid.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port A1and Port A2. The port name appears before the information.

Mask Invalid

The Subnet/Network Mask used in the port configuration is not valid.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port A1and Port A2. The port name appears before the information.

Gateway Invalid

The Gateway Address that is used in the port IP configuration is not valid.

IMPORTANT: When the controller operates in Dual-IP mode, this information is provided
for Port ATand Port A2. The port name appears before the information.

DNS Invalid The DNS used in the port IP configuration is not valid.
No Project No project is loaded on the controller.
To load a project:
+ Use the Studio 5000 Logix Designer® application to download the project to the
controller
« Usean SD card to load a project to the controller
Project Name The name of the project that is loaded on the controller.
BUSY The 1/0 modules that are associated with the controller are not yet fully powered.
Let powerup and I/0 module self-testing complete.
Corrupt Certificate The security certificate that is associated with the firmware is corrupted.
Received Go to http://www.rockwellautomation.com/support/ and download the firmware revision to

which you are trying to update. Replace the firmware revision that you have previously
installed with that posted on the Technical Support website.

Corrupt Image

The firmware file is corrupted.

Received Go to http://www.rockwellautomation.com/support/ and download the firmware revision to
which you are trying to update. Replace the firmware revision that you have previously
installed with that posted on the Technical Support website.

Backup Energy HW A failure with the embedded storage circuit has occurred, and the controller is incapable

Failure - Save Project | of saving the program in the event of a powerdown. If you see this message, save your
program to the SD card before you remove power and replace the controller.

Backup Energy Low- | The embedded storage circuit does not have sufficient energy to enable the controller to

Save Project save the program in the event of a powerdown. If you see this message, save your

program to the SD card before you remove power and replace the controller.

Flash in Progress

A firmware update that i initiated via ControlFLASH™ or AutoFlash software is in progress.
Let the firmware update complete without interruption.
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Compact GuardLogix Status

Messages

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Fault Messages

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Message

Interpretation

Firmware Installation

The controller is using boot firmware, that is, revision 1.xxx, and requires a

Required firmware update.
The Compact GuardLogix SIL3 controller also shows "Firmware Installation Required",
when the controller and the internal safety partner have incompatible firmware. Update
the module to correct firmware version.

SD Card Locked An SD card that is locked is installed.

Download in Progress

An active download is occurring

Aborting Download

An active download is being canceled. This can be due to a user initiated cancel, a
download failure, or connection loss.

The Compact GuardLogix 5380 controller display can show these scrolling

messages.

Table 36 - Safety Status Messages

Message Interpretation
No Safety Signature Safety Task is in Run mode without a safety signature. Generate a safety signature.
Safety Unlocked The controller is in Run mode with a safety signature, but is not safety-locked. Safety

lock the controller.

Safety Task Inoperable

The safety logic is invalid. For example, a watchdog timeout occurred, or memory is
corrupt.

For a Compact GuardLogix 5380 SIL3 controllers, a mismatch occurred between the
primary controller and the safety partner.

Safety Partner Missing

For Compact GuardLogix 5380 SIL3 controllers, the safety partner is missing or
unavailable.

If the controller displays a fault, these messages can appear on the status display.

Table 37 - Fault Messages

Message Interpretation

Major Fault TXX:(XX message A major fault of Type XX and Code XX has been detected.
For example, if the status display indicates Major Fault T04:C42 Invalid
JMP Target, a JMP instruction is programmed to jump to an invalid LBL
instruction.

1/0 Fault Local:X #XXXX message An 1/0 fault has occurred on a module in the local chassis. The slot

number and fault code are indicated along with a brief description.

For example, I/0 Fault Local:3 #0107 Connection Not Found indicates
that a connection to the local 1/0 module in slot three is not open.

Take corrective action specific to the type of fault indicated.
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Table 37 - Fault Messages (Continued)

Message

Interpretation

1/0 Fault ModuleName #XXXX message

An 1/0 fault has occurred on a module in a remote chassis. The name of
the faulted module is indicated with the fault code and brief description
of the fault.

For example, I/0 Fault My_Module #0107 Connection Not Found
indicates that a connection to the module named My_Module is not
open.

Take corrective action specific to the type of fault indicated.

1/0 Fault ModuleParent:X #XXXX message

An 1/0 fault has occurred on a module in a remote chassis. The parent
name of the module is indicated because no module name is configured
in the /0 Configuration tree of Logix Designer application. In addition,
the fault code is indicated with a brief description of the fault.

Take corrective action specific to the type of fault indicated.

X1/0 Faults

1/0 faults are present and X = the number of 1/0 faults present.

If there are multiple 1/0 faults, the controller indicates that the first fault
reported. As each 1/0 fault is resolved, the number of indicated faults
decreases and the /0 Fault message indicates the next reported fault.

Take corrective action specific to the type of fault indicated.

For details about major recoverable faults and I/O fault codes, see the
Logix 5000 Major, Minor, and I/O Fault Codes Programming Manual,

publication 1756-PM014.
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Major Fault Messages

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

1/0 Fault Codes

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

The Major Fault TXX: CXX message on the controller status display indicates
major faults.

This manual links to Knowledgebase Article Logix S000
Controller Fault Codes for fault codes. Download the
spreadsheet from this public article.

You might be asked to login to your Rockwell Automation web
account, or create an account if you do not have one. You do not
need a support contract to access the article.

For suggested recovery methods for major faults, see the Logix 5000 Major,
Minor, and I/O Fault Codes Programming Manual, publication 1756-PM014.

The controller indicates I/O faults on the status display in one of these
formats:

e /O Fault Local: X #XXXX message
e 1/O Fault ModuleName #XXXX message
o 1/O Fault ModuleParent:X # XXXX message

The first part of the format is used to indicate the location of the module with
a fault. How the location is indicated depends on your I/O configuration and
the properties of the module that are specified in the Studio 5000 Logix
Designer application.

The latter part of the format, #XXXX message, can be used to diagnose the
type of I/O fault and potential corrective actions.

This manual links to Knowledgebase Article Logix S000
Controller Fault Codes for fault codes. Download the
spreadsheet from this public article.

You might be asked to login to your Rockwell Automation web
account, or create an account if you do not have one. You do not
need a support contract to access the article.

For suggested recovery methods for I/O faults, see the Logix 5000 Major,
Minor, and I/O Fault Codes Programming Manual, publication 1756-PM014.
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Controller Status Indicators  The controller status indicators display the state of the controller.

Applies to these controllers:

IMPORTANT Safety Consideration

Status indicators are not reliable indicators for safety functions. Use them
only for general diagnostics during commissioning or troubleshooting. Do
Compact GuardLogix 5380 SIL. 3 not attempt to use status indicators to determine operational status.

CompactLogix 5380
Compact GuardLogix 5380 SIL 2

RUN Indicator

The RUN indicator shows the current mode of the controller.

To change the controller mode, you can use the mode switch on the front of the
controller or the Controller Status menu in the Logix Designer application.

Table 38 - RUN Indicator

State Description

off The controller is in Program or Test mode.

Steady green The controller is in Run mode.

FORCE Indicator

The Force indicator shows if I/O forces are enabled on the controller.

Table 39 - FORCE Indicator

State Description

0ff No tags contain I/0 force values.

Solid yellow 1/0 forces are enabled. If any 1/0 force values exist, they are active.
IMPORTANT: Use caution if you change any force values. In this state, the changes take effect
immediately.

Flashing yellow 1/0 forces exist in the application, but are not active because I/0 forces are not enabled.

IMPORTANT: Use caution if you enable 1/0 forces. All existing I/0 force values take effect
immediately.
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SD Indicator

The SD indicator shows if the SD card is in use.

Table 40 - SD Indicator

State

Description

Off

No activity is occurring with the SD card.

Flashing green

The controller is reading from or writing to the SD card.
IMPORTANT: Do not remove the SD card while the controller is reading or writing. Let the

Solid green read/write complete without interruption. If you interrupt the read/write, data corruption or
loss can occur.
Flashing red One of the following exists:
« The SD card does not have a valid file system.
« The SD card drew excessive current and power has been removed from the card.
Solid red The controller does not recognize the SD card.
OK Indicator

The OK indicator shows the state of the controller.

Table 41 - OK Indicator

State Description
0ff No power is applied.
Flashing red One of the following exists:
« The controller requires a firmware update. Typically, the controller is in its out-of-box
state when a firmware update is required.
If a firmware update is required, the 4-character display indicates Firmware Installation
Required. For more information on how to update firmware, see Upload from the
Controller on page 95.
«  Afirmware update is in progress.
If a firmware update is in progress, the 4-character display indicates Flash in Progress. For
more information on how to update firmware, see Upload from the Controller on
page 95.
«The controller has a major fault. The fault can be recoverable or nonrecoverable. If the
faultis nonrecoverable, the program has been cleared from the controller memory.
If a fault has occurred, the 4-character display shows information about the fault, for
example, the Type and Code.
For details about major faults, see the following:
— The fault descriptions in the General Status Messages that begin on page 301.
— Logix 5000 Major, Minor, and 1/0 Fault Codes Programming Manual, publication
1756-PM014.
« All user tasks, that is, standard and safety, are stopped.
Solid red One of the following:
« The controller is completing power-up diagnostics.
« The controller is depleting its residual stored energy upon powerdown.
«The controller is powered, but is inoperable.
« The controller is loading a project to nonvolatile memory.
«The controller is experiencing a Hardware Preservation Fault due to a high internal
module temperature.
In this condition, only the status indicator receives power. Once the controller cools down
to an acceptable temperature, full power is applied.
Solid green The controller is operating normally.
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EtherN et/ IP Status Indicators The EtherNet/IP indicators show the state of the controller Ethernet ports and

network communication activity.

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2 NET A1 and NET A2 Indicators

Compact GuardLogix 5380 SIL 3

The NET Al and NET A2 indicators show the state of the Ethernet port.

Table 42 - NET A1 and NET A2 Indicators

State Description

off One of the following:

« The controller is not configured, or does not have an IP address.

« The port is administratively disabled.

« The EtherNet/IP mode is Linear/DLR mode. In this case, the NET A2 indicator is off. The NET
Alindicator remains on.

Flashing green | The controller has an IP address, but no active connections are established.

Steady green The controller has an IP address and at least one established active connection.

Steady red Duplicate IP address or invalid configuration.

LINK A1 and LINK A2 Indicators

The LINK Al and LINK A2 indicators show the state of the EtherNet/IP
links.

Table 43 - LINK A1 and LINK A2 Indicators

State Description

0ff The link is down. One or more of these conditions exists:

« Ethernet cables are not properly connected at both ends. That is, the cables are not properly
connected the controller Ethernet port and to the connected device.

« Nolink exists on the port. For example, the connected device is not powered.
« The port is administratively disabled.

« LINKA2 only:
— The controller is the active ring supervisor in a DLR network, and the ring is not broken.
This is normal operation.
— The controller is the active ring supervisor in a DLR network and has detected a rapid
ring fault.

Flashing green | All of these conditions exist:
« The port is enabled.

« Alink exists. That is, the cable is properly connected to an enabled controller Ethernet port
on to another device.

« There is activity on the port.

Steady green All of these conditions exist:
« The portis enabled.

« Alink exists. That is, the cable is properly connected to an enabled controller Ethernet port
on to another device.

« There is no activity on the port.
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Power Status Indicators

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

The power status indicators show the status of module power and
sensor/actuator power, known as MOD Power and SA Power, respectively.

MOD Power Indicator

Table 44 describes the MOD Power indicator on a CompactLogix 5380 and
Compact GuardLogix 5380 controller.

Table 44 - MOD Power Indicator

State Description
off Module Power is not present
Steady green Module Power is present(”

(1) Although unlikely, it is possible that there is enough Module Power present for the indicator to turn steady green but the power
is not valid. Valid power is 18. .. .32V DC to operate a CompactLogix 5380 system. If the system does not power up and operate
successfully, Module Power can be invalid.

If Module Power is invalid, we recommend that you make sure that the external power supply is working correctly, properly sized
for your application and that all wiring is correct.

SA Power Indicator

Table 45 describes the SA Power indicator on a CompactLogix 5380 and
Compact GuardLogix 5380 controller.

Table 45 - SA Power Indicator

State Description

off One of the following:
« Sensor Actuator Power is not present
- Status of Sensor Actuator power is unknown

Steady green Sensor Actuator Power is present(”

(1) Although unlikely, it is possible that there is enough Sensor/Actuator Power present for the indicator to turn steady green but
the power is not valid. Valid power is 18. . .32V DCin applications that require DC voltage and 18. .. 240V ACin applications that
require AC voltage.

If Sensor/Actuator Power is invalid, we recommend that you make sure that the external power supply is working correctly,
properly sized for your application and that all wiring is correct.
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Thermal Monitoring and The controllers monitor internal module temperatures. As shown below, the
Thermal Fault Behavior controller takes actions as the temperature increases.

All power to the controller is
disabled except to run the
red OK status indicator and Threshold for controller to declare a “Hardware Preservation
monitor the temperature. ——Jm Fault; resetting the module and disabling power.
In the disabled power condition, only the OK status indicator is
illuminated, and it is red. The module does not apply power
~f— until it has cooled below the Hardware Preservation Hysteresis

Power does not limit. The module then enters fault mode, records the fault in
become enabled the major fault log, and displays *CPU Temperature Fault’on the
Hardware Preservation R front panel.

Hysteresis Limit

~ag]— Threshold for controller to declare a *CPU Temperature Fault’
major recoverable fault.
If a fault handler does not clear the fault, then the module
enters fault mode, records the fault in the major fault log, and
CompactLogix 5380 displays “T17:C34 CPU Temperature Fault’ on the front panel.

Applies to these controllers:

™,
>3
e
-

Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3 |

{ ~g— Threshold for controller to declare a “T17:(35 Controller

| internal temperature is approaching operating limit’minor
fault and set the Diagnostics minor fault bit.

The fault is recorded in the minor fault log, butis not displayed
on the front panel. If the temperature returns to an acceptable
range, the Diagnostics minor fault bit clears, but the minor
fault record remains.

Temperature

Y}“_——A

7

IMPORTANT  Ifyou follow the recommended limits for ambient (inlet) temperature and apply the required clearances around the system, the
controller is unlikely to reach the initial warning (minor fault) temperature.

For more information on CompactLogix 5380 and Compact GuardLogix 5380 controller specifications, see CompactLogix 5380
and Compact GuardLogix 5380 Controller Specifications Technical Data, publication 5069-TD002.

IMPORTANT  The presence of any temperature warning indicates that measures must be taken to reduce the ambient temperature of
the module.

Instructions for how to use Ladder Diagram to check for a minor fault can be found in the Logix 5000 Controllers Major, Minor,
and 1/0 Faults Programming Manual, publication 1756-PM014.

You can use a GSV instruction to read the MinorFaultBits attribute of the FaultLog class name. If the Diagnostics minor fault bit
(Bit 17) is set, a temperature minor fault can be present. Check the Minor Faults tab of the Controller Properties dialog box in
Logix Designer to see if the minor fault is a temperature warning.
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Appendix B

Disable an Ethernet Port

Applies to these controllers:

CompactLogix™ 5380

Compact GuardLogix® 5380 SIL 2

Compact GuardLogix 5380 SIL 3

Security Options

Topic Page
Disable an Ethernet Port m
Disable the 4-character Status Display 315
Disable the Controller Web Pages 320

For enhanced security, you can disable functionality on your controller.

You can disable the controller Ethernet ports with the Studio 5000 Logix
Designer® application, version 28.00.00 or later.

IMPORTANT  Remember the following:

« When you use the Logix Designer application, version 29.00.00 or later,
you can disable either of the Ethernet ports whether the controller uses
Dual-IP mode or Linear/DLR mode.

+ Once an Ethernet port is disabled, you lose any connection that is
established through that port.

You cannot disable Ethernet ports if the controller is in Run mode or if
the FactoryTalk® Security settings deny this editing option.

Ethernet ports return to the default setting after the following occur on
the controller:

e Stage 1 reset
e Stage 2 reset

¢ New project is downloaded - In this case, the settings in the new project
take effect.

e Program is cleared from the controller - The following are examples of
what clears the program from a controller:

— Major non-recoverable fault occurs.

— Firmware update occurs.

You must reconfigure the settings to disable an Ethernet port after the port
returns to its default settings.

There are two ways to disable the Ethernet port:

e Disable the Ethernet Port on the Port Configuration Tab on page 312

¢ Disable the Ethernet Port with a MSG Instruction on page 313
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312

Disable the Ethernet Port on the Port Configuration Tab

You can disable the embedded Ethernet port on the controller. This method
retains the setting in the project, so every time you download the project to the
controller, the Ethernet port is disabled.

1. On the Online toolbar, click the Controller Properties button.

Path: <none:

N

ﬁ, Mo Forces }, Mo Edits

2. On the Controller Properties dialog box, click the Port Configuration
tab.

3. On the Port Configuration tab, clear the Enable checkbox for the port
that you want to disable and click Apply.

& Controller Properties - L340ERM_application = 2 =]
| Genersl | MajorFauts | Winor Fauts Date/Tme | Advanced | SFC Execution | Project |
Nenwolatile Memery | Memory | Intemet Protocol | Port Corfiguration™ Network Secuity

V7| cot | Enabie cstas | Avte- Speed Duplex ~Port
Negoliate [ seiected Current Selzcted Current | Diagnestics
Al Actife < |[1Gbps 2] =
A2 1/ [l - - ]
N ,'
. N\
o) [ e [ ooy | [Yoeo
\ Vi

4. Ifyou are online when you make this change, click Yes on the Alert
dialog box.

Logix Designer

l-_ DANGER: Connection Interruption.

~ Changing connection parameters online will interrupt connections to
or from this contreller, Logix Designer may be taken offline.

Apply changes?

o] e ]
2

— N

o The change takes effect immediately.

e Ifyouare offline, the change takes effect when you download the
program to the controller.

5. On the Port Configuration tab, click OK.
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Disable the Ethernet Port with a MSG Instruction

You use a CIP™ Generic MSG with a Path of THIS to execute this option. You
cannot use this MSG instruction to disable the Ethernet port on a different

controller.

1. AddaMSG instruction to your program.

This message only needs to execute once, it does not need to execute

Wlth Cvery program scan.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
is in Run mode or if the FactoryTalk Security settings deny this

editing option.

2. Configure the Configuration tab on the Message Configuration dialog

box as follows:

IMPORTANT  The values that are listed below are stored to NVS memory in such a
way that the MSG instruction is not required to be executed each

time the controller powers up.

— Message Type - CIP Generic
— Service Type - Set Attribute Single

— Instance - 1 to disable Port A1, 2 to disable Port A2

— Class-f6
— Attribute - 9

- Source Element - Controller tag of SINT data type

In this example, the controller tag is named Port_Configuration.

— Source Length - 1

Message Configuration - MSGDisable_PortAl

Configuration | Communication | Tag
Message Type: ICIP Generic -
Service ISetAth'ibute Single v] Source Element: Port_Configuration
Type:
Source Length: 1 (Bytes)
10 Class: f& {Hex)
Instance: 1 Attribute: 9 {Hex) New Tag...
) Enable ) Enable Watting ) Start 2 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [ Timed Out &
Emor Path: THIS
Emor Text:
ok | [ Cancel | Help
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3. Configure the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Message Configuration - MSGDisable_PortAl [ﬁj

Corfiguration | Communication |Tag |

@ Path: Browse...

THIS

Broadcast:

Communication Method

@) CIP DH= A
CIP With
Source 1D
[C] Connected Cache Connections € Large Connection
) Enable 3 Enable Watting ) Start 3 Done Done Length: 0
3 Emor Code: Extended Emor Code: [T Timed Out €
Emor Path: THIS
Emor Text:

QK I Cancel I Apphy Help

4. Before you enable the MSG instruction, make sure that the Source
Element tag value is 2.

IMPORTANT  You can re-enable an Ethernet port after it is disabled.

To re-enable the port, complete the steps that are described in this
section. Before you enable the MSG instructions, however, make
sure that the Source Element tag value is 1.
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Disable the 4-character With the Studio 5009 Logix Designer application, version 29.00.00 or latter,
Status Di Spl ay you can disable certain categories of messages on the 4-character status display:

o Disable All Categories of Messages on page 316
Applies to these controllers:

e Disable Individual Categories of Messages on page 318

CompactLogix 5380

Compact GuardLogix 5380 SIL 2 You use a CIP Generic MSG to execute each option.

Compact GuardLogix 5380 SIL 3

IMPORTANT  These system messages are always displayed and cannot be disabled:
« Powerup messages (TEST, PASS, CHRG)
- (atalog number message
«  Firmware revision message
+ Major / Critical failure messages

The 4-character status display returns to the default setting after one of these
actions occur on the controller:

e Stage 1 reset
e Stage 2 reset

e New project is downloaded - In this case, the settings in the new project
take effect.

¢ Program is cleared from the controller - The following are examples of
what clears the program:

- Major non-recoverable fault occurs.

— Firmware update occurs.

You must reconfigure the settings to disable an Ethernet port after the port
returns to its default settings.
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Disable All Categories of Messages

When you disable the 4-character display entirely, this information is no longer

shown:
e Project name
e Link status
o DPort status
o IP address

Complete these steps.

1. AddaMSG instruction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
is in Run mode or if the FactoryTalk Security settings deny this

editing option.

2. Configure the Configuration tab on the Message Configuration dialog

box as follows:

— Message Type - CIP Generic

— Service Type - Set Attribute Single
— Instance-1

- Class - 325

— Attribute - 1

- Source Element - Controller tag of SINT data type

In this example, the controller tag is named LCD_SINT.

— Source Length - 1

Message Configuration - MSGDisable_LCD l&J
Configuration | Communication | Tag
Message Type: {C\P Generic -
Service {Set Attribute Single -] Source Element:  LCD_SINT -
Type:
Source Length: 1 = (Bytes)
10 Class:  3a5  (Hex)
Instance: 1 Attribute: 1 (Hex) W
) Enable ) Enable Waiting ) Start ) Done Done Length: 0
) Emor Code: Extended Ermor Code: [T Timed Out &
Eror Path: THIS
Ermor Text:
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3. Configure the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Message Configuration - MSGDisable_LCD Ié
Configuration | Communication | Tag
@ Path: |IEH Browse
THIS

Broadcast

Communication Method

& CIP DH+ A
CIP With
Source 1D
[ Connected Cache Connections € Lange Connection
(2 Enable ) Enable Waiting ) Start ) Done Done Length: 0
(2 Ermor Coda: Bxended Enor Code: [ Timed Out €
Eror Path: THIS

Emor Text:

Cancel Aoply Help

4. Before you enable the MSG instruction, make sure that the Source
Element tag value is 1.

IMPORTANT  You can re-enable the 4-character display after it is disabled.

To re-enable the 4-character display, complete the steps that are
described in this section. Before you enable the MSG instructions,
however, make sure that the Source Element tag value is 0.
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Disable Individual Categories of Messages

You can disable a subset of the information that scrolls across the controller.
You can disable these subsets:

e Project name and link status

e Port status and IP address
Complete these steps.

1. AddaMSG instruction to your program

This message only needs to execute once, it does not need to execute
with every program scan.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
is in Run mode or if the FactoryTalk Security settings deny this
editing option.

2. Configure the Configuration tab on the Message Configuration dialog
box as follows:

— Message Type - CIP Generic

— Service Type - Set Attribute Single
— Instance - 1

— Class - 3a5

- Attribute - 2

— Source Element - Controller tagof DINT data type - In this example,
the controller tag is named Line_ MASK.

— Source Length - 4

Message Configuration - MSGDisable_SingleLine liE—J

Configuration |Cummumca1iur| |Tag |

Message Type: {C\P Generic -

Service {Set Attribute Single -] Source Element:  Line_MASK -
Type:

Source Length: 4 = (Bytes)
Class: 335 (Hex)

10
Instance: 1 Attribute: 2 (Hex) New Tag...

) Enable ) Enable Watting ) Start ) Done Done Length: 0
) Emor Code: Extended Ermor Code: [T Timed Out €
Eror Path: THIS

Emmor Text:

318 Rockwell Automation Publication 5069-UM001G-EN-P - August 2020



Security Options

Appendix B

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT  Messages to THIS must be unconnected messages.

Message Configuration - MSGDisable_SingleLine {&J
Commurication | Tag
@ Path: ] Browse
THIS
Broadcast
[ Connected Cache Connections ¢ e &
3 Enable 3 Enable Waiting O Start 0 Done Done Length: 0
) Emor Code Extended Emor Code: ] Timed Cut «
Emor Path: THIS
Emor Text
Care

4. Before you enable the MSG instruction, set the bits in the Source
Element tag to these values, based on what information that you want to

disable:

e Project name and link status - Bit 0 of the Source Element = 1

e DPort status and IP address - Bit 1 of the Source Element = 1

IMPORTANT  You can re-enable the subsets of information on the 4-character
display after they are disabled.

To re-enable the subsets, complete the steps that are described in
this section. Before you enable the MSG instructions, however,

make sure the appropriate bit in the Source Element tag value is 0.
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Disable the Controller
Web Pages

Applies to these controllers:

CompactLogix 5380

Compact GuardLogix 5380 SIL 2

Compact GuardLogix 5380 SIL 3

320

You can disable the controller web pages with Studio 5000 Logix Designer
application, version 28.00.00 or later.

Studio 5000 Logix Designer Application Version 33.00.00 and Later

With the Studio 5000 Logix Designer application version 33.00.00 and later,
controller web pages are disabled by default.

While using a CIP Generic MSG to disable Controller Web pages is supported
in version 33.00.00 and later, Rockwell Automation recommends these
methods to disable the controller web pages:

e Ifthe controller web pages are enabled, clear the check box on the Logix
Designer Controller Properties Security tab to disable the webpages.

@ Controller Properties - V33 Project X

General  MajorFauts  MinorFauts ~ Date/Time  Advanced  SFCExecuon  Project  Redundancy
Nonvolatie Memory Capacity Intemet Protocal Port Configuration Securty” Alam Log

Security Authority: No Protection

Secure With:

[[] Restrict Communications Except Through Selected Slots

Select Slots, m{1]{2]3]|4]|5]%6

Enable Controller Web Pages

Change Detection

Changes To Detect: 16EFFFF_FFFF_FFFF_FFFF| | Corfigure
Audt Value:

Cancel Apply Help

Studio 5000 Logix Designer Application Version 32.00.00 or Earlier

For Studio 5000 Logix Designer application, version 32.00.00 or earlier, you
use a CIP Generic MSG to execute this option.

See:
e Use a CIP Generic MSG to Disable the Controller Web Pages on

page 322.
o Use a CIP Generic MSG to Enable the Controller Web Pages on

page 324
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Controller Web Page Default Settings

The default settings for controller web pages are:
o Web pages enabled for controller firmware revision 32 and earlier.

e Web pages disabled for controller firmware revision 33 and later.

Controller web pages return to the default setting in these situations:
e Astage 1 reset for all versions of the Logix Designer application.

o A stage 2 reset for all versions of the Logix Designer application.

IMPORTANT  When you update the controller firmware to revision 33 or later
without a reset, the controller retains the previous controller web
page configuration (web pages enabled) and does not
automatically change to the default setting for V33 (disable the
web pages).

e You must reconfigure the settings to disable the controller web pages
after it returns to its default settings.

The setting of the controller web pages changes after the following occurs on
the controller:

e New project is downloaded - in this case, the settings in the new project
take effect.

e When the controller receives a configuration message, it takes the
setting from the configuration message.
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Use a CIP Generic MSG to Disable the Controller Web Pages

1. AddaMSG instruction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller
is in Run mode or if the FactoryTalk Security settings deny this
editing option.

2. Configure the Configuration tab on the Message Configuration dialog
box as follows:

— Message Type - CIP Generic

Service Type - Custom

Service Code - 4c¢

Instance - 1 for Linear/DLR mode, 2 for Dual-IP mode
Class - 5

Attribute - 0

Source Element - Controller tag of SINT[5] data type.

In this example, the controller tag is named WP_Disable and must

match this graphic.

IMPORTANT  The Source Element tag in your Logix Designer application project
must match the values that are shown in the graphic.

If you use values that are different than the ones shown, the
controller web pages are not disabled.

4 WP_Dizable {..} Decimal SINT[5]
b WP _Disable[0] 1 Decimal SINT
b WP _Disable[1] 80 Decimal SINT
b WP _Disable[2] 0 Decimal SINT
b WP _Disable[3] 6 Decimal SINT
b WP_Disable[4] 0 Decimal SINT

— Source Length - 5

Message Configuration - M3GDisable_Webpage I.&J
Corfiguration | Communication | Tag |
Message Type: {C\P Generic -
Service {Cusmm v] Source Element:  WP_Disable[0] -
Type:
Source Length: 5 = (Bytes)
Service 3 5 )
Code: * Giex] Cass | F5 Hex)  pestination =
. Element:
Instance: 1 Attribute: 0 (Hex) New Tag...
(2 Enable ) Enable Waiting ) Start ) Done Done Length: 0
(2 Ermor Code: Bxended Eror Code: [T Timed Out €
Eror Path: THIS
Emor Test:
Cancsl Boply Heip
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3. Configure the Communication tab to use a Path of THIS.

Message Configuration - MSGDisable_Webpage u
Communication | Tag
@ Path: | IH Browse...

THIS
Broadcast:

Communication Method

@ cCIP DH= A
CIP With
Source 1D
[ Connected Cache Connections € Large Connection
tl
(3 Enable (3 Enable Waiting ) Start ) Done Done Length: 0
3 Emor Code Extended Emor Code: [ Timed Out <
Emor Path: THIS
Emor Text

Cancel Apply Help
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Use a CIP Generic MSG to Enable the Controller Web Pages

1. AddaMSG instruction to your program.

IMPORTANT  You cannot add a MSG instruction to your program if the controller

mode switch is in RUN mode, or if the FactoryTalk Security settings
deny this editing option.

box as follows:

IMPORTANT  The Source Element tag in your Logix Designer application
project must match the values that are shown in the graphic.
If you use values that are different than the ones shown, the
controller webpages are not enabled.
4 \WP_Enable {..} Decimal SINT[5]
B WP_Enable[0] 1 Decimal SINT
B WP_Enable[1] 30 Decimal SINT
P WP_Enable[2] 0 Decimal SINT
B WP_Enable[3] & Decimal SINT
B WP_Enable[4] 1 Decimal SINT
- Source Length - 5
Corfiguration®  Communication Tag
Message Type: CIP Generic e
i:rp\g:e B | Source Element:
Source Length: E: (Bytes)
Snes [ Jwen cass: L —
Instance:l:l Attribute: El(Hex) Element: e
2 Enable {3 Enable Waiting O Start > Done Done Length: 0
() Emor Code: Extended Emor Code [ Timed Out *
Emor Path: THIS
Emor Text:
Cancel Apply Help

324

Configure the Configuration tab on the Message Configuration dialog

Message Type - CIP Generic

Service Type - Custom
Service Code - 4¢
Instance - 1 for Linear/DLR mode, 2 for Dual-IP mode

Class - f5
Attribute - 0
Source Element -

In this example, t

Controller tag of SINT[5] data type.

he controller tag is named WP_Enable and must

match the following graphic.
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3. Configure the Communication tab to use a Path of THIS.
IMPORTANT  Messages to THIS must be unconnected messages.
Message Configuration - MSGEnable Webpage
Configuration® Communication  Tag
@® Pah: Browse. .
THIS
Broadcast:
Communication Method S
[Connected Cache Connections 4 Large C
(JEnable 1) Enable Waiting 3 Start ) Done Done Length: 0
{2 Emor Code Extended Emor Code []Timed Out
Ermor Path: THIS
Ermor Text:
Cancel Aoply Help
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Notes:
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Change from a Standard to a
Safety Controller

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

Change Controller Type

Topic Page
Change from a Standard to a Safety Controller 327
Change from a Safety to a Standard Controller 328
Change Safety Controller Types 329

Safety controllers have special requirements and do not support certain
standard features. You must understand the behavior of the system when
changing the controller type from standard to safety, or from safety to
standard, in your controller project.

Changing controller type affects the following:

Supported features

Physical configuration of the project

Controller properties

Project components such as tasks, programs, routines, and tags

Safety Add-On Instructions

You can change from a CompactLogix™ 5380 controller to a
Compact GuardLogix" 5380 controller in safety applications.

Upon confirmation of a change from a standard controller to a safety controller
project, safety components are created to meet the minimum requirements for
a safety controller:

The safety task is created only if the maximum number of downloadable
tasks has not been reached. The safety task is initialized with its default
values.
TIP  Ifyour project already contains 32 tasks, and you try to change from a standard
to a safety controller, the project does not convert and stays with the standard
controller.

Safety components are created (safety task, safety program, and so

forth).

A time-based safety network number (SNN) is generated for the local
chassis.

A time-based safety network number (SNN) is also generated for each
embedded EtherNet/IP™ port.

Standard controller features that are not supported by the safety
controller, such as redundancy, are removed from the Controller
Properties dialog box (if they existed).

Rockwell Automation Publication 5069-UM001G-EN-P - August 2020 327



Appendix C  Change Controller Type

Change from a Safety to a
Standard Controller

Applies to these controllers:

CompactLogix 5380
Compact GuardLogix 5380 SIL 2
Compact GuardLogix 5380 SIL 3

328

Upon confirmation of a change from a safety controller project to a standard
controller, some components are changed and others are deleted:

Safety I/O devices and their tags are deleted.

The safety task, programs, and routines are changed to a standard task,
programs, and routines.

All safety tags, except safety consume tags, are changed to standard tags.
Safety consume tags are deleted.

Safety tag mappings are deleted.

The safety network numbers (SNN) are deleted.

Safety-lock and -unlock passwords are deleted.

If the standard controller supports features that were not available to the

safety controller, those new features are visible in the Controller
Properties dialog box.

TIP  Peer safety controllers are not deleted, even if they have no
connections remaining.

Instructions can still reference modules that have been deleted and can
produce verification errors.

Consumed tags are deleted when the producing module is deleted.

As a result of the above changes to the system, safety-specific
instructions and safety I/O tags do not verify.

If the safety controller project contains safety Add-On Instructions, you must
remove them from the project or change their class to standard before changing
the controller type.
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Change ControllerType  Appendix C

Change Safety th?n you ccfllange from one ?afcty Tontiiollcr type t(()1 an.othc}rl, the class 1of tags,
Controller Typ as routines, and programs remain unaltered. Any I/O devices that are no longer

compatible with the target controller are deleted.

Applies to these controllers:

Compact GuardLogix 5380 SIL 2

If you change from a safety controller with a SIL 3/PLe application to a

Compact GuardLogix 5380 SIL 2 controller, the application changes to
Compact GuardLogix 5380 SIL 3 SIL 2/PLd.

If you change from a safety controller with a SIL 3/PLe application to a
Compact GuardLogix 5380 SIL 3 controller, the application remains
SIL 3/PLe.

If you change from a safety controller with a SIL 2/PLe application to a
Compact GuardLogix 5380 SIL 3 controller, the representation of the safety

partner is updated to appear appropriately for the target controller.

Safety Network Numbers are also preserved when you change to a
Compact GuardLogix 5380 controller.
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1732 ArmorBlock Guard 1/0 modules 177
1732D ArmorBlock I/0 modules 177
1734 POINT 1/0 modules 177

1746 SLC1/0 modules 177

1756 ControlLogix I/0 modules 177
1769 Compact I/0 modules 177
1784-SD1 and 1784-SD2 cards

load from 115 ... 118
other tasks 118
storeto 111

1794 FLEX 1/0 modules 177

4-character display

disable 316 ... 317
disable a subset of display information 318
... 319
4-character status display

fault messages 303
general status messages 301
I/0 fault codes 305

A

add 1/0 modules while online 187
Add-On Instructions 225, 328
Advanced Diagnostics web page

use to troubleshoot 295
allow communication 164

application

elements 213
AutoFlash

update 70
axes

consumed 270
virtual 270
axis
obtain information 273

block communication 164
Browse Chassis web page
use to troubleshoot 297

C

changing controllers 328
CIP Safety 211
CIP Safety 1/0

adding 191
configuration signature 201
node address 191

clear

faults 264

communication
allow 164
block 164
with EtherNet/IP devices via socket interface
133
communication path
set 85
Compact 5000 1/0 modules 169, 177
CompactLogix 5380
design system 20
CompactLogix 5380 Process controllers 16
configuration owner
identifying 202
resetting 202, 204
configuration signature
components 201
copy 201
definition 201
configure
motion 270
configure always 211
connection
status 261
connection reaction time limit 200, 246
CONNECTION_STATUS 239, 261
ConnectionFaulted bit 261
consume data 165
consume tag data 245
consumed tag 239
continuous task 217
control data 164
ControlFLASH software 66, 89
controller
available modes 99
behavior 164
change type 327 ... 329
design system with 20
download project 92
fault handler 267
firmware
obtain 65
go online 85
logging
safety lock, unlock 252
safety signature 254
match 88
serial number 88
serial number mismatch 91, 94
set communication path 85
upload project 95
controller firmware
update with AutoFlash 70
update with ControlFLASH 66
controller operation mode
change with Logix Designer application 101
change with mode switch 100
controller reset
stage 1104
stage 2 105
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controller status

4-character status display
fault messages 303
general status messages 301
1/0 fault codes 305
controller status indicators 306
FORCE indicator 306
OK indicator 307
RUN indicator 306
SDindicator 307
controller tasks 215
controller web pages
disable 320 ... 77
troubleshoot with Advanced Diagnostics
web page 295
troubleshoot with Browse Chassis web page
297
troubleshoot with Diagnostics web page 293
troubleshoot with Ethernet Port A1/A2 web
page 294
troubleshoot with Home web page 291
troubleshoot with Tasks web page 292
use to troubleshoot 290 . .. 297
copy
safety signature 256

D

data types
CONNECTION_STATUS 239
data update
1/0 data 188
delete
safety signature 256
design
system 20
diagnostics
with Logix Designer 276 . .. 289
with RSLinx Classic software 289
Diagnostics web page
use to troubleshoot 293
disable
4-character display 316 ... 317
controller web pages 320 ... 77
Ethernetport 311 ... 314
subset of 4-character display information
318...319
disable the Ethernet ports 106
DLR network topology 124, 177
DNS addressing 61
download
effect of controller match 88
effect of firmware revision match 89
effect of safety status 90
project 92
Dual-IP mode 137
overlapping IP address ranges 143
duplicate IP address
detection 60
resolution 61

E
editing 255
electronic keying
about 176
elements
control application 213
error

script file 68
Ethernet 57

Ethernet Port A1/A2 web page

use to troubleshoot 294
Ethernet ports

disable 106,311 ... 314

Dual-IP mode 137

Linear/DLR mode 141

EtherNet/IP mode

change 152 ... 157

change via Logix Designer application 153

change via RSLinx Classic software 155

configure 144 . .. 151

configure Dual-IP mode via Logix Designer
application 144

configure Dual-IP mode via RSLinx Classic
software 146

configure Linear/DLR mode via Logix
Designer application 148

configure Linear/DLR mode via RSLinx
(lassic software 150

Dual-IP mode 137

overlapping IP address ranges 143

Linear/DLR mode 141
EtherNet/IP network
communication via socket interface 133
DLR network topology 124
linear network topology 125
network communication rates 127
nodes 121
optimize network performance 127
star network topology 126
topologies 124 . .. 126
EtherNet/IP status indicators 308
LINK A1 and LINK A2 indicators 308
NET A1 and NET A2 indicators 308
event tasks 217

external access 237

fault

clear 264
Cpu temperature 310
hardware preservation 310
nonrecoverable controller 264
nonrecoverable safety 260, 264
recoverable 265, 310
fault codes 305
major safety faults 266
status display 265
use GSV instruction to get 230
fault handler

execute at /0 module fault 230
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fault messages

on 4-character status display 303
FBD
using 224
firmware
obtain 65
security certificate, error 68
update controller firmware 63 ... 72
update with AutoFlash 70
update with ControlFLASH 66
firmware revision
match 89
mismatch 91, 94
firmware upgrade kit 89
FORCE status indicator 306

forcing 255

G

GSV instruction

monitor a connection 229
use to get fault codes 230

handshake 164
Home web page
use to troubleshoot 291

1/0

determine data update 188
1/0 fault codes
on 4-character status display 305
1/0 modules
about local /0 modules 169
about remote 1/0 modules 177
add local /0 modules to Logix Designer
application project 171 ... 175
add remote 1/0 modules to Logix Designer
application project 179 ... 186
add while online 187
connection error 230
local
example 170

on a DLR network topology 177
on a linear network topology 178
on a star network topology 178
remote
example 177
instructions

motion 271
IP addresses
Dual-IP mode 137
overlapping IP address ranges 143
duplicate address detection 60
duplicate address resolution 61
Linear/DLR mode 141
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Ladder Logic

using 224
linear network topology 125, 178
Linear/DLR mode 141
LINK A1 and LINK A2 status indicators 308
load

from memory card 115 ... 118
load a project

on corrupt memory 112

on power up 112

user initiated 112
local I/0 modules

about 169

add to a Logix Designer application project
171...175

example 170

lock

See safety-lock.
Logix Designer application

add I/0 modules while online 187

add local I/0 modules to a project 171 . ...
175

add remote /0 modulestoaproject 179 ... .
186

Add-On Instructions 225

change controller operation mode 101

change EtherNet/IP mode 153

configure Dual-IP mode 144

configure Linear/DLR mode 148

continuous tasks 217

develop applications 213

develop motion applications 269 ... 273

diagnotics 276 ... 289

download project 92

event tasks 217

go online 85

motion instructions 271

obtain motion axis information 273

parameters 223

periodic tasks 217

programming languages 224

programs 220

routine 222

routines 222

set communication path 85

tags 223

tasks in project 215

troubleshoot with Advanced Time Sync
dialog box 286

troubleshoot with Connection category 279

troubleshoot with Ethernet Port Diagnostics
dialog box 284

troubleshoot with General category 279

troubleshoot with I/0 module properties
dialog box 278 ... 281

troubleshoot with Module Info category 280

upload project 95

M

major faults tab 265, 266
major safety faults 266
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MajorFaultRecord 268
match project to controller 88
maximum observed network delay
reset 246
memory card
load project from card 115 ... 118
other tasks 118
store project to card 111
message
about 167
messages
safety status 303
minor faults tab 266
MOD power indicator 309
mode switch

change controller operation mode 100

position 99
module

properties
connection tab 202
monitor I/0 connections 229
motion

about 270

instructions 271

obtain axis information 273
program 271

NET A1 and NET A2 status indicators 308

network address

DNS addressing 61
network address translation (NAT)

set the IP address 194
network communication rates

on an EtherNet/IP network 127
network delay multiplier 247

network status

indicator 207, 209
node address 191

nodes on an EtherNet/IP network 121
nonrecoverable controller fault 264
nonrecoverable safety fault 260, 264

re-starting the safety task 264
nonvolatile memory

tab 108

0

obtain
axis information 273
firmware 65
OK status indicator 307
online
go 85
online bar 258

optimize EtherNet/IP network performance

127
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reset module 202
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configuration 202
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P

parameters
in project 223
password
set 253
path
set 85
peer safety controller
location 240
sharing data 239
SNN 240
Performance Level 51
periodic tasks 217
Power status indicators 309
MOD power indicator 309
SA power indicator 309
produce a tag 244
produce data 165
produce/consume data 165
produced tag 239
program fault routine 267
programming 255
programming languages 224
FBD 224
Ladder Logic 224
SFC224
Structured Text 224
programming restrictions 257
programs
in project 220
scheduled 221
unscheduled 221
project
download 92
elements 213
go online 85
programs 220
routines 222
tasks 215
upload 95
projects
Add-On Instructions 225
parameters 223
programming languages 224
tags 223
protect signature in run mode 255

protecting the safety application 251 ...

safety signature 254
safety-lock 251
security 253

256
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(IP Safey 1/0 200
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recoverable fault 265

clear 265
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1732 ArmorBlock Guard 1/0 177
1732D ArmorBlock I/0 177
1734 POINT1/0 177
1746 SLC1/0 177
1756 ControlLogix 1/0 177
1769 Compact /0 177
1794 FLEX1/0 177
about 177
add to a Logix Designer application project
179 ... 186

Compact 5000 1/0 modules 177
example 177

replace

configure always enabled 211
configure only. .. enabled 206
Guard 1/0 module 205 . .. 211
requested packet interval 239
consumed tag 246
reset
module 202
ownership 202
reset button 103
stage 1reset 104
stage 2 reset 105
reset module 204
restrictions
programming 257
safety tag mapping 248
software 257
when safety signature exists 255
routines 222
in project 222
RSLinx Classic software

change EtherNet/IP mode 155
configure Dual-IP mode 146
configure Linear/DLR mode 150
diagnotics 289

RSLogix 5000 software

restrictions 257
RSWho

set communication path 85
run mode protection 256

RUN status indicator 306
RunMode bit 261

S

SA power indicator 309

safety network number

automatic assignment 80
copy 83, 198
description 78
managing 79
manual assignment 81
paste 83, 198
set 196
time-based 80
safety programs 236
safety routine 236

using standard data 248
safety signature

copy 256

delete 256

effect on download 90

effect on upload 90

generate 254

restricted operations 255

restrictions 257

storing a project 110

view 259
safety status

button 254, 259

effect on download 90

programming restrictions 257

safety signature 254

view 90, 258, 260
safety tab 252, 254, 260

configuration signature 201

generate safety signature 254

module replacement 205

safety-lock 252

safety-lock controller 252

unlock 252

view safety status 90, 260
safety tags

controller-scoped 238

description 237

mapping 248 . .. 250
safety task 234

execution 236

priority 235

watchdog time 235
safety task period 235, 239
safety-lock 251

controller 252

effect on download 90

effect on upload 90

icon 251

password 252
SafetyTaskFaultRecord 263
safety-unlock

controller 252

icon 251
scan times

reset 257
scheduled programs 221
script file

error 68
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SD card

load from 115 ... 118
other tasks 118
storeto 111

SD status indicator 307

security

disable a subset of 4-character display
information 318 ... 319
disable an Ethernet port 311 ... 314
disable the 4-character display 316 ... 317
disable the controller web pages 320 ... 7
security certificate

error 68
send messages 167

sercos 270
serial number 88
SFC

using 224
socket interface 133
software

add 1/0 modules while online 187

add local I/0 modules to a Logix Designer
project 171 ... 175

add remote 1/0 modules to a Logix Designer
project 179 ... 186

change EtherNet/IP mode 152 ... 157

configure EtherNet/IP mode 144 ... 151

go online 85

Logix Designer application

Add-On Instructions 225

change controller operation mode 101

change EtherNet/IP mode 153

configure Dual-IP mode 144

configure Linear/DLR mode 148

continuous tasks 217

develop applications 213

develop motion applications 269 ...
273

diagnostics 276 . .. 289

download project 92

event tasks 217

motion instructions 271

motion overview 270

obtain motion axis information 273

periodic tasks 217

programming languages 224

programs in project 220

project parameters 223

project tags 223

routines in project 222

set communication path 85

tasks 215

troubleshoot with Advanced Time
Sync dialog box 286

troubleshoot with Connection catego-
ry 279

troubleshoot with Ethernet Port Diag-
nostics dialog box 284

troubleshoot with General category
279
troubleshoot with I/0 module proper-
ties dialog box 278 ...
281
troubleshoot with Module Info cate-
gory 280
upload project 95
restrictions 257
RSLinx Classic
change EtherNet/IP mode 155
configure Dual-IP mode 146
configure Linear/DLR mode 150
diagnostics 289
stage 1reset 104
stage 2 reset 105
standard data in a safety routine 248
star network topology 126, 178
status
messages 303
status indicators
controller status 306
EtherNet/IP status indicators 308
FORCE indicator 306
LINK A1 and LINK A2 indicators 308
MOD power indicator 309
NET A1 and NET A2 indicators 308
OK indicator 307
Power status indicators 309
RUN indicator 306
SA power indicator 309
SD indicator 307
status messages
on 4-character status display 301
store
to memory card 111
store a project 110
Structured Text
using 224

T
tags
consume 165
data type 238
external access 237
in project 223
naming 203
produce 165
produced/consumed safety data 239
safety 1/0 239
scope 238
tasks
continuous 217
event 217
in Logix Designer application project 215
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priority 219
Tasks web page
use to troubleshoot 292
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U

unlock controller 252
unscheduled programs 221
update
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update controller firmware 63 . .. 72
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project 95
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vV
view
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CompactLogix 5380 and Compact GuardLogix 5380 Controllers User Manual

Additional Resources

These documents contain additional information concerning related products from Rockwell Automation.

Resource

Description

Hardware installation

CompactLogix 5380 Controllers Installation
Instructions, publication 5069-IN013

Provides installation instructions for CompactLogix™ 5380 controllers.

Compact GuardLogix 5380 SIL 2 Controllers
Installation Instructions, publication 5069-INO14

Provides installation instructions for Compact GuardLogix® 5380 SIL 2 controllers.

Compact GuardLogix 5380 SIL 3 Controllers
Installation Instructions, publication 5069-IN023

Provides installation instructions for Compact GuardLogix 5380 SIL 3 controllers.

Industrial Automation Wiring and Grounding
Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Technical Data

Compact 5000 1/0 Modules Specifications Technical
Data, publication 5069-TD001

Provides specifications for Compact 5000™ 1/0 EtherNet/IP™ adapters and
Compact 5000 /0 modules.

CompactLogix 5380 and Compact GuardLogix 5380
Controllers Specifications Technical Data,
publication 5069-TD002

Provides specifications for CompactLogix 5380 and Compact GuardLogix 5380
controllers.

Networks

EtherNet/IP Network Devices User Manual,
publication ENET-UMO06

Describes how to configure and use EtherNet/IP™ devices with a Logix 5000™
controller and communicate with various devices on the Ethernet network.

Safety Application
Requirements

GuardLogix 5580 and Compact GuardLogix 5380
Controller Systems Safety Reference Manual,
publication 1756-RM012

Provides requirements for achieving and maintaining Safety Integrity Level (SIL) 2 and
Performance Level (PL) d and Safety Integrity Level (SIL) 3 and Performance Level (PL)
e requirements with the GuardLogix 5580 and Compact GuardLogix 5380 contraoller
system using the Studio 5000 Logix Designer® application.

Motion

Integrated Motion on the EtherNet/IP Network
Reference Manual, publication MOTION-RM0O3

Provides descriptions of the AXIS_CIP_DRIVE attributes and the Logix Designer
application Control Modes and Methods.

Logix 5000 Controllers Motion Instructions
Reference Manual, publication MOTION-RM002

Provides information on how to use Motion instructions.

Design Considerations

Logix 5000 Controllers Design Considerations
Reference Manual, publication 1756-RM094

Provides information on how to design and plan Logix 5000 controller systems.

Ethernet Design Considerations Reference Manual,
publication ENET-RM002

Provides additional information on network design for your system.

Replacement Guidelines: Logix 5000 Controllers
Reference Manual, publication 1756-RM100

Provides guidelines on how to replace the following:
« ControlLogix® 5560/5570 controller with a ControlLogix 5580 controller
- CompactLogix 5370 L3 controllers with a CompactLogix 5380 controller

Programming Tasks and
Procedures

Logix 5000 Controllers Common Procedures
Programming Manual, publication 1756-PM001

Provides access to the Logix 5000 Controllers set of programming manuals. The
manuals cover such topics as how to manage project files, organize tags, program
logic, test routines, handle faults, and more.

Logix 5000 Contraollers General Instructions
Reference Manual, publication 1756-RM003

Provides information on the programming instructions available to use in Logix
Designer application projects.

GuardLogix Safety Application Instruction Set
Reference Manual, publication 1756-RM095

Provides information on the GuardLogix Safety application instruction set.

Product Certifications

Product Certifications website, rok.auto/

certifications.

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.

338

Rockwell Automation Publication 5069-UM0OO1G-EN-P - August 2020


http://literature.rockwellautomation.com/idc/groups/literature/documents/in/5069-in013_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/5069-in014_-en-p.pdf
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http://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm001_-en-e.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm003_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm095_-en-p.pdf
https://www.rockwellautomation.com/global/detail.page?pagetitle=Product-Certifications&content_type=tech_data&docid=de1cc7d81606981b0f214fed1137f539
https://www.rockwellautomation.com/global/detail.page?pagetitle=Product-Certifications&content_type=tech_data&docid=de1cc7d81606981b0f214fed1137f539
www.rockwellautomation.com/literature

Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. | rok.auto/support
Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase
Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phanesupport
Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature
Product Compatibility and Download Center | Get help determining how products interact, check features and capabilities, and find

(PCDC) associated firmware. rok.auto/pedc

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete
the form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.

Allen-Bradley, ArmorBlock, Compact 5000, Compact I/0, CompactBlock, CompactLogix, ControlBus, ControlFLASH, ControlFLASH Plus, ControlLogix, DH+, expanding human possibility,
FactoryTalk, FLEX, Guard I/0, Guardmaster, GuardLogix, Integrated Architecture, Kinetix, Logix 5000, On-Machine, PanelView, PlantPAx, PLC-2, PLC-3, PLC-5, POINT 1/0, POINT Guard I/0,
PowerFlex, Rockwell Automation, Rockwell Software, RSLinx, RSNetWorx, SLC, Stratix, and Studio 5000 Logix Designer are trademarks of Rockwell Automation, Inc.

CIP, CIP Safety, CIP Sync, ControlNet, DeviceNet, and EtherNet/IP are trademarks of ODVA, Inc.
Trademarks not belonging to Rockwell Automation are property of their respective companies.
Rockwell Otomasyon Ticaret A.S. Kar Plaza is Merkezi E Blok Kat:6 34752, igerenk{y, istanbul, Tel: +90 (216) 5698400 EEE Y0netmeligine Uygundur

connect withus. |3 [@] Y £

rockwellautomation.com expanding human possibility”

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, Wl 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382. 4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32)2 663 0640
ASIA PACIFIC: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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